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1.1 Introduction

Early in 1926, Nikola Tesla envisioned a “connected world.” He told Colliers 
Magazine in an interview (Kennedy, 1926):

“Whenwireless is perfectly applied, thewhole Earthwill be converted into
a huge brain, which in fact it is, all things being particles of a real and
rhythmic whole [ . . . ] and the instruments through which we shall be
able to do this will be amazingly simple compared with our present
telephone. A man will be able to carry one in his vest pocket.”

Kevin Ashton was the first to use the term Internet of Things (IoT) in 1999
(Ashton, 2009) in the context of supply chainmanagement with radio frequency
identification (RFID)-tagged or barcoded items (things) offering greater effi­
ciency and accountability to businesses. As Ashton wrote in the RFID Journal 
(June 22, 2009):

“If we had computers that knew everything there was to know about
things – using data they gathered without any help from us –wewould be
able to track and count everything, and greatly reducewaste, loss and cost.
Wewould knowwhen things needed replacing, repairing or recalling, and
whether they were fresh or past their best.”

In the same year, Gershenfeld (1999) published his work “When Things Start
to Think,” in which he envisioned the evolution of theWorldWideWeb as being
a state in which “things start to use the Net so that people don’t need to.”ATMs
could be considered as one of the first smart objects, which went online as early
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as 1974. In addition, early examples of various prototype devices include vending
machines in the 1980s performed by the Computer Science Department of
Carnegie Mellon University. Since then, understanding of the possible breadth
of IoT has becomemuchmore inclusive, comprising a wide range of application
domains, including health care, utilities, transportation, and so on, as well as
personal, home, and mobile application scenarios (Gubbi et al., 2013; Sund­
maeker et al., 2010).More recently, the “Industrial Internet of Things” (IIoT) has
further expanded the scope of IoT (see Section 1.2.2 and Chapter 11). With IoT,
a world of networked, “intelligent,” or “smart” objects (Ashton, 2009; Weiser,
1991; Weiser and Brown, 1996; Lyytinen and Yoo, 2002; Aggarwal et al., 2013;
Gubbi et al., 2013;Mattern and Flörkemeier, 2010; Atzori et al., 2014; Chui et al.,
2010) is envisioned. Recently, novel extensions of IoT have emerged, which
include not only physical objects but also virtual objects1 (which may blur the
core concept of IoT that predominately focuses on physical things and objects).
The commondenominator of these varied conceptions of IoT is that “things” are
expected to become active elements in business, information, and social
processes.
If one recognizes the broad spectrum of application scenarios, the more

general term “Net” would be more adequate than “Internet,” since not all
communication occurs via the Internet. Communication also does not exclu­
sively occur between things/devices, but also between things and people. So, it
would bemore appropriate to use the terms the “Internet of Everything”2 or “Net
of Everything” instead of “Internet of Things.”
As the most well-known visionary of the computerized and interlinked

physical world,MarkWeiser asserts that a connected world of things is designed
to help people with their activities in an unobtrusive manner. Interaction occurs
with everyday—but computationally augmented—artifacts through natural
interactions, our senses, and the spoken word (Weiser, 1991). In the course
of miniaturization, the increasingly smaller technical components will be
embedded into physical components, with as little intrusiveness for users as
possible or without attracting attention at all. For example, miniaturized
computers (or components thereof) and wearables with sensors are directly

1 Increasing numbers of physical objects/things are beginning to be seen in digital format or
even only in digital format. Examples of this include books, maps, e-tickets of any sort, business
cards, electronic purses, and so on. Consequently, not all “virtual objects” that are currently used
are digital models of physical objects (pendants), but rather these objects “stand on their own”
with no physical counterpart. Virtual objects can be defined as a digital element with a specific
purpose, comprised of data and capable of performing actions (Espada et al., 2011).
2 The term “Internet of Everything” was coined by Cisco Systems and basically refers to applying
the IoT model to everything, thus creating new capacities and smart processes in virtually every
field. Cisco calls it the connection of “people, process, data and things.” The Internet of
Everything may be perceived as a variation or extension of IoT, subtly distinguishing itself by
emphasizing the connection of people to things.
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incorporated into pieces of clothing. In his essay in 1991, “The Computer for the
21st Century,” Mark Weiser first expressed this vision while he was a Chief
Technologist at the Xerox Palo Alto Research Center in the late 1980s (Weiser,
1991, 1993; Weiser and Brown, 1996; Weiser et al., 1999). Since then, this work
ranks among themost cited academic papers in related academic disciplines that
envision a connected world of everyday things. This vision and the related
developments are referred to byWeiser as “Ubiquitous Computing” (also known
as “Ubicomp”). Since its conceptual inception more than 25 years ago, many
more related and modified concepts have emerged, including pervasive,
nomadic, calm, invisible, universal, and sentinel computing, as well as ambient
intelligence.3 The Cluster of European Research Projects on the Internet of
Things (CERP-IoT) blend together building blocks that derive from the afore­
mentioned concepts and emphasize the symbiotic interaction of the real and
physical with the digital and virtual world. From their perspective, physical
objects have virtual counterparts representing them, which translate them into
computable parts of the physical world. The CERP-IoT vision has recently
become even more comprehensive by incorporating issues of Social Media,
anticipating massive user interaction with things and linking to additional
information regarding identity, status, location, or any other business, social,
or privately relevant information (Chapter 1 of Uckelmann et al., 2011).
Essentially, ITU (2005) defines IoT as a concept that allows people and things
to be connected anytime, anyplace, with anything and anyone (and adding—
according to CERP-IoT, 2009—ideally using any path/network and any service).
Another line popularized by CISCO asserts a simple concept: The IoT is born
when more things are connected via the Internet as human beings. As such, the
advent of IoT may be dated around 2008/2009 (Evans, 2011) or 2011 (Gubbi
et al., 2013). According to the lnternational Data Corporation (IDC)’s World­
wide Internet of Things Forecast, 2015–2020, 30 billion connected (autono­
mous) things are predicted to be part of the IoT by 2020. Another estimate
anticipates approximately 1000 devices per person by 2025 (Sangiovanni-
Vincentelli, 2014).
IoT is at the center of overlapping Internet-oriented (middleware), things-

oriented (sensors), and semantic-oriented (knowledge) visions (Atzori et al.,
2010). Specifically, (i) Internet-oriented, which emphasizes the networking
paradigm and exploiting the established IP-based networking infrastructure,
in order to achieve an efficient connection between devices, and on developing
lightweight protocols in order to meet IoT specifics (see Section 1.5.2);
(ii) things-oriented, which focuses on physical objects and on finding means
that are able to identify and integrate them with the virtual (cyber) world; and

3 For a discussion on similarities and differences, see, for example, Aarts et al. (2001); for a
summary of more than 20 years of the “Ubicomp” vision, see, for example, Cáceres and Friday
(2012).
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(iii) semantic-oriented, which aims to utilize semantic technologies, making
sense of objects and their data to represent, store, interconnect, and manage the
enormous amount of information provided by the increasing number of IoT
objects (Atzori et al., 2010; Borgia, 2014).
As IoT continues to evolve, its comprehensive definition is also likely to

develop.4 Accordingly, the IEEE IoT initiative gives its community members an
opportunity to contribute to the definition of the IoT (IEEE, 2015, 2017). The
document presents two definitions, one for small-scale scenarios: “An IoT is a
network that connects uniquely identifiable ‘Things’ to the Internet. The
‘Things’ have sensing/actuation and potential programmability capabilities.
Through the exploitation of unique identification and sensing, information
about the ‘Thing’ can be collected and the state of the ‘Thing’ can be changed
from anywhere, anytime, by anything.” The second definition is for large-scale
scenarios: “Internet of Things envisions a self-configuring, adaptive, complex
network that interconnects ‘Things’ to the Internet through the utilization of
standard communication protocols. The interconnected things have physical or
virtual representation in the digital world, sensing/actuation capability, a
programmability feature and are uniquely identifiable. The representation
contains information including the thing’s identity, status, location or any other
business, social or privately relevant information. The things offer services, with
or without human intervention, through the exploitation of unique identifica­
tion, data capture and communication, and actuation capability. The service is
exploited through the use of intelligent interfaces and is made available any­
where, anytime, and for anything taking security into consideration.”
Incorporating various perspectives while revealing its nucleus, we may

consolidate and define:

IoT is a world of interconnected things which are capable of sensing,
actuating and communicating among themselves and with the environ­
ment (i.e., smart things or smart objects) while providing the ability to
share information and act in parts autonomously to real/physical world
events and by triggering processes and creating services with or without
direct human intervention.

We intentionally leave out whether this “big plot” will necessarily be realized
on standard communication protocols or a unified framework. Although a
unified framework would certainly be optimal, it may not be necessary or even
achievable given the dimensionalities and complexities of a likely very highly
heterogeneous computerized world of interconnected things.
In order to better structure the scale and scope of IoT, this chapter provides an

introductory overview and briefly outlines the conceptual core ideas as laid out

4 A broad range of IoT definitions can be found in Minoli (2013).
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prior to IoT with “Ubiquitous Computing.” The chapter covers not only
technical but also nontechnical issues of IoT.

1.2 Internet of Things Concepts

With technical advancements, our interaction with information systems is
changing, both atwork andduring leisure time. Information, sensor, andnetwork
technology are becoming increasingly small,more powerful, andmore frequently
used. People no longer only encounter information technology at common
points in their lives, such as in offices or at desks, but as information and
communication infrastructures, which are present in increasing areas of everyday
life. These infrastructures are characterized by the fact that they not only include
classic devices, for example, PCs and mobile phones, but that information and
communication technology is also embedded in objects and environments.
TheUbiquitous Computing vision ofMarkWeiser implies that computers, as we

currently know them, “disappear,” or, more precisely, move into the background.
Everyday objects and our immediate environment then assume the tasks and
abilities of computers (Weiser and Brown, 1996). In his seminal paper, Weiser
describes this as follows: “Themost profound technologies are those that disappear.
They weave themselves into the fabric of everyday life until they are
indistinguishable from it” (Weiser, 1991). Through the physical embedding of
IT, everyday objects and our everyday environment become “smart,” that is, capable
of processing and providing information, but not necessarily intelligent in the sense
of human cognitive intelligence. In another highly regarded article,Weiser together
with Brown introduced the notion of “Calm Computing.” They also refer to a
connected world full of computers. However, only in cases of service provision or
when a need exists for interaction do those computers or their respective services
become “visible”; at other times, those capabilities are “calm” in the background, and
not intrusive or even visible to the users (Weiser and Brown, 1996).
The core concepts comprising IoT, aswell as related concepts andmodels, will

be presented in the following sections.

1.2.1 Core Concepts: Smart Objects and Smart Environments

A smart object is a physical object in which a processor, data storage system,
sensor system, and network technology are embedded (Poslad, 2009; Kortuem
et al., 2010; Sánchez López et al., 2011). Some smart objects can also affect their
environment by means of actuators. In principle, all physical objects can be
turned into smart objects, for example, conventional everyday objects such as
pens,5 wristwatches (there are numerous wristwatch models with sensors and

5 A well-known example of a computerized version of a pen is the Anoto Pen, see www.anoto.
com.

http://www.anoto.com
http://www.anoto.com
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processors, for example, to measure the heart rate or to determine geographic
position), or automobiles (more recently, autonomous automobiles). In an
industrial context, it could be a machine or the product to be manipulated.
Smart objects may also be anywhere. In fact, there are almost no restrictions
regarding domains: consumer electronic devices, home appliances, medical
devices, cameras, and all sorts of sensors and data-generating devices. Most
smart objects have a user interface and interaction capabilities to communicate
with the environment or other devices (e.g., displays). The capability of smart
objects to communicate with other objects and with their environment is a core
component of IoT. In line with this is the idea that specific information can be
retrieved via any networked smart object, which is uniquely identified and
localized, andmay have its “own home page,” that is, unique address. Today, one
can take advantage of a broad range of fairly inexpensive, tiny, and relatively
powerful components, including sensors, actuators, and single board computers
(SBC), to enrich physical things and connect them to the Internet. SBCs, such as
Raspberry Pi, BeagleBone Black, and Intel Edison Open, as well as open-source
electronics, such as Arduino, which entered the market between 2005 and 2008,
catalyzed millions of new ideas and projects. Creating and collecting data about
the status of physical objects may establish the basis for interesting home and
office automation projects, education, and leisure activities with real-time
visualizations of information generated from data “on the go” (Baras and Brito,
2017). Moreover, one can utilize the remote networks of intelligent devices
deployed somewhere else.
Tightly coupled to “smart objects” is the concept of “smart environments.”

One definition emphasizes the physical extent to which smart objects are
deployed and interacting. A compilation of smart objects within a given space,
such as a closed space (automobile, house, room) or an outside area, for example,
a district or an entire city (i.e., a smart city; see Chapter 12), turns a common
environment into a smart one. Another definition asserts that sensors are the key
factor in a smart environment. Essential for a smart environment is the context
information gathered by sensors in order to provide adapted applications and
services.Weiser et al. (1999) defined a smart environment as “the physical world
that is richly and invisibly interwoven with sensors, actuators, displays, and
computational elements, embedded seamlessly in the everyday objects of our
lives, and connected through a continuous network.”

1.2.2 Related Concepts: Machine-to-Machine Communications, Industrial
Internet of Things, and Industry 4.0

IoT is not a construct that has appeared suddenly or without precursors.
Technological forerunners and various conceptualizations exist prior to the
relatively new “IoT” label, for example, machine-to-machine (M2M) commu­
nications. In addition, recent derivatives exist, for example, the Industrial
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Internet of Things and Industry 4.0. The subsequent sections attempt to discern
their similarities and differences, and how these concepts relate to each other.

1.2.2.1 Machine-to-Machine Communications
M2M communications refers to direct wired or wireless communication
between devices using any communications channel that does not necessarily
require direct human intervention (ETSI, 2010). As such,M2Mcan be viewed as
the forerunner of IoT. M2M communication can include industrial production
facilities, enabling a sensor or meter to communicate the data that it records
(e.g., temperature, throughput, and inventory level) to application software that
can further process them (e.g., adjusting an industrial process based on technical
parameters, such as temperature or triggering new processes, such as placing
orders to replenish inventory). Such communication was aimed at monitoring
remote machines from which data were received, processed at some central
station, and eventually relayed back to thosemachineswith adjusted parameters,
if necessary. A core motivation for many organizations is to reduce service
management costs through remote diagnostics, remote troubleshooting, remote
updates, and other remote capabilities that reduce the need to deploy field
service personnel (Polsonetti, 2014). IoT accommodates the same devices/
assets/machines as M2M applications, but also very small (low-power), per­
sonal, and inexpensive devices with sometimes very limited functionality that
might not be able to justify a dedicated M2M hardware module. Although IoT
andM2M communications have remote access to machines, or in more general
terms “devices,” in common, there are no other major similarities. For example,
traditional M2M solutions typically rely on point-to-point communications
using embedded hardware modules and dedicated protocols. In contrast, IoT
solutions depend predominantly on IP-based networks to interface device data
to a cloud or middleware platform primarily using common/open protocols (in
order to ensure maximum interoperability, in the sense of a remote device
connected to some central hub, as well as particular interoperability among
the devices themselves). Another difference is that M2M solutions offer remote
access tomachine data that are traditionally targeted at point solutions in service
management applications. In the past, these data are rarely, if ever, integrated
with enterprise applications to help improve overall business performance.
Finally, IoT-based data delivery increasingly involves cloud services enabling
access by any sanctioned enterprise application, whereas M2M typically
employs direct point-to-point communication. The cloud-based architecture
also makes IoT inherently more scalable, eliminating the need for incremental
hard-wired connections or SIM card installations. M2M is often referred to as
“plumbing,”while IoT is viewed as a universal enabler (Polsonetti, 2014). It could
be argued that the conceptual boundaries and visions of IoT and M2M have
become increasingly overlapping. Indications of this include that more recent
M2M communications have evolved into a system of networks that transmits
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data to personal appliances. In this sense, M2M communication is taking
increasingly advantage of the expansion of IP networks globally by switching
from point-to-point proprietary style connections to IP-based multipoint
communications. We may conclude that the focus of M2M issues tends to
be more on the technical infrastructure layer. In contrast, the emerging IoT
possesses much greater scope. IoT calls for the integration of device and sensor
data with business intelligence, analytics, and other enterprise applications in
order to achieve numerous benefits throughout manufacturing enterprises with
a strong emphasis on improving products, processes, and business models.

1.2.2.2 Industrial Internet and Industry 4.0
A broad segmentation of IoT comprises (i) a consumer-oriented perspective,
including smart phones, connected automobiles, smart TVs, and wearables, and
(ii) an industrial perspective. The latter includes, for example, power grids and
power plants, transportation, wind turbines, and industrial equipment (Jeschke
et al., 2016). The straightforward analogy is to translate objects within an
industrial (production) context into smart objects. Production facilities, such
as tools, conveyors, and even the products to be manipulated or built will
become smart objects as conceptually defined here. In line with this perception,
a “common factory” turns into a smart factory. It could be asserted that this may
constitute the foundation for a fundamental new way of coordinating and
producing goods. These expectations coalesce in labeling the upcoming era the
“Fourth Industrial Revolution.” Accordingly, the term Industrial Internet of
Things or just Industrial Internet6 is typically used. Moreover, in the context of
IIoT, the term is often employed synonymously with Industry 4.0 or the original
German term “Industrie 4.0,”7 which is a label for various government initiatives
in Germany (World Economic Forum, 2015). The differences between the terms
or initiatives mainly concern stakeholders, geographical focus, and representa­
tion (Bledowski, 2015). IIoT also semantically describes a technological move­
ment, while Industry 4.0 is more associated with expected economic impacts.
The Industry 4.0 vision is anticipated to be realized by IIoT (Jeschke et al., 2016).
The proclaimed implications and benefits of IIoT are manifold and are

rooted—as outlined in Section 1.6—in “derived qualities” from modern ICT,
in particular context sensitivity, adaptability, proactivity, and increased data
quality. Eventually, these derived qualities may help to achieve greater resource
efficiency, shorter time-to-market, higher value products, and new services
(Jeschke et al., 2016).

6 General Electric, which coined the term “Industrial Internet” as a holistic new application,
joined with AT&T, Cisco, Intel, and IBM in 2014 to set up the Industrial Internet Consortium
http://www.iiconsortium.org/.
7 The term “Industrie 4.0” is considered to have first been used at the Hannover Messe,
Germany, in 2011.

http://www.iiconsortium.org/
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1.3 Who Works on the Internet of Things?

A truly connected world in terms of IoT has not yet been fully achieved.
However, a large number of organizations and alliances across industry,
academia, and various levels of government are working on IoT and closely
related streams, often in parts under different labels. This section compiles
prominent national and international representatives from governmental bod­
ies, academia, and industry (Rose et al., 2015; Gubbi et al., 2013; for standardiz­
ing, see Chapter 7 of this book). Supported by the European Commission 7th
Framework program, a significant number of initiatives and projects have been
funded, such as the Internet of Things Architecture (IoT-A) project and the
Internet of Things-Initiative (IoT-i). The Internet of Things European Research
Cluster (IERC), which coordinates ongoing activities in the area of IoT across
Europe,8 is a major organization in this area. The online companion website of
the special issue on interoperability of IoT lists, among other collections, EU-
funded projects started from January 1, 2016 and international IoT-projects.9

The Alliance for Internet of Things Innovation (AIOTI) was launched by the
European Commission to support the development of a European IoT eco­
system, including standardization policies.10 Their working groups correspond
to application areas of IoT, including smart living environments for aging well,
smart farming and food safety, wearables, smart cities, smart mobility, smart
water management, smart energy, and smart buildings and architecture. ETSI
with its Connecting Things program is developing standards for data security,
data management, data transport, and data processing related to potentially
connecting billions of smart objects into a single communications network.11

IEEE has a dedicated IoT initiative and clearinghouse of information for the
technical community involved in research, implementation, application, and
usage of IoT technologies.12 The Internet Engineering Task Force (IETF) is the
Internet’s premier standards-setting body, and has an IoT directorate that
coordinates related efforts across its working groups, reviews specifications
for consistency, andmonitors IoT-related activities in other standards groups.13

As a major need exists for consensus around IoT technical issues, the Internet
Protocol for Smart Objects (IPSO) Alliance was created. It has more than
60 member companies from leading technology communications and energy
companies working together with standards bodies, such as IETF, IEEE,
and ITU. China has prominently set IoT on its strategic agenda, including

8 http://www.internet-of-things-research.eu/.
9 https://www.computer.org/web/ computingnow/archive/interoperability-in-the-internet-of­
things-december-2016-introduction?lf1=8161623904b709516091377b61283885.
10 https://ec.europa.eu/digital-agenda/en/alliance-internet-thingsinnovation-aioti.
11 http://www.etsi.org/technologies-clusters/clusters/connectingthings.
12 http://iot.ieee.org/.
13 https://trac.tools.ietf.org/area/int/trac/wiki/.

http://www.internet-of-things-research.eu/
https://www.computer.org/web/computingnow/archive/interoperability-in-the-internet-of-things-december-2016-introduction?lf1=8161623904b709516091377b61283885
https://www.computer.org/web/computingnow/archive/interoperability-in-the-internet-of-things-december-2016-introduction?lf1=8161623904b709516091377b61283885
https://ec.europa.eu/digital-agenda/en/alliance-internet-thingsinnovation-aioti
http://www.etsi.org/technologies-clusters/clusters/connectingthings
http://iot.ieee.org/
https://trac.tools.ietf.org/area/int/trac/wiki/
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state-based and industry-funded initiatives (e.g., “Internet of Things Union
Sensing China” in Wuxi). In addition, the Industrial Internet Consortium (IIC)
works on an industrial grade IoT architectural framework and released a
reference architecture for IoT in 2015.14 In addition, literally all major national
and supranational standardization bodies work on IoT issues, including ISO/
IECJTC-1.15 For example, the ITU has set up a “Study Group 20.”16 The
Manufacturers Alliance for Productivity and Innovation (MAPI) is developing
Industry 4.0 for industrial applications of IoT.17 OASIS is developing open
protocols to ensure interoperability for IoT, especially based on Message
Queuing Telemetry Transport (MQTT) as its messaging protocol of choice
for IoT.18 The Online Trust Alliance, a group of security vendors, has developed
a draft trust framework for IoT applications, focused on security, privacy, and
sustainability.19 The Open Management Group is a technical standards con­
sortium that is developing several IoT standards, including Data Distribution
Service (DDS) and Interaction Flow Modeling Language (IFML) along with
dependability frameworks, threat modeling, and a unified component model for
real-time and embedded systems.20 At the same time, large-scale initiatives are
underway in Japan, Korea, the United States, and Australia where industry,
associated organizations, and government agencies are collaborating on various
programs, such as smart city initiatives, smart grid programs incorporating
smart metering technologies (in some European countries, smart metering has
become legally mandated for new buildings), and the implementation of high-
speed broadband infrastructures (e.g., in Germany).

1.4 Internet of Things Framework

The brief discussion in the following paragraph of technical, economic, and
social issues reveals that IoT encompasses a wide area of topics and disciplines.
Aimed at structuring the field, we propose the following four-layer “Internet of
Things Framework” (Figure 1.1).
At the core, modern information and communication technologies form the

technical foundation of IoT (covered in layer 1). IoT generates a network of
unambiguously identifiablephysical objects (things).Networking, and thus also the
ability to communicate, does not only refer to human participants but also to the
objects (or things) involved. These things are equipped with miniaturized

14 http://www.industrialinternetconsortium.org/.
15 http://www.iso.org/iso/internet_of_things_report-jtc1.pdf.
16 http://www.itu.int/en/ITU-T/studygroups/2013-2016/20/Pages/default.aspx.
17 https://www.mapi.net/research/publications/industrie-4-0-vsindustrial-internet.
18 https://www.oasis-open.org/committees/tc_cat.php?cat=iot.
19 https://otalliance.org/initiatives/internet-things.
20 http://www.omg.org/hottopics/iot-standards.htm.

http://www.industrialinternetconsortium.org/
http://www.iso.org/iso/internet_of_things_report-jtc1.pdf
http://www.itu.int/en/ITU-T/studygroups/2013-2016/20/Pages/default.aspx
https://www.mapi.net/research/publications/industrie-4-0-vsindustrial-internet
https://www.oasis-open.org/committees/tc_cat.php?cat=iot
https://otalliance.org/initiatives/internet-things
http://www.omg.org/hottopics/iot-standards.htm
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Figure 1.1 Internet of Things framework. (Adapted from Laudon et al., 2016.)

processors and actuators, for example, mechanical elements, temperature con­
trollers, and audio or video output devices that canbe utilized to control the objects
and the environment. This allows for adapting objects and environments to our
needs, interacting with the situation, and the provisioning of information and
services according to specific situational requirements, that is, they become “smart
objects” and “smart environments” (covered in layer 2). The automatic identifica­
tion via RFID is often regarded as the basis for IoT. Sensors and actuators expand
functionality by capturing states and the execution of actions or effects on reality.
This results in potential for new services, including consumer products as well

as new business processes and business models (covered in layer 3). Products for
consumers, for example, may hold and provide a large amount of information
and can also offer customers with additional context-specific services during the
post-sales phase. IoT also provides a higher level of data quality for business
processes, enabling organizations to respond more rapidly and properly to
events, and may contribute to improved efficiency, accuracy, and economic
benefits (Sun et al., 2016). These potentials will lead to various product, process,
and business model innovations. As these innovations affect our everyday lives,
they have a wide impact on individuals, society, markets, and companies
(covered in layer 4). On the one hand, companies are under pressure to adapt
to changed value creation and market structures, as well as changing customer
needs. On the other hand, innovative companies are given the opportunity to
develop new products, processes, and business models that enable them to
better meet the needs of their customers, and thus participate in the design of a
computerized world. The effects are manifold and not always solely positive for
everyone. Indeed, IoT poses severe challenges to companies, individuals, and
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societies as a whole. Major challenges and issues include (i) security, privacy,
interoperability, and standards (see Part 3); (ii) legal, regulatory, and rights; and
(iii) emerging economies and social impacts, for example, some jobs will
disappear, new jobs will emerge, more utilization of technology may lead to
less human andmanual interaction, different forms of social life may evolve, and
so on (Sun et al., 2016; Rose et al., 2015; Vermesan et al., 2011; Miorandi et al.,
2012; Conti et al., 2012).

1.5 Information and Communication Technology
Infrastructure

The layer “Technology” describes the building blocks of an information and
communication technology (ICT) infrastructure for the computerization of the
(everyday) world. These building blocks includemultiple software and hardware
components, as well as highly developed and novel technologies. They are used
to connect virtual information about or from things to the physical real world.
These include technologies for computing, storage, embedding, and mobile and
wireless networking, as well as sensors and actuators. Furthermore, improved
methods for energy supply, identification, and localization constitute basic
elements of IoT. Typically, in order to deal with the enormous resultant
complexity, a layered approach is taken.
The next sections describe the building blocks of the technology layer, which

are a foundational dimension of IoT.

1.5.1 Architecture and Reference Models

Especially for the technology layer, the extant literature covers a multitude of
architectural proposals, reference models, and technical descriptions of the
current or envisioned state of IoT.21 Figure 1.2 presents a high-level view in
terms of a three-layered stack of IoT-relevant technologies: (i) the thing or
device layer, (ii) the connectivity layer, and (iii) the application layer. At the
device layer, IoT-specific hardware such as sensors, actuators, memory, and
processors are added to existing core hardware components, and embedded
software is intended to manage and operate the functionality of the particular
physical thing. At the connectivity layer, communication protocols enable
communication between things and connected infrastructure, for example,

21 A vast literature exists on the architecture of IoT. Overviews (and alternative perceptions of
such architectures) are provided, for example, Porter and Heppelmann (2015), Gubbi et al.
(2013), Borgia (2014), Karzel et al. (2016), Wortmann and Flüchter (2015), and Weyrich and
Ebert (2016). Edited multipaper volumes have several additional illustrations, for example,
Vermesan and Friess (2016).
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Figure 1.2 High-level view of an IoT architecture.
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through cloud services. Accordingly, at the IoT application layer, device
communication and related functionality is provided, while an application
platform enables the development and execution of IoT applications. As
more recent developments have proven, analytics and data management soft­
ware are becoming increasingly critical to handle vast amounts of data, that is,
store, process, and analyze the data generated by connected things. Moreover,
process management software helps to define, execute, and monitor processes
across people, systems, and things. Among the upper layers, IoT application
software coordinates the interaction of people, systems, and things for a given
purpose. Concerning all layers, software components manage identity and
security aspects, as well as integration with business systems, for example,
ERP or CRM, and with external information sources.
Table 1.1 lists prominent IoT reference architectures that are evolving in close

collaboration between research and industry (see Part II). Recently, the IoT has
received a boost from commercial engagement by large players throughout indus­
tries (Weyrich and Ebert, 2016): Google announced Brillo as an operating system for
IoT devices in smart homes; more and more devices come equipped with M2M
communications standards such as Bluetooth, ZigBee, and low-power Wi-FI;
Microsoft has announced thatWindows will support embedded systems and so on.

1.5.2 Networks and Connectivity

Network technologies connect objects that are equipped with information
technology, and can be located in different locations. A large number of network
technologies are available for this purpose, depending on the application. An
application-related distinction feature is the scaling of the range. It ranges from
global networks (satellites) over regional and local networks to so-called
personal, body, and intrabody area networks. Personal area networks (PANs)
can, for example, network viaWLAN devices, typically in an area of up to 10m2

around one or two people.
In contrast to PCs, smartphones, and similar devices, loT devices are normally

constrained regarding memory space, access to a continuous power supply, and
processing capacity. Traditional protocols (in particular, the protocol stack
TCP/IP) have not been designed with these requirements in mind. As a
consequence, over the past years, many so-called lightweight communication
protocols have been developed on virtually all layers of the protocol stack to
create interoperability between IoT devices (Ahlgren et al., 2016). One approach
to IoT interoperability is to consider the layered structure of the hardware/
software stack (Fortino et al., 2016):

� The lower layers (according to the OSI model, the physical and data link
layers; in the non-OSI context, sometimes labeled as the device layer) are
aimed at seamlessly integrating new devices into the existing IoT ecosystem.



Table 1.1 Examples for IoT reference architectures.

Reference Latest
model Founders release IoT domain(s) Viewpointsa) Brief description

Internet of NEC, CFR, ALBLF, July Any Functional and The “Internet of Things Architecture” (IoT-A) is an EU project.
Things— SAP UniS, HEU, 2012 information Based on a system requirement process, the outcomes cover a
Architecture HSG, CEA, detailed architecture including the definition of a range of key
(IoT-A) SIEMENS, ALUBE, components. It centers on a functional and an information

FhG IML, and perspective. http://www.meet-iot.eu/deliverables-IOTA/D1_3.pdf
CATTID,

Industrial AT&T, Cisco, January Manufacturing Business, usage, The IIRA is a standards-based architectural template and
Internet General Electric, 2017 implementation, and methodology. It is meant to enable Industrial Internet of Things
Reference IBM, and Intel functional system architects to design their own systems based on a common
Architecture framework and concepts. http://www.iiconsortium.org/
(IIRA) IIC_PUB_G1_V1.80_2017-01-31.pdf

Reference The German July Manufacturing Business, functional, The RAMI 4.0 is a reference architecture taking into account
Architecture Electrical and 2015 and Logistics information, particularities of Industrie 4.0/smart factories, which started in
Model Electronic communication, Germany and today is driven by all major companies and
Industrie 4.0 Manufacturers’ integration, asset, foundations in a large number of industry sectors. The RAMI 4.0
(RAMI 4.0) Association, and its lifecycle/value chain, consists of a three-dimensional coordinate system that describes

partners and hierarchy aspects of Industrie 4.0. www.zvei.org/en/association/specialist­
divisions/automation/Pages/default.aspx

Cisco’s Cisco June Any Any The proposed IoT reference model is comprised of seven levels
Internet of 2014 standardizing the concept and terminology surrounding IoT. From
Things (Draft) physical devices and controllers at level 1 to the collaboration and
Reference processes at level 7, the reference model sets out the functionalities
Model required and concerns. http://cdn.iotwf.com/resources/71/IoT_

Reference_Model_White_Paper_June_4_2014.pdf

a) A viewpoint is a set of conventions, templates, and patterns for creating a kind of view. It specifies the stakeholders whose interests are reflected in the viewpoint and the
principles, guidelines, and template models to construct its views.

http://www.meet-iot.eu/deliverables-IOTA/D1_3.pdf
http://www.iiconsortium.org/IIC_PUB_G1_V1.80_2017-01-31.pdf
http://www.iiconsortium.org/IIC_PUB_G1_V1.80_2017-01-31.pdf
http://www.zvei.org/en/association/specialist-divisions/automation/Pages/default.aspx
http://www.zvei.org/en/association/specialist-divisions/automation/Pages/default.aspx
http://cdn.iotwf.com/resources/71/IoT_Reference_Model_White_Paper_June_4_2014.pdf
http://cdn.iotwf.com/resources/71/IoT_Reference_Model_White_Paper_June_4_2014.pdf
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� The networking layer handles object mobility and information routing.� The middleware layer facilitates seamless service discovery and management
of smart objects.� The application layer reuses heterogeneous application services from heter­
ogeneous platforms.� The data and semantics layer introduce common understandings of data and
information.

The following are the prominent examples of standardized IP-based com­
munication protocols for IoT devices: (i) on the application layer, IETF Con­
strained Application Protocol (CoAP)/REST engine and Message Queuing
Telemetry Transport (MQTT); (ii) on the networking layer, IPv6 and RPL
(and a derivative for low-power wireless personal area networks “6LoWPAN”);
(iii) on the physical layer, IEEE 802.15.4 (Ahlgren et al., 2016). Examples for
semantic oriented protocols include OPC UA (OPC Unified Architecture),
UPnP (Universal Plug and Play), DPWS (Devices Profile for Web Services),
CoAP (Constrained Application Protocol), and EXI (Efficient XML Inter­
change) (Weyrich and Ebert, 2016).
Interoperability has several dimensions. It is worth noting that even a high

degree of standardization of protocols does not imply a high degree of
standardization of data formats or device compatibility. In fact, interoperability
is currently hampered by this condition. In an ideal situation, communication
must be independent of the creator of a given fragment of the infrastructure. In
reality, however, various players (including vendors) have their own IoT
solutions that are more or less incompatible with other solutions, thus creating
local “IoT silos” (Fortino et al., 2016). A large body of recent research into IoT is
thus devoted to interoperability. The EU’s Unify-IoT project may serve as an
indication of this: They estimate more than 360 available IoT platform
providers and determine that approximately 20 are somewhat popular. This
indicates clearly that massive research efforts do not necessarily converge
(Unify-IoT, 2016).22

For exchanging data between applications, devices, and objects, well-known
communication standards exist, including Bluetooth, Wi-Fi,23 and various
mobile communication standards, such as GSM. Based on the use cases of

22 For various reports (deliverables) on IoT platform research of the EU-funded project Unify-
IoT, refer to http://www.unify-iot.eu/.
23 Wi-Fi is a trademark of the Wi-Fi Alliance. It is a technology for wireless local area
networking with devices based on the IEEE 802.11 standards. IEEE 802.11 is the radio frequency
needed to transmit Wi-Fi. Devices that can use Wi-Fi technology include personal computers,
video-game consoles, smartphones, digital cameras, tablet computers, digital audio players, and
modern printers. Wi-Fi compatible devices can connect to the Internet via a WLAN network and
a wireless access point, usually within a range of approximately 20m indoors and a greater range
outdoors.

http://www.unify-iot.eu/
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mobile communications, major technological progress was achieved in terms
of higher bandwidth (and accordingly, higher bit rates), multimedia streaming
capabilities, and so on. However, as previously mentioned, most IoT use cases
involve resource-constrained devices. Consequently, the goal of “Low Power,
Wide Area Networks” (LPWAN) has become a core topic in IoT over the last
few years. LPWAN is a broad term for a variety of technologies used to
connect sensors and controllers to the Internet without the use of traditional
Wi-Fi or cellular networks. At the same time, however, major players in
cellular network industries are also further developing cellular-based net­
working standards, for example, LTE-M and NB-IoT. The latter is backed by
leadingmanufacturers and by the world’s 20 largest mobile operators. Further
examples of activities forming new standards better suited for IoT use cases
include LoRa and N-Wave, and Sigbox. The predominant design considera­
tions are low energy consumption (up to more than 10 years of autonomy),
strong penetration in indoor environments, and connecting a large number of
sensors and devices with low bandwidth requirements. Table 1.2 summarizes
selected communication protocols and standards currently under investiga­
tion or in use.24

1.5.3 Embedding

The anticipated omnipresence of a computerized world is, however, not to be
implemented by setting up computers on the corners of every street. Instead,
functionalities are embedded in objects and spaces. For example, conductive
materials are woven into or printed on textiles. Objects are then computerized
in this way, allowing us to immediately receive information about them and
process them. The miniaturization of hardware is an essential prerequisite for
the embedding of IT into objects. According to the still valid Moore’s law,25

miniaturization is accompanied by the improved performance of processors
and increased storage capacities, with the cost of manufacturing the compo­
nents remaining the same or even decreasing. These developments promote
the general diffusion of information and communication technologies and
allow them to be embedded in any, even small and short-lived, objects. This
does not always concern increased performance, but can include other factors,
for example, the energy efficiency of components. While embedding comput­
ers or components in physical things, novel challenges for the user interface
often arise. For example, how does one communicate with “disappearing”
computers? Displays, keyboards, and other commonly used input and output

24 Compilation taken from Baras and Brito (2017), with additions. Data sources are Postscapes
(2017), Opensensors (2017), and ETSI (2016).
25 Whether and how long Moore’s law may be still valid remains controversial (see several
papers in IEEE Spectrum, 04/15).



Table 1.2 Overview of communication technologies and standards for IoT.

Name Frequency Range Examples Standards

Bluetooth 2.4GHz
BLE

EnOcean 315MHz, 868MHz, 902MHz

GSM, LTE, Europe: 900MHz and 1.8GHz, USA:
LTE-M 1.9GHz and 850MHz

6LoWPAN 2.4GHz

LoRa Sub 1GHz ISM band

NB-IoT 700–900MHz
(narrow­
band-IoT)

NFC 13.56MHz

NWave Sub 1GHz ISM band

RFID 120–150 kHz (LF), 13.56MHz (HF),
2450–5800MHz (microwave),
3.1–10GHz (microwave)

1–100m
>100m

300m outdoor,
30m indoors

10–30m

2–5 km urban;
15 km suburban;
45 km rural

10–15 km rural
deep indoor
penetration

Under 0.2m

Up to 10 km

10 cm to 200m

Headsets, wearables, sports and fitness,
health care, proximity, automotive

Monitoring and control systems,
building automation, transportation,
logistics

Mobile phones, asset tracking, smart
meters, M2M

Automation and entertainment
applications in home, office, and
factory environments

Smart city, long-range M2M

Smart meters, event detectors, smart
cities, smart homes, industrial
monitoring

Smart wallets, smart cards, action tags,
access control

Agriculture, smart cities, smart meters,
logistics, environmental

Road tolls, building access, inventory,
goods tracking

IEEE 802.15.1a)

Bluetooth SIG b)

ISO/IEC 14543-3-10c)

3GPPd)

Adaption layer for
Ipv6 over
IEEE802.15.4e)

LoRaWANf)

3GPP LTE Release 13g)

ISO/IEC 18092h)

ISO/IEC 14443­
2,-3,-4i)

Weightlessj)

ISO 18000k)



DASH7 433MHz (UHF), 865–868MHz (Europe),
902–928MHz (North America) UHF

0–5 km Building automation, smart energy,
smart city logistics

SigFoxl) 900MHz 3–10 km urban
30–50 km rural

Smart meters, remote monitoring,
security

Weightless 470–790MHz Up to 10 km Smart meters, traffic sensors, industrial
monitoring

Wi-Fi 2.4GHz, 3.6GHz, 4.9–5GHz Up to 100m Routers, tablets, smartphones, laptops

Z-Wave ISM band
865–926MHz

100m Monitoring and control for homes and
light commercial environments

ZigBee 2.4GHz; 784MHz in China, 868MHz in
Europe, and 915MHz in USA and
Australia

10–20m Home and building automation, WSN,
industrial control

Weightlessm)

IEEE 802.11n)

Z-Waveo);
recommendation
ITU G.9959p)

IEEE 802.15.4q)

a) http://www.ieee802.org/15/.
b) https://www.bluetooth.com/.
c) https://www.iso.org/standard/59865.html.
d) http://www.3gpp.org/.
e) https://standards.ieee.org/about/get/802/802.15.html.
f) https://www.lora-alliance.org/What-Is-LoRa/Technology.
g) http://www.3gpp.org/release-13.
h) https://www.iso.org/standard/56692.html.
i) https://www.iso.org/standard/50941.html; https://www.iso.org/standard/50942.html; https://www.iso.org/standard/50648.html; JIS X 6319-4 “FeliCa”,

http://nfc-forum.org/.
j) http://www.nwave.io/; http://www.weightless.org/.
k) https://www.iso.org/standard/46145.html.
l) https://www.sigfox.com/.
m) http://www.weightless.org/.
n) http://www.ieee802.org/11/.
o) http://www.zwave.de.
p) https://www.itu.int/rec/T-REC-G.9959.
q) http://standards.ieee.org/getieee802/download/802.15.4-2015.pdf.

http://www.ieee802.org/15/
https://www.bluetooth.com/
https://www.iso.org/standard/59865.html
http://www.3gpp.org/
https://standards.ieee.org/about/get/802/802.15.html
https://www.lora-alliance.org/What-Is-LoRa/Technology
http://www.3gpp.org/release-13
https://www.iso.org/standard/56692.html
https://www.iso.org/standard/50941.html
https://www.iso.org/standard/50942.html
https://www.iso.org/standard/50648.html
http://nfc-forum.org/
http://www.nwave.io/
http://www.weightless.org/
https://www.iso.org/standard/46145.html
https://www.sigfox.com/
http://www.weightless.org/
http://www.ieee802.org/11/
http://www.zwave.de
https://www.itu.int/rec/T-REC-G.9959
http://standards.ieee.org/getieee802/download/802.15.4-2015.pdf
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devices may not always constitute the optimal solution. A need for new
metaphors and user interfaces exists, in particular those suited for intuitive
interaction (see Section 1.6.2.)

1.5.4 Sensors

Sensors are technical components for the qualitative or quantitative measure­
ment of certain chemical or physical variables and properties, for example,
temperature, light (intensity and color), acceleration, electricity, and so on. The
recorded measured values are usually converted into electronic signals. Cur­
rently, we are already surrounded by sensors in many places. For example,
modern automobiles contain hundreds of sensors, for example, rain sensors for
windshield wiper systems, crash sensors for air bag release systems, and lane and
parking-assist sensors. Indeed, modern automobiles, some with far more than
200 sensors and a few dozen microprocessors (Economist, 2009), constitute a
good example of this. In fact, the ordinary automobile is increasingly becoming
one unified computerized object. In addition, when a sensor is employed
together with a processor (controller), a power supply, and a unit for data
transmission, this is referred to as a sensor node.
A sensor node’s primary function is to collect, preprocess, and transmit sensor

data from its environment to other sensor nodes or a base station. Examples of
sensor categories include (Baras and Brito, 2017) the following:

� Location: GPS, GLONASS, Galileo� Biometric: fingerprint, iris, face� Acoustic: microphone� Environmental: temperature, humidity, pressure� Motion: accelerometer, gyroscope

Sensor nodes can form Wireless Sensor Networks (WSN) by means of their
transmission unit. For example, these are utilized to (i) detect earthquakes, forest
fires, avalanches, as well as terrorist attacks; (ii) monitor vehicle traffic, particu­
larly in tunnels; (iii) track the movements of wild animals; (iv) protect property;
(v) operate and manage machines and vehicles efficiently; (vi) establish security
areas; (vii) monitor supply chain management; and (viii) discover chemical,
biological, and radiological material. For the operation of sensor networks,
special software is required, which ensures a dynamic and robust self-organiza­
tion of the sensor network that functions in a safe and scalable manner. This is
because sensor nodes can fail, change their position, or be only online intermit­
tently. WSN can consist of several hundred or hundreds of thousands of sensor
nodes, which are deployed either inside of the phenomenon or very close to it.26

Sensor nodes are connected to an intermediary network that forward the data

26 For an excellent overview on sensor networks, see Akyildiz et al. (2002).
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Figure 1.3 Hierarchical deployment of a wireless sensor network.

that they collect to a computer for analysis. Sensor nodes are installed in their
workspace to function for years, preferably without requiring any maintenance
or human intervention. Theymust therefore have a low energy requirement and
have batteries that are functional over several years. The construction of a typical
WSN is layered (see Figure 1.3) (Hill et al., 2004). Specifically, it begins with
sensors on the lower level and continues up to the top-level nodes for data
collection, analysis, and storage. Simple and complex data are routed through a
network to an automated facility that provides continuous monitoring and
control of the dedicated environment. WSNs do not necessarily operate on all
layers with the common TCP/IP stack and may use dedicated lightweight
protocols instead.
Each platform class handles different types of sensing (according to Hill et al.,

2004, p. 42). As sensors are foundational to both smart objects and sensor nodes,
they are a crucial component of an IoT world. In fact, WSNs will facilitate the
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proliferationofmanyapplications.The small, robust, inexpensive, and low-powered
WSN sensors will bring the IoT to even the smallest objects installed in any kind of
environment, at reasonable costs (IEC, 2014).

1.5.5 Actuators

Actuators convert electrical signals (e.g., commands emanating from the control
computer) into mechanical motion or other physical variables (e.g., pressure or
temperature), and thus actively intervene with the control system and/or set
variables. In the field of measurement and control engineering, actuators are the
signal-related counterparts to sensors. Types of actuators include hydraulic,
pneumatic, electric, mechanical, and piezoelectric. They convert signals or
setting and regulation specifications of a control into (mostly) mechanical
work. A simple example of this is the opening and closing of a valve, for
example, in a heating system or in the case of engine controls. The output of
optical (via displays) or acoustic signals can also be subsumed under actuators,
since they can trigger an effect in the real environment. In robotics, the term
effector is often used as an equivalent for actuators. Effectors allow a robot to
grasp and manipulate objects, and thus produce an effect. In a computerized
world of things, actuators play an increasingly important role in the realization of
actions and effects as a counterpart to the (previously) sensory-detected
corresponding contexts. Actuators are a key building block in more recent
perceptions of the “Fourth Industrial Revolution” in manufacturing as an
Industry 4.0 conceptualization postulate.

1.5.6 Power Supply

While many technologies are already available on the market or at least have
been tested in research contexts, unsolved technical problems remain. A very
limiting factor of the mobility of smart objects is their energy supply. Although
batteries are becoming smaller and more powerful, today’s mobile devices still
have very limited battery capacities. The heavy research on improved battery
technologies has only produced relatively mild progress in battery perform­
ance. In fact, it is continually falling behind other relevant technological
developments. Some argue that there will soon be (or even exist today, as
initial reports on burning smartphone devices may prove) a limit reached in
which energy density becomes so high that the respective devices become a
serious threat to safety. To counteract these challenges, several avenues of
research are being pursued, including intelligent designs that require less
battery power. This can be achieved by departing from the idea that everything
has to be online all of the time. Sometimes, it is sufficient to only occasionally
know about a status shift of an object. This can be communicated with much
less relative effort and demand on bandwidth and energy. Another strategy is to
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harvest energy “on the fly.” The development of technologies for the utilization
of alternative sources of energy, such as the sun, wind, and water is progressing
rapidly, partly due to political pressure. We have already witnessed this type of
integration into portable devices, for example, smartphones with solar cells.
Moreover, approaches to extracting energy from the external sources of solar,
thermal, piezoelectric, mechanical, and kinetic energy are already established,
referred to as energy harvesting (Anton and Sodano, 2007; Sudevalayam and
Kulkarni, 2011). These approaches are particularly suitable (because of their
independence of fixed infrastructures) for the power supply of mobile and
autonomous devices, such as sensor nodes. A promising idea for personally
used mobile devices is the tapping of the energy that a person naturally
produces and emits. Through movement and metabolism (warmth), a person
expends several kilowatt hours (heat and movement power). At the same time,
several hundreds and up to 1000W can be generated and stored, which could
theoretically generate sufficient power for the operation of a notebook com­
puter. Energy generation from blood glucose or other energy potentials, such as
the pH level of body fluids, is also conceivable. Effectively, however, only a
fraction of this can currently be accessed, if at all, and the impairment imposed
by the required devices on the user may, in some instances, still be too great.
Other innovative approaches are biofuel cells that work with bacteria. Through
the decomposition products of bacteria, energy can be generated from organic
substances. An application of this is to install biofuel cells in wastewater
treatment plants and sewage treatment plants, where large quantities of
energy-rich organic substances are present.

1.5.7 Identification

An important prerequisite for the linking of information with real entities in our
environment is an unambiguous identification of things and people. The
umbrella term “Automatic Identification (Auto-ID) and Mobility (AIM) tech­
nologies” describes a diverse family of technologies that share the common
purpose of identifying, tracking, recording, storing, and communicating essen­
tial business, personal, and product data. Several identification technologies
exist, for example, biometric, barcodes, and RFID. Applications of RFID, which
have been known since the 1960s, have especially become a catalyzer for IoT
scenarios.

1.5.7.1 Radio Frequency Identification
Radio frequency identification systems use tiny, so-called tags with embedded
microchips that typically contain a small amount of computer memory and
transmit their content via radio signals over a short distance to specific RFID
readers (see Chapter 5). The reader captures these data, decodes them, and
sends them to a host computer for further processing via a wired or wireless
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network. In fact, RFID tags can be considered as electronic barcodes (Wel­
bourne et al., 2009). However, in contrast to barcodes, RFID tags do not require
visual contact in order to be read. The RFID reader consists of an antenna and a
radio transmitter with a decoding function, and is attached to a stationary or
handheld device. Depending on output power, radio frequency, and ambient
conditions, the reader emits radio waves in ranges between 2.5 cm and 30m. If a
passive RFID tag reaches the range of the reader, the tag is activated and begins
sending data, that is, the prerecorded number(s) in the tag. In the case of active
tags, which are battery powered, the tag itself is capable of sending data. As
RFID tags can store a (unique) number and can be physically attached to an
object, the object becomes automatically and contactless identified. Due to
thesemajor functionalities, RFID is considered to constitute a key technology as
it bridges the physical world and virtual world, that is, physical objects become
uniquely identifiable. In materials management and supply chainmanagement,
RFID systems can record and manage more detailed information about specific
items in warehouses or in production much better than do barcode systems.
When a large number of items are shipped together, RFID systems track each
pallet, batch, or individual item in the delivery. Moreover, the number of
reading points is technically unlimited. When there are more reading points in
place, manufacturers can better follow the life cycle of each product, aimed at
understanding product deficiencies and successes. Another example is books in
libraries that use an RFID chip to allow users, by means of RFID reading
systems, to borrow and return books without other assistance. In this way,
hours of operation restrictions and waiting in lines are avoided. RFID has been
available for decades, but the widespread use of tags was delayed as long as the
cost of each tag ranged between €1 and 20. Currently, the simplest tags—
purchased in large quantities—cost less than €0.10, and probably in only few
years will cost less than €0.01. With this dramatic reduction in the cost of tags,
RFID has become profitable for many more applications. In particular, the
deployment of a large number of tags has become economically feasible, even
for low-value items. Cost drivers for an RFID system, however, also include the
installation of RFID readers and tagging systems. In addition, companies are
likely to have to upgrade their hardware and software systems to process the
enormous amounts of data produced by RFID systems. In fact, the monitored
transactions could easily add up to hundreds of terabytes. In order to filter,
collect, and prevent RFID data from overloading corporate networks and
system applications, special middleware is required. The applications need
to be redesigned to accommodate themassive volumes of RFID-generated data,
as well as to share data with other applications. Large enterprise software
vendors, including SAP andOracle, offer RFID-enabled versions of their supply
chain management applications. The power of RFID for IoT is amplified when
used together with addressing schemes, in particular the Electronic Product
Code (see the next section).
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1.5.7.2 Addressing Schemes Based on IPv6 and Electronic Product Code
Addressing schemes has become a crucial task in identifying things. The
challenge in an IoT scenario is to uniquely identify billions of devices and,
for many application scenarios, to also control them. The top technical chal­
lenges are uniqueness, reliability, persistence, and scalability. Internet Protocol
version 6 (IPv6) and the Electronic Product Code are important building blocks
for IoT.27

IPv6 is the most recent version of the Internet Protocol (IP), which is the
communications protocol that provides an identification and location system for
computers on networks and helps to route traffic across the Internet. The idea of
IP is to connect every device to a network while assigning a unique IP address for
identification and location definition.With the rapid growth of the Internet after
commercialization in the 1990s, it became evident that farmore addresses would
be needed to connect all devices than its predecessor—the IPv4—had available.
By the late 1990s, the Internet Engineering Task Force (IETF) formalized the
successor protocol, that is, IPv6. IPv6 uses a 128-bit address, theoretically
allowing 2128, or approximately 3.4× 1038 addresses. In other words, the total
number of possible IPv6 addresses is more than 7.9× 1028 times as many as IPv4,
which uses 32-bit addresses and provides approximately 4.3 billion addresses.
This seemed to bemore than sufficient to assign a unique address to any number
of man-made objects present or to be built. IPv6 has incorporated both a rich
address scheme and a great deal of sophisticated functionality (for dynamic
address management, intelligent routing, etc.), which adds to the so-called
protocol overhead and renders IPv6 a relatively heavy protocol. In addition,
IPv6 does not fit well, especially regarding the application scenarios of WSNs,
which may coordinate extreme large numbers of networked sensors and would
not need all of the networking functionalities that comewith IP. However, not all
layers of a typical WSN usually operate within the established IP stack and can
therefore not take advantage of the address scheme provided by IPv6. This calls
for an additional subnet layer or for the development of a lightweight formof IPv6
(e.g., 6LoWPAN) that are better suited for IoT scenarios.
The Auto-ID Center at MIT (now Auto-ID Labs, an international research

network)28 and the development community around RFID played a crucial role

27 Many more addressing schemes exist. An early concept that may gain more interest again in
terms of IoT is the so-called MAC address. “MAC” reads media access control. It is a unique
identifier assigned to network interfaces for communications at the data link layer of a network
segment. MAC addresses are used as a network address for most IEEE 802 network technologies,
including Ethernet and Wi-Fi. MAC addresses are most often assigned by the manufacturer to
devices that will be connected to a network. Usually the unique number is stored in the device,
such as the card’s read-only memory or some other firmware mechanism. This unique number
could also be defined as an Ethernet hardware address, hardware address, or physical address.
Accordingly, things that have a MAC address become uniquely addressable.
28 http://autoidlabs.org/wordpress_website/.

http://autoidlabs.org/wordpress_website/
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in the conceptualization and identification of the standardization efforts needed.
The core idea is to discover information about a (RFID-) tagged object by
browsing an Internet address or a database entry corresponding to a particular
code stored within an RFID tag. They worked on the development of the
Electronic Product Code (EPC) (EPCglobal Inc., 2014), that is, a universal
identifier that provides a unique identity for every physical object, for all
time.29 Today, the concepts are more general and are not limited to RFID
only. A thing can be any real/physical object, but also a virtual/digital entity,
which moves in time and space and can be uniquely identified by assigned
identification numbers, names, and/or location addresses. For virtual objects,
corresponding concepts are Uniform Resource Identifiers (URI) and IP
addresses, which allow identifying and discovering an object’s presence on
the Web.30 Based on the well-established Domain Name System (DNS),31 in an
IoT context, IP addresses can also be utilized as identifiers for networked objects
together with name labels. The core idea is to extend the already existing DNS
programming interfaces and formats to small networks where there are no name
servers available. One key concept is the multicast Domain Name System
(mDNS), which resolves host names to IP addresses within small networks
that do not include a local name server (Cheshire, 2017).

1.5.8 Localization

In addition to identification, the position of an object or a human being is
essential contextual information. Localization techniques can be employed for
determining position, which either localize an object externally or with which an
object determines its position itself. Examples of “global”positioning systems are
the Global Positioning System (GPS) of the Unites States, GLONASS (Russia),
Galileo (European Union), and BeiDou (China). A distinction is made between
four types. In trilateration, distances are measured to at least three points, the
position of which is known, and the geometrical intersection is used to
determine the position. This can be carried out in networks simply by means
of propagation times of transmitted signals. Similarly, triangulation, in which
angles or directional dimensions are used for the calculation of distance and

29 Its structure is defined in the EPCglobal Tag Data Standard, which is an open standard freely
available for download from the website of EPCglobal, Inc.; http://www.gs1.org/epcglobal.
30 A corresponding standardization initiative is organized by the Hypercat Alliance, http://www
.hypercat.io/.
31 The Domain Name System (DNS) is a hierarchical decentralized naming system for resources
connected to the Internet or a private network. Most prominently, it translates domain names
(which are more suited for human readability) to the numerical IP addresses needed for locating
and identifying computer services and devices with the underlying network protocols. Since its
inception in the 1980s, it has become a worldwide, distributed directory service and an essential
component of the functionality of the Internet.

http://www.gs1.org/epcglobal
http://www.hypercat.io/
http://www.hypercat.io/
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position, also exists. On the other hand, position is measured with the ambient
determination bymeans of the next known point. Thismethod is already utilized
today in mobile radio localization in GSM networks by assignment to a mobile
radio cell. Another technique, scene analysis, determines position based on
specific features of the point of view (called a “footprint”). These features can be
actual images of the landscape from the corresponding viewing angle or can be
stored beforehand in a table with specific measured values of a point of view, for
example, electromagnetic values or radiation specifications in one or several
present WLANs. Challenges in localization procedures are the tracking of
moving objects and the handling of covered or indoor objects (problematic
with GPS positioning) or radiation and falsification of radio waves. However, in
recent years, much effort has been invested in indoor localization technologies
(Koyuncu and Yang, 2010).

1.5.9 Cloud Computing and Fog Computing

The large and increasing numbers of IoT devices will lead to rapid growth of
collected data. Often, such data will have a device–time–space relationship (i.e.,
time and position data that tightly relate to a specific device). In IoT scenarios, it
is likely that such data are shared among several applications, necessitating
greater interoperability. Moreover, additional dimensions of objects might be of
interest, including different types of sensor data or meta-data, about the object.
This creates new datamanagement issues andmay change the predominant way
of processing. Specifically, processing may move away from a formerly “offline”
or batchmode, inwhich storage and query as well as processing and transactions
might have occurred with some delay without negatively affecting applications
or services toward a more “online” or real-time world, where collecting,
processing, and acting upon data may not allow major delays (Borgia, 2014).
Apart from “real-time processing” needs, data archiving with intelligent policies
to distill, index, and intentionally delete data in efficient ways is still a major
challenge. Several alternative solutions exist, including central approaches,
decentralized or data-centric storages that are as near as possible to its
production points or – as a kind of mixture – dynamically adjust the data
storage position according to specific conditions (see Borgia, 2014, “Data
management” for a set of references and Chapter 4 of this book). In order to
meet data management challenges,32 cloud and fog computing are among the
most important approaches to cope with IoT data management issues.
Cloud computing is a concept in which computing performance, storage,

software, and other services are provided as a group of virtualized resources over

32 Borgia (2014) lists IoT general requirements, such as heterogeneity, scalability, cost
minimization, self-service, flexibility, quality of service, and secure environment for which cloud
computing and fog computing may contribute answers.
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a network, primarily the Internet. In addition to this, the “Cloud” of resources
can be accessed at any time from any connected device and site (Zhang et al.,
2010; Weinhardt et al., 2009; Armbrust et al., 2010). Typically, users automati­
cally receive cloud resources, such as server time or network storage, without a
need for further negotiation with the service provider in an “on-demand self-
service” and in an “elastic”manner. This is of tremendous value to the user, as he
or she need not to hold available such resources even in the case of large demand.
Those resources, and in particular themanagement of up- and down-scaling, are
delegated to the cloud service provider. Most often, cloud services come as a
measured service: Cloud resource charges are based on the resources actually
used (Mell and Grance, 2011). Cloud computing is seen as a major building
block of Ubicomp scenarios (Gubbi et al., 2013; Cáceres and Friday, 2012) in
order to cope with the challenges of efficient, secure, scalable, and market-
oriented computing and storage. In principle, Cloud computing achieves
excellent results in terms of networking resources and storing and accessing
data related to or derived from connected things. However, regarding latency-
sensitive applications, which require nodes in the vicinity to meet their delay
requirements, cloud computingmay possess some limitations—especially when
millions of devices are to be handled in a time-critical manner. New use cases
may arise that call for tight control of physically dispersed, yet specifically
located, sensors or actuators (e.g., a plant with machines that have to react to
sudden changes in the environment or production process). In response to these
challenges, the fog computing paradigm (also referred to as “edge computing”) is
proposed (Bonomi, 2011; Bonomi et al., 2012), which should not replace the
cloud computing paradigm, but extend it.33 Fog computing, as a highly vir­
tualized platform, provides computing, storage, and networking services
between end devices and traditional cloud computing data centers that are
typically, but not exclusively, located at the edge of a network. Focusingmore on
the “edge of the network,” however, implies a number of characteristics that
make fog computing a nontrivial extension of cloud computing. Fog computing
is expected, for example, to deal withwidely distributed andmobile deployments
in which very large numbers of nodes are involved, for example, fast-moving and
large groups of vehicles along highways or large-scale sensor networks to
monitor the environment). Since its conceptual inception just some years
ago, fog computing has achieved remarkable interest in academia (Dastjerdi
and Buyya, 2016) and industrial research (see, for example, the Open Fog
Consortium, founded in 2015).34

33 There is a significant increase in extant literature on fog computing. IEEE Internet Computing 
devotes a special issue to fog computing in its March 2017 issue.
34 https://www.openfogconsortium.org/.

https://www.openfogconsortium.org/
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1.6 Derived Qualities of Modern ICT

Modern information and communication technology infrastructures enable the
following qualities: context awareness, adaptability, proactivity, high data qual­
ity, and intuitive interaction.

1.6.1 Context Awareness, Adaptability, and Proactivity

Context awareness (also context dependency) is a behavior that depends on
information about the context of any entity (programs, people, objects). Infor­
mation about contexts can be obtained from a wide variety of sources, in
particular, via sensors. This information is used to draw conclusions about the
context and to adapt the behavior adequately. The utilization of contextual
information is most frequently associated with time and location aspects, in the
latter case referenced as location-based services. However, any further aspects
can be included in a context model if corresponding information sources or
sensors exist (Perera et al., 2015). This can be, for example, archive data or
biometric data, the temperature in an environment, or relationships between
people (Dey, 2001; Dourish, 2004; Coutaz et al., 2005).35

Context sensitivity allows for adaptability and proactivity. It is even less
intrusive and disruptive when services and functionalities provided by smart
environments adapt to the context and are proactively offered outside of a smart
environment. Currently, the degree of customization of conventional computers
and mobile phones is very low. Adaptations to regional conditions, such as
language and time settings, are customary. It is expected that more contextual
information will be utilized in the future, and device settings and services will
automatically adapt accordingly, such as the position of the user, his or her
health or emotional state, his or her plans, tasks to be done, and other factors in
the environment that affect the user. Proactivity unites the adaptability of
applications in the background and an anticipated interaction of a designated
user with the offered service. Services are automatically offered to a user in the
ideal case wherever and whenever they are needed. The initiator is the smart
environment itself, and not the potential user. This quality entails a major
requirement: The smart environment must be able to correctly recognize the
context and the intentions of the user. It is questionable whether this can also
be achieved reliably in complex situations. A simple example shows only one of
the difficulties for a reliable implementation: If a person falls unconsciously to
the ground, the automated sending of an emergency call is useful, but this case is
different from “similar” occurrences, for example, if the person drops suddenly
and deliberately on the sofa to rest. The recognition of the situation and the

35 For an in-depth recapitulation of what context is and whether context can be computerized,
consult Dourish (2004).
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“right” context (context awareness) is one of the core challenges of the realiza­
tion of a computerized world.

1.6.2 Increased Data Quality

The improved availability of data in terms of quantity (“we know more about the
status of a thing or related process”) and quality (“we knowmore details about it”)
may constitute themost obvious change resulting from omnipresent information-
gathering mainly through sensors. Obtaining better data about things in general is
fundamental for any improvement related to products, processes, and business
models. The subsequent sections will differentiate four dimensions of (improved)
data quality and its effects, that is, the substitution and elasticity effect.

1.6.2.1 Dimensions of Data Quality
IoT platforms allow for an increase of data quality at approximately the same
cost and in a simpler way than previously. These improvements can be described
by four dimensions of data quality.

1) Object Granularity and Type. Falling hardware costs and miniaturization
simplify the use of technical components on individual objects at lower costs.
Granularity refers to the number of objects of a group or class, throughwhich
the information is aggregated. Due to certain concepts, such as ubiquitous
computing, fine-grained data can be acquired for individuals, and even very
small objects. Today, containers and pallets are tracked on their delivery
routes using RFID and GPS. Soon, the data acquisition for each of the
products on the pallets, including a small item, such as a yogurt cup, becomes
affordable. This means that all object types, including products of low value
and with a short lifetime, are also recorded within economic boundaries.

2) Time Granularity. Efficient data transmission andwireless networks in smart
environments enable simple, continuous data collection in real time.
Although inventory is still carried out periodically and manually in many
companies, it can run continuously and automatically with an RFID system.
This means that current inventory data can be called up at any time, and
changes can be viewed in real time or very promptly. However, real-time data
collection is problematic, for example, on flights in which data transmissions
can interfere with air traffic, and when objects move very quickly or relevant
features of the environment change very rapidly.

3) Data Content. RFID is a cost-effective, highly tested technology for con-
tactless individual object identification. It offers several advantages over the
conventional barcode and serial IDs, which can only be read by visual
contact. Through RFID, an individual ID can be linked to the object both
physically and digitally simultaneously. The EPC is such a unique ID.
Depending on the tag type, additional data, such as the date of manufacture
and the production location, can be stored on an RFID tag. However, the



331.6 Derived Qualities of Modern ICT

storage space is typically limited to a few kilobytes. Only the utilization of
additional data stores and sensors at the object and in the environment allows
for more comprehensive object or context data.

4) Reach. The dimension reach is less dependent on technologies than on
application concepts. Through networking, the integration of applications
and information systems is generally possible throughout a company or in an
interorganizational manner. However, cooperative agreements and agree­
ments on standards are crucial for the success of implementations. In supply
chain management, data standards, such as EAN and EPC from GS1, are
particularly widespread. Other standards, such as XML, Semantic Web
standards, andWeb Services, make it easier to implement these applications.

1.6.2.2 Effects of Increased Data Quality
Equipping the infrastructure with sensors and actuators has two effects. First,
there is a substitution effect. Conventional data collection and retrieval (e.g.,
manual or barcode) are automated, and media discontinuities are avoided.
Second, an elasticity effect exists (Fleisch and Tellkamp, 2006). In addition, new
data can now be collected and utilized. As a result, companies can map real-
world information in real time, and thus use it to directly control processes and
activities. This allows digitization of management regimes and leads to better
decision-making. Business can easily collect more data and enrich existing
collections with new data quality. The data may also be employed for triggers
and alarm functions for certain events, for example, if a delivery transport is
stuck in heavy traffic. If this concept is implemented together with business
partners and transferred into an integrated information system, the so-called
event-driven supply chain management can be implemented. Furthermore,
automated processes lead to independent monitoring and control, for example,
in production processes. With very high data quality, in particular with high
time granularity, a real-time process control of the company can be implemented
on the basis of the automatically recorded data, which are directly available for
management via fast network connections, regardless of where the decision-
makerswould like to retrieve them. It is critical to considerwhether real-timedata
are actually required for all processes and tasks, or whether summarizing the data
in larger reporting cycles is already sufficiently appropriate.

1.6.3 Intuitive Interaction

Technology disappears by embedding it in the physical environment so that it is
no longer perceptible. This makes it even more necessary that functionality and
operability remain recognizable to the user. This can be termed the “invisibility
dilemma.” The solution to this dilemma constitutes the design of an intuitive
human–computer interaction. A key concept is the implicit use of information
systems (Kranz et al., 2010). It works like automatic sliding doors, which open as
soon as a person approaches, without an explicit command. For example, the
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Figure 1.4 IoT application domains and related applications. (Adapted from Borgia,
2014, p. 9.)

natural behaviors of people are used, which are recognized, for example, by
language, glances, facial expressions, and movements.

1.7 Potential for Product, Process, and Business Model
Innovations

Opportunities for product, process, and business model innovations reside in two
fields: (i) innovating within the IoT ecosystem; and (ii) innovating based on the IoT
ecosystem. The focus here will be on the latter.36 The presented qualities of
modern information and communication infrastructures, as well as the congru­
ency of smart objects and smart environments, offer great potential for innovation
in nearly every field (see Figure 1.4). This is mainly due to the new or enriched
“qualities” that an informatized infrastructure provides (see Section 1.6).37

36 A good overview of aspects of innovating within the IoT ecosystem is provided by the EU-
funded H2020 UNIFY-IoT project: Supporting Internet of Things Activities on Innovation
Ecosystems, Deliverable 02.01, IoT Business Models Framework, http://www.unify-iot.eu/wp­
content/uploads/2016/10/D02_01_WP02_H2020_UNIFY-IoT_Final.pdf (retrieved January 29,
2017).
37 Borgia (2014) attempts to enumerate the domains and perceivable applications; see Parts IV
and V for detailed examples.

http://www.unify-iot.eu/wp-content/uploads/2016/10/D02_01_WP02_H2020_UNIFY-IoT_Final.pdf
http://www.unify-iot.eu/wp-content/uploads/2016/10/D02_01_WP02_H2020_UNIFY-IoT_Final.pdf
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Companies can develop new or improved processes or products (which
include services here) in order to gain an advantage against their competitors.
Existing business models may also be changed (Iansiti and Lakhani, 2014).
However, how can companies create such innovations? For the development of
applications, two approaches can be determined: problem-initiated innovation
and the technology-driven innovation.
In the case of problem-initiated innovation, new technologies are developed

or utilized in a targeted manner to solve a specific problem. This often leads to
incremental innovations that initially increase the efficiency of existing business
processes or products or services. In his seminal article, March (1991) speaks of
“exploitation.” These innovations are usually triggered by the user, who
expresses a desire for improvement. Through IoT, control and information-
intensive processes can be improved. By using RFID, sensors, and localization
procedures, supply chains can be automated and controlled in real time. This
avoids or reduces costs due to unexpected disturbances. In addition, antitheft
protection can be improved and anticounterfeiting measures can be increased.
Technology-driven innovations sometimes exhibit a radical character since

they help solve existing problems in a completely new way. In terms of March
(1991), a highly cited technology management researcher, this is labeled
“Exploration.” In a typical case, the developer (inventor) or an expert in the
corresponding technology has an idea of how to use it in a valuable way. He or
she focuses on the special features of the technology. The features of
smart environments have already been presented. As a result, new services
and products can be developed that offer customers added value over old and
comparable products. With IoT, computerized products and context-based
services can be offered. As the technology-driven innovation does not originate
from the user, a danger exists that it will not fulfill user needs. Therefore, users
should be integrated into the innovation process as early as possible. If
innovations are aligned with the actual needs of their users, business processes
and products can not only be improved but also be fundamentally innovated.
The power for innovation may be illustrated by three categories: (i) new

products; (ii) new processes; and (iii) new business models.

1.7.1 Product Innovation

Most traditional products can become smart objects by enriching them with
information technology. Then, the products can store information about their
entire product life cycle from manufacture to disposal, and possibly exchange it
with other products, smart environments, or users. Equipped with appropriate
processors and a control program, they can even adapt their behavior to specific
contexts or trigger autonomous actions. A real example is pans, which read in
recipes via RFID and prepare the food with the stated temperature and cooking
time. For this purpose, they can communicate with the stove (which must have
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appropriate, coordinated communication standards) and regulate the degree of
heat. New products and related value-added services benefit from data present
in higher granularity (Fano and Gershman, 2002; Ferguson, 2002; Allmendinger
and Lombreglia, 2005; Iansiti and Lakhani, 2014).

1.7.2 Process Innovation

In combination with novel information and communication technology infra­
structures that achieve a previously unprecedented level of data quality, pro­
cesses can be more precisely captured and assessed, as well as processed faster,
and in a more integrated and automated manner. In addition, these achieve­
ments can be obtained in extreme cases in near-real time or in real time. Many
processes benefit from context-based information.
The core factor for improved processes is improved data, or data that have

been distilled to more meaningful information. The ubiquity of information
gathering and presentation is accompanied by the fact that the number and size
ofmedia discontinuities between the virtual and the real world are reduced. This
closes the gap between the real and the virtual world. This also opens the path to
better automation and integration (Chui et al., 2010). When data are entered
manually into the system via the keyboard, errors can occur at every media
discontinuity; apart from another problem, that time will elapse before data are
recorded and ready for further processing. A technical approach is the encoding
of data using barcodes. This idea first appeared in the 1930s. Successors of the
first, one-dimensional barcodes are two-dimensional codes, also called 2D codes.
The information is stored not only on one axis, but vertically and horizontally.
There are many coding schemes, of which one of the best known is the “QR
code”—quick response code. The acceptance of further dimensions (color, time)
results in 3D or 4D code, which can also store more information in a compact
manner. With RFID (see Section 1.5.7.1), media discontinuities are greatly
reduced, and the data are immediately transferred to a connected back end
system after contactless detection. The same applies to data fromwireless sensor
nodes. Data acquisition, processing, and distribution are automated in the
computerized world, that is, human intervention is no longer required. How­
ever, intervention points, for example, for configuration, subsequent control, or
in the event of a malfunction, should still be available. Through automatic data
transmission between networked objects and environments, a media-free
integration of applications and enterprise systems can be implemented. This
means that data are forwarded to authorized systems according to defined rules,
and processed there according to the application. The prerequisites for this are
uniform data formats and communication rules (protocols). In other words, the
systems must be capable of mutual understanding. For example, which context
data belong to which object and how to interpret special sensor measurement
values must be known. If smart objects are equipped with artificial intelligence,
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self-controlling processes can be realized. In this context, for example, delivery
packages or products “take their own way to the destination” and pass on
production information to machinery or transport vehicles. These intelligent
objects make autonomous decisions and organize themselves in a decentralized
manner. One way of embedding these skills into objects is software agents, that
is, a self-executing software program that makes decisions based on rules and
learned knowledge, which, in some way, control or influence their environment
through actuators, adapt to changes, and react to expected and unexpected
events.

1.7.3 Business Model Innovation

Business models are also affected or altered by computerized worlds or can only
be realized through them (Chan, 2015). For example: (i) Companies have the
opportunity to redesign their pricing through the improved information base. In
this way, customers’ different payment options could be better recognized by
means of price discrimination. For example, in the course of exploiting individ­
ual contexts, corresponding pricing can be made. An actual implementation of
such price models is the “pay as you drive” tariffs for automobile insurance. (ii)
Enterprises can redefine existing value chains. One example of this is the Zipcar,
one of the world’s largest car-sharing companies. The available automobiles or
their positional data are automatically transmitted to the control center so that
car-sharing members can quickly identify driving opportunities via a web
interface. The company views itself less as a car rental company than as a
flexible mobility service provider. (iii) The computerization of the everyday
world could lead to new care services, for example, in the health sector. Together
with the presented “smart home,” people that require intensive care could live
better and longer in an environment that is familiar to them.
Particularly in the field ofmobile communications, location-based services are

already being used, which consider the position of the user and, for example,
display restaurants in the current environment of the user. Context-based
services include not only location information but also other relevant informa­
tion about the environment and the user. In smart environments, context data
can be utilized to provide services that are adapted to the situation, the user, his
or her tasks, wishes, plans, and other factors, or react to a specific context with
meaningful actions or suggestions. Navigation systems that receive information
about road conditions and traffic on the target route in real time are able to
reconcile this context information with the user’s target data and then make
flexible route adjustments. This could also warn the driver of any short-term
accidents coming up or imminent tire damage (if sensors are installed on the
tire/wheel system of the automobile). In addition, context-based marketing is
tuned to customers, their whereabouts, and other context factors, so that as little
randomness as possible is caused by unsuitable advertising campaigns, for
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example, offers of umbrellas, which can be bought in the surrounding area
during rainy weather. Personal customer data can also be used to differentiate
customer groups. In the case of scarce resources, service differentiation can be
carried out. Important customers are treated preferentially. Product and infor­
mation individualization also create added value. Information is individually
tailored and adjusted, and product properties adapted to individual preferences,
so that the customer can achieve a higher level of satisfaction.
The mentioned examples and the major trend that increasing numbers of

things are creatingmore data have produced conceptualizations, including “data
centricity,” “competing on analytics,” “Big Data-based business models,” and so
on. IoT and its implications for sensors and creating ever-increasing amounts of
data constitute a new opportunity for creativity aimed at transforming data into
value-creation activities.

1.8 Implications and Challenges

The computerization of the (everyday) world is accompanied by major impli­
cations and challenges, which can be characterized as (i) new markets; (ii)
changed value creation; (iii) increased awareness of information spaces; and (iv)
and social, ethical, legal, and risk aspects.

1.8.1 New Markets

A computerized world of connected things opens the door to innovations that
facilitate new interactions among things and humans, and allows the realization
of smart cities, infrastructures, and services that promise an enhancement of
quality of life. By 2025, IoT could have an economic impact of US$11 trillion per
year, which would represent approximately 11% of the world economy; and that
users will deploy 1 trillion IoT devices (Manyika et al., 2015; Buyya andDastjerdi,
2016).
Many reports and white papers (Ducatel et al., 2001) provide scenarios for

impacts on hospitals, transportation systems, parcel services, supermarkets,
offices, and other areas of everyday life. An illustrative example of the impact of
computerized worlds on our everyday lives is the “smart home.” In the smart
home, devices, objects, and rooms are computerized and networked. The
inhabitants can control furnishings, such as lights, doors, refrigerators, curtains,
and so on, via remote control, voice control, or hand movements. They are also
able to use the Internet to check whether everything is working well and
acceptable in the house. The smart home also recognizes sensors that indicate
when someone is in the house, and can turn on the lights automatically when an
occupant enters a dark room. It can also recognize and store the preferences of
residents. For example, in the case of a resident who watches his or her favorite
television series every Saturday afternoon, the television is turned on with a
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corresponding transmitter or, if the resident is not at home, the sequence is
automatically recorded. In addition, when food and related supplies are used
daily, a sensor, after checking the contents of the refrigerator, sends amessage to
the digital notepad in the kitchen and places the products on a shopping list,
which each of the residents can access by smartphone, for example, while they
are at the supermarket. More integrated scenarios might trigger autonomous
replenishment systems consisting of third-party-provided robots physically
refilling, for example, a refrigerator. This and other scenarios can be developed
much further. The essential point, however, is that the actors in a computerized
world are aware of the potential impact on value-added features and markets.
These are particularly the result of the fact that, as the example scenario shows,
many more actors are involved in value creation for a customer.

1.8.2 Changed Value Creation

Together with higher data quality (as shown above), the importance of data and
information as a resource for value creation is clear. This can be seen simply by
observing the effects of a computerized world on value creation at different
levels. On the individual level, consumers and producers are living in a
computerized world. On the one hand, consumers are provided with informa­
tion as consumer goods (either in the form of information services or in
combination with computerized products) and, on the other hand, as input
for decisions. Information can reduce search costs and facilitate rational action,
as decisions can be weighed more accurately with more relevant information.
On the other hand, for the convenience of context-based offers, the disclosure of
personal preferences, personal data, and payment needs is required. In addition
to efficiency improvements and cost advantages, producers can also benefit from
differentiation, price discrimination, and bundling strategies by improving the
information base. This creates great potential for the optimized elimination of
the consumer’s willingness-to-pay. For groups of individuals and organizations,
the coordination and control of certain processes is facilitated. This makes it
easier to ascertain the location and activities of the employees. Members of
organizations can be brought to the same level of information due to better
networking. This creates starting points for the analysis and improvement of
group coordination. Contracts in the field of risk distribution and incentives can
be made more equitable by capturing behavior that has not yet been observable
at low cost. This allows amore equitable distribution of risk. Examples of this are
working and insurance contracts, product guarantees (e.g., “Has a customer
carefully maintained his or her automobile?”), and emissions monitoring for
harmful exhaust fumes. Based on economic analyses, an increase in the
efficiency of economic trade can be foreseen. One of the main effects of
computerized worlds in the context of value creation is the reduction of
information asymmetries. In real markets, based on the asymmetric distribution
of information, two effects may arise: adverse selection and moral hazard.
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Adverse selection occurs because certain information is not observable by
providers. For automobile insurance, this is information about whether a
new policyholder is a good or a poor driver. The downside for good drivers
that emerges from adverse selection is that they pay, in principle, just as high of
an insurance premiums as poor ones (as long as the automobile insurance
provider cannot distinguish a good driver from a poor one).Moral hazard causes
a change in behavior, as the risk of discovery of especially bad behavior
decreases. Thus, a driver can intentionally reduce the risk of accidents by
driving at a reasonable speed, abstaining from alcohol, observing distances, and
so on. As a result of the conclusion of an insurance policy, the incentive to avoid
accidents is, at least theoretically, reduced. A stereotyped formofmoral hazard is
that drivers become evenmore risk-averse, as they feel that they are already well
covered for financial risks of careless or risk-taking driving. Sensors are also able
to observe behavior in an objective manner. Speed, travel times and distances,
braking behavior, as well as attention and alcohol levels can be measured, in
principle. An automobile insurance company can now introduce price differ­
entiation according to the real behavior and abilities of the drivers. This has
already occurred in 2004 in Great Britain in the insurance company Norwich
Union, which offered the tariff “pay as you drive” to automobile drivers. As a part
of the program, they installed a black box in the automobile, which collected the
relevant data about the driving behavior and sent them to Norwich Union.
Not only technical but also socioeconomic networks will be much more

abundant between companies, users, consumers, and even objects. From an
economic perspective, this creates network effects on consumption and pro­
duction. Thismeans that the benefit of a technologywill increasewith increasing
numbers of users in the market. In order to obtain market share for products or
standards associated with network effects, low prices are to be expected at the
very beginning in order to build up critical mass.

1.8.3 Increased Awareness for Information Spaces

For context-based services, information is often required, which is owned by
different actors. Thus, such servicesmaybe based on information from theuser, for
example, his or her name and allergies, to information from the owner of an
environment, for example, the position of a user in a supermarket, as well as
products in his or her environment, and information from the service provider, for
example, information on allergenic substances in a specific product. Therefore,
context-based services cannot be offered if each actor would protect his or her
information from external access. Rather, information spaces must be created in
which different information systems are brought together by different actors. An
information space thus includes all of the data and relevant informationobtained in
a smart environment to provide userswith context-based services and applications.
Access to an information space can be restricted to certain actors, but it can also be
publicly accessible, so that third parties can utilize the information for innovative
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services. The main challenge is that third parties comprehend the information
available in the information spaces. For this purpose, semantic technologies may
constitute a useful approach. The management of information spaces can be
viewed as a task of information management (Schoder, 2011). As indicated, the
provision of smart, context-based services requires information spaces that
encompass the information systems of different actors. This presents companies
with the challenge of managing these information spaces to provide shared value
with partners and for their own benefit. This management takes place in a
relationship of tension between the potential for innovation induced by the
opening up of information spaces and the desire to profit exclusively from closed
information spaces with the presumed retention of full control and data integrity.
On the one hand, opening up information spaces means that third parties can
access the information and integrate it into new, innovative services. This is already
currently apparent as an opening of information systems, such asGoogleMaps and
Facebook, which has led to a huge number of mashups and externally developed,
innovative applications. In a computerized world in which data about reality are
available at a much higher level of quality, a dramatically greater potential for
innovation is to be expected if the data are freely accessible. On the other hand, the
question arises of how a company can benefit from the fact that third parties use
their information to create innovations. Companies could therefore rely on
keeping their information spaces closed in order to exclude competitors and to
utilize access to the information space as a source of revenue. Such information
spaces, however, would run counter the realization of a computerized world. For
information space management, the question arises as to how far information
spaces should be opened in order to increase the potential for innovation and, on
the other hand, to profit asmuch as possible. In addition, this raises the question of
who should own and control devices and their data? A simple use case illustrates
the conflict (Cáceres and Friday, 2012), that is, augmented home thermostats
(rendering them as smart objects) connected to a smart power grid. Who should
own the data that are generated through the home thermostat at the user’s home:
the end user or the service provider?What happens when the user’s (local) desires
to be comfortable conflict with the provider’s (global) goals to save energy?

1.8.4 Social, Ethical, Legal, and Risk Aspects

Informatized worlds exist in a constant tension between innovation (the
technically feasible) and individual and social acceptance (the socially desirable).
The difficulties with the above-mentioned pricing strategies are, above all,
customer acceptance and related concerns regarding the violation of privacy
(Shin, 2010). Obtaining fine-grained data on entities, and especially individuals,
expose the core dilemma in a modern IoT. Specifically, any person-related
information may do both: enrich context- and person-related, individual
services, and constitute potential intrusion into privacy, leading to resistance
(Garfield, 2005). Besides privacy, many other fundamental challenges exist with
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regard to (IT) security, trust, and so on. The lack of security across IoT in general
and the Industrial Internet of Things in particular has come to light largely due
to an experimental search engine called Shodan (Wright, 2017). Launched in
2009, the service crawls nearly four billion devices fromwhich, at any given time,
several hundred million devices are turned on (depending on network connec­
tivity). As a threat analysis based on Shodan showed, more than 100,000 IoT
devices can be easily attacked, among them being special-purpose industrial
computers for regulating the flow of water, transportation systems, and even
entire power grids (Leverett, 2011). Many of these systems were designed before
the advent of IoT, and thus did not consider these types of security threats. IoT
certainly is confronted with literally all security problems already known from
other IT-based concepts and artifacts—and may add some more aspects if not
just by the severity and importance.
Some examples of pressing research questions include the following38:

� How should we cope with privacy issues in Ubicomp scenarios focusing on
system design considerations? (Langheinrich, 2001)� Who is accountable for decisionsmade by autonomous systems? (Berman and
Cerf, 2017)� How do we promote the ethical use of IoT technologies? (Berman and Cerf,
2017)� What role does trust management play in IoT scenarios? (Sicari et al., 2014;
Yan et al., 2014)� What can middleware do for security and privacy issues? (Atzori et al., 2010)� What are the security requirements to deal with data confidentiality? (Mior­
andi et al., 2012)� What are the relevant legislative challenges? (Weber, 2010)� What are appropriate architectural options for security and privacy, in
particular the advantages and disadvantages of centralized and distributed
architectures? (Roman et al., 2013)� What are the principal attack models and threats? (Hu, 2016)

In order to include some sensitivity in the scale and scope of social, ethical,
legal, and risk aspects of IoT, there is a focus on “data” and related data privacy
issues (Cáceres and Friday, 2012).39 It is worth noting that this list of questions is
not exhaustive.

38 An overview by Rose et al. (2015), published by the Internet Society, provides a broad
spectrum of issues raised by IoT, including security, privacy, interoperability/standards,
regulatory, legal, as well as emerging economy and development issues.
39 Cáceres and Friday (2012) created a list of relevant questions in the context of Ubicomp
scenarios, which, by definition, have the “user” as a focal element and amplify privacy issues. On
the other hand, IoT may encompass more generic scenarios, in which the user is not always the
immediate focal element.
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� When can we infer with certainty? We need to take into account that
sensed data or interactions are imprecise observations of the world, often
taken from multiple sensors and at varying points in time. IoT environ­
ments must consider this evidence and make a judgment of when and how
to react. Full appreciation of the value and meaning of data is certainly
application and context dependent. Do we have machines (or more
precisely software) that are advanced enough to “understand” such context
and data properly?� Where are data located? It is easier to answer this question in the context of
technical aspects of cloud and fog computing architectures. However, regard­
ing ownership, control of data, and access to data, obtaining the answer is
substantially more challenging. For many environments, such as rooms,
homes, companies, and hospitals, the demand for security and privacy
requires enforcing conventional, legal, and physical boundaries.� How long should data persist? What does the environment know about us?
What should it know and with what should we trust it? How long should data
be retained? What is transient and what should persist? Can we delete data,
and can they be forgotten? Who has (the right) to access data? Who is the
owner of sensed data? Is it the sensor’s owner, the owner of the environment
where the sensor is working, or the collector of data (Foster, 2017)?

Most, if not all, of these questions have gained prominence recently with the
advent of “Big Data” and its unprecedented scale of storing, computing, and
executing data and gaining insight from them. In addition, questions exist that
are related to who will pay for IoT infrastructures (less obviously, but eventually,
the common citizen with his or her tax dollars). Regulations concerning who is
responsible for managing and maintaining local, regional, national, and super­
national infrastructures are needed, and to a large extent not yet defined. Due to
technical issues and a general reluctance, it will not be the commonuserwhowill
be manager of his or her own data, that is, it will be service providers. Managed
services would certainly reduce complexity for the end user, and obscure
complicated technological interfaces. However, managed services also intro­
duce their own tension between manageability and cost for the provider versus
flexibility and control for the end user (Cáceres and Friday, 2012). One example
of an initiative that addresses policy and regulation issues is the Mauritius
Declaration on the Internet of Things. Excerpted example statements include
the following40:

� IoT sensor data are high in quantity, quality, and sensitivity, and as such
should be regarded and treated as personal data.

40 Mauritius Declaration on the Internet of Things, Balaclava, https://icdppc.org/wp-content/
uploads/2015/02/Mauritius-Declaration.pdf (October 14, 2014).

https://icdppc.org/wp-content/uploads/2015/02/Mauritius-Declaration.pdf
https://icdppc.org/wp-content/uploads/2015/02/Mauritius-Declaration.pdf
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� Transparency for all stakeholders is key. Those who offer IoT devices should
inform the user so that he/she becomes clear aboutwhat data are collected, for
what purposes, and how long these data are retained.� Privacy by design should be the default design principle.� In order to cope with security challenges, one way to minimize the risk to
individuals is to ensure that data can be processed on the device itself (local
processing). Where this is not an option, companies should ensure end-to­
end encryption to protect the data from unwarranted interference and/or
tampering.� The data protection and privacy authorities should ensure compliance with
the data protection and privacy laws in their respective countries, as well as
with internationally agreed privacy principles, including appropriate
enforcement action, either unilaterally or through means of international
cooperation.

Taking into account the enormous challenges faced by IoT developers, data
protection authorities and individuals should engage in a strong, active, and
constructive debate on the social, ethical, legal, and risk aspects of IoT.

1.9 Conclusion

While the concept of combining computers, sensors, and networks to monitor
and control devices has existed for decades, the recent confluence of key
technologies and market trends is catalyzing the idea of IoT.
In order to better structure the scale and scope of IoT, this chapter provided an

introductory overview, and briefly sketched the conceptual core ideas as laid out
prior to IoT with “ubiquitous computing.” The chapter presented a four-layer
“Internet of Things” framework that covers not only technical but also non­
technical issues of IoT.
IoT promises to form the foundation of new products, processes, and

business models, and may fundamentally affect both B2C and B2B markets,
as well as the way that we produce goods as envisioned with derivatives,
including the Industrial Internet of Things and Industry 4.0. While the
ramifications are very likely significant, a number of potential challenges may
obstruct this vision, particularly in the areas of security, privacy, inter­
operability, standards, as well as legal, regulatory, and rights issues, and
the inclusion of emerging economies. IoT encompasses not only technolog­
ical but also social and policy considerations. IoT is already rapidly becoming
more and more of a reality, and a vast space currently exists for new designs
and realizations of creators and developers.
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