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Modul 4

Wireshark Installation (Windows)

System Reqruitments:

WINDOWS:

1.

o > 0D

The Universal C Runtime. This is included with Windows 10 and Windows Server
2019 and is installed automatically on earlier versions if Microsoft Windows
Update is enabled. Otherwise you must install KB2999226 or KB3118401.

Any modern 64-bit Intel or Arm processor.

500 MB available RAM. Larger capture files require more RAM.

500 MB available disk space. Capture files require additional disk space.

Any modern display. 1280 x 1024 or higher resolution is recommended.
Wireshark will make use of HiDPI or Retina resolutions if available. Power users
will find multiple monitors useful.

A supported network card for capturing:

Ethernet. Any card supported by Windows should work. See the wiki pages on
Ethernet capture and offloading for issues that may affect your environment.
802.11. See the Wireshark wiki page. Capturing raw 802.11 information may be
difficult without special equipment.

Other media. See
https://gitlab.com/wireshark/wireshark/-/wikis/CaptureSetup/NetworkMediaMo
dul ESP8266

How to Download Wireshark for Windows 10 (or Windows Server)

1.

Head over to https://www.wireshark.org/download.html and click on the

appropriate installer for your operating system (Windows 10 64-bit in this example,
would also apply to Windows Server).

2.

Download Wireshark
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Download Wireshark

The current stable release of Wireshark is 2.6.1. It supersedes all previous releases. You can also download the

latest development release (2.5.1) and documentation.

& Windows Installer (64-bit) <:

Windows Installer (32-bit)

Windows PortableApps® (32-hit)
macOS 10.6 and later ntel 64-bit .dmg
Source Code

3. Note that a Wireshark-win64-2.6.1.exe file (file name as of July 2018) will be
saved to your default downloads location.

How to Install Wireshark for Windows 10 (or Windows Server)
1. Run the exe installer that was downloaded.

2. Click Next on the Welcome to Wireshark screen.

M Wireshark 2.6.1 64-bit Setup

Welcome to Wireshark 2.6.1 64-bit
Setup

This wizard will guide you through the installation of
Wireshark.

Before starting the installation, make sure Wireshark is not
running.

Click 'Mext' to continue,

| > | Mext = Cancel
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3. Read the license agreement and click | Agree.

‘ Wireshark 2.6.1 64-bit Setup — by
License Agreement
Flease review the license terms before installing Wireshark 2.6. 1 64-hit. ‘

Press Page Down to see the rest of the agreement.

This text consists of three parts: S

Part I; Some remarks regarding the license given in
Part II: The actual license that covers Wireshark.
Part III: Other applicable licenses,

When in doubt: Part IL/1II is the legally binding part, Part I is just
there to make it easier for people that are not familiar with the GPLWZ,

W
If you accept the terms of the agreement, did: I Agree to continue. You must accept the
agreement to install Wireshark 2.6, 1 64-hit, @
Wiresharki® Installer \
I = Back ” I Agree | | Cancel |

4. Atthe Choose Components screen leave the defaults checked and click
Next. You can read more about the different components here.

‘ Wireshark 2.6.1 64-bit Setup == =4
Choose Components
Choose which features of Wireshark 2.6. 1 84-bit you want to install, ‘

The following components are available for installation.

Select components to install: | Wireshark
.. [#] TShark

i [] Wireshark 1

- [#] Plugins & Extensions
- [v] Tools

.. [#] User's Guide
Description
Space required: 183.0MB Position Your mouse over a companent to seeits
description,
Wiresharki® Installer ‘v’
| <Back || Next> | | Cancel |

5. At the Select Additional Tasks screen choose your preferred shortcuts
and leave the radio button for “associate trace file extensions to Wireshark”
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selected. Click Next.
‘ Wireshark 2.6.1 64-bit Setup =

>

Select Additional Tasks
Which additional tasks should be done? ‘

Create Shortcuts
[+] Wireshark Start Menu Item
[ ] wireshark Desktop Icon
[+] wireshark Quick Launch Icon
Wireshark Legacy Start Menu Item
Wireshark Legacy Desktop Icon
Wireshark Legacy Quick Launch Icon

File Extensions
(®) Assodiate trace file extensions to Wireshark
Assodate frace file extensions to Wireshark Legacy

Cl Mone

Extensions: Sww, acp, apc, atc, bfr, cap, enc, erf, fdc, ipfix, Ica g, out,
pcapna, pklg, pkt, rf5, snoop, syc, tpc, 1, frace, frc, wwr, wpc

Wiresharki®E Installer N/

oo [T ] | cone

6. Choose the install location you prefer and click Next.

pas
| M Wireshark 2.6.1 64-hit Setup - s
|

Choose Install Location
Choose the folder in which to install Wireshark 2.6. 1 64-hit, ‘

Choose a directory in which to install Wireshark.

Destination Folder

| |C:‘|,F'rogram Files\WWireshark | | Browse...

Space reguired: 183.0MB

Space available: 138.9GE n

‘Wiresharki® Inskaller
E k"4

| | < Back | Mext = | | Cancel |

7.  Atthe Packet Capture page make sure Install WinPcap 4.1.3 is selected.
You need this to capture traffic with Wireshark. Without it you can still view
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Wireshark capture files. Click Next.

t‘ Wireshark 2.6.1 84-bit Setup — P
Packet Capture
Wireshark requires either Mpcap or WinPcap to capture live netwark data. ‘
!
Currently installed Mpcap or WinPcap version
Meither of these areinstalled
Install
Install WinPcap 4. 1.3
GJSE Add/Remove Programs first to uninstall any undetected old WinPcap versions)
L
[
Get Mpcap
¢ Learn more about Mpcap and WinPcap J-L
Wiresharki® Installer
| "
i < Back Mext = Cancel

8. At the USB Capture page you can choose to Install USBPcap. Check
the box next to Install USBPcap 1.2.0.3 if you desire to capture raw usb traffic
as well (such as from a USB to RJ45 Ethernet adapter). Click Install.

9.

‘ Wireshark 2.6.1 &4-bit Setup = =4
USB Capture
IJSBPcap is required to capture USB traffic, Should USBPcap be installed ‘
{experimental)?

Currently installed USBPcap version

IJ5BPcap is currently nobinstalled
Inztall
[+] Install USBPcap 1.2.0.3
se Add/Remove Programs first to uninstall any undetected old USBPcap versions)
mportant notice

In case of issue after installation, please use the system restore point created or read
https://github. com /desowin/usbpcap fissues 3

Wiresharki®E Installer :! L
< Back Install | cancel

30



10. The software will begin installing.

|

Installing
Please wait while Wireshark 2.6. 1 64-hit is being installed. ‘

Execute: “C:\Program Files\Wireshark\WinPcap_4 1 3.exe”

Registered file type: ipc ~
Registered file type: il

Registered file type: .frace

Registered file type: .frc

Reqistered file type: wwr

Registered file type: .wpc

Registered file type: .wpz

Output folder: C:\Program Files\Wireshark

Extract: WinPcap_4_1 3.exe

Execute: “C:\Program Files\Wireshark\WinPcap_4_1_3.exe” =

11. Eventually the installer will pause at “Execute: “C:\Program
Files\Wiresharek\WinPcap_4_1_3.exe” and lunch a new installer window for
WinPcap. Click Next in this window.

(7t WinPcap 4.1.3 Setup " w0

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For mare information ar suppart, please visit the WinPcap
home page.

http:/fwww . winpcap.org

Cancel
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12. Read the license agreement and click | Agree.
{3 WinPcap 4.1.3 Setup = >

\Y) 3
lh caP P‘Iease review the license terms before installing WinPcap 4.1.3.

Press Page Down to see the rest of the agreement.

“opyright {2} 1999 - 2005 NetGroup, Politecnico di Torina (Italy), e
Copyright () 2005 - 2010 CACE Technologies, Davis (California).

Copyright {c) 2010 - 2013 Riverbed Technology, 5an Frandsco (California).

All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disdaimer.
. F'.gdistribuﬁprjs i|'|_t;|_ir1ar1_.|I fo_rm_must repr_udu_r_e the above mp}lr_ight notice, this _Iist of W

If you accept the terms of the agreement, did: I Agree to continue, You must accept the

agreement to install WinPcap 4.1.3. J—L
e " R

Mullsaft- Imstall System w246

<Back || IAgree | Cancel

13. Make sure the check box is checked next to “Automatically start the
WinPcap driver at boot time” unless you have a good reason for disabling this
and click Install.

& WlnF'cap41 3 Setup = >

Installation options
lh ch F‘Iease review the following options before installing WinPcap

Automatically start the WinPcap driver at boot time

Mullsaft- Imstall System w246

14. The install will begin and eventually complete. Click Finish.
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15. Next the installer for USBPcap will launch. Read the USBPcap Driver
license agreement, check the “l accept” box, and click Next.

3 ﬁ‘ USEPcap 1.2.0.3 Setup: License Agreement — >

| USBPcap Driver license

GMNLU GEMERAL PLBLIC LICENSE ~
Wersion 2, June 1931

Copyright {C) 1989, 15991 Free Software Foundation, Inc.,
51 Franklin Street, Fitth Floor, Boston, MA 02110-1301 USA
Everyone is permmitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

licenses for most software are designed to take away your W

o I Bt it o B b il | MEARERISASEERE 10N L EERE ae |EN p SEEEEE I P B S

v | accept the terms of the License Agreement I

] Cancel | Mullsoft Tnstall System v3.01 :> Mext >

16. Read the USBPcapCMD license, check the “l accept” box, and click
Next.

P .~ SR~ S« N - M .

All ights reserved.

Redistribution and use in source and binary forms, with or without modffication,
are pemitted provided that the following conditions are met:

Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

istributions in binary form must reproduce the above copyright notice. this list
nditions and the following disclaimer in the documentation andsor ather

ials provided with the distribution. W

HNee CArMIAMMANIE I AN@E AN 0w THIE SAanwhiyr-irm s mirnc Akim

v | accept the terms of the License Agreement

Cancel I Mullsoft: Install :'5-,«5:> i hext >

TR T i

|
‘ Copyright {c) 2013-2017, Tomasz Man S
!
H
|




17. Leave the Installation Options set to Full and click Next.

| Check the compenents you want to install and uncheck the components
you don't want to install. Click Next to continue.

Select the type of install: z

3 river
USBPcap Cri
USBPcapCMD
Detect USE 3.0

Or, select the optional
components you wish to install:

Space reguired: 636.0KB

Cancel | Mullsaft Install System 3,01 = Back Mext =

1_%! USBPcap 1.2.0.3 Setup: Installation Options — > I

8. Choose your Installation Folder and click Install. The install

will begin.

1
i USBPcap 1.2.0.2 Setup: Installation Folder — *
Setup will install USBPcap 1.2.0.3 in the following folder. To installin a

different folder, dick Browse and select another folder. Click Install to start
the installation.

—Destination Folder

I C:‘Program Files\USBPcap Browse... |

Space reguired: 636.0KB
Space available: 138, 7GE
w

Cancel | Mullsoft Tnskall System v3.01 < Back Install

19. When the USBpcap install finishes click close and the Wireshark install

will continue.
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20. At the Installation Complete screen click Next.

I

Installation Complete
Setup was completed successfully. ‘

Completed

Extract: udpdump.html A
Output folder: C:\Program Files\Wireshark\extcap

Extract: udpdump.exe

Cutput folder: C:'\Program Files\Wireshark

Extract: randpktdump. himl

Cutput folder: C:'\Program Files\Wireshark'\extcap

Extract: randpktdump.exe

Output folder: C:YProgram Files\Wireshark

Extract: user-guide.chm

Completed I_I W

21. Wireshark will now ask to reboot your machine to complete installation.
You can either choose to reboot now or manually reboot later. You will not be
able to run packet captures until you reboot your machine. | suggest
rebooting right away.

£

Completing Wireshark 2.6.1 64-bit
Setup

Your computer must be restarted in order to complete the
installation of Wireshark 2.6. 1 64-bit. Do you want to reboot
naow?

(®) Reboot now

()1 want to manually reboot later

< Barck Finish

]
Qi
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Once your machine has rebooted you should find the Wireshark shortcuts in the

locations you specified in the install. For this example the shortcut was found in the

Start Menu.

JOBSHEET 4

Lakukan installasi wireshark jelaskan tahapan, hasil installasi dan

analisis nya.

/LAPORAN HASIL PERCOBAAN:

~
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