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Modul 7

Capturing Live Network Data (http Protocol)

Start Capturing:

When you open Wireshark without starting a capture or opening a capture file it will
display the “Welcome Screen,” which lists any recently opened capture files and
available capture interfaces. Network activity for each interface will be shown in a
sparkline next to the interface name. It is possible to select more than one interface

and capture from them simultaneously

M Wireshark - Capture Options X

Input Output Options

Interface Traffic Link-layer Header Promi: Snaplen | Buffer (v Monit: Capture Filter
Ethernet] Ethernet default 2
v Ethernet0 AN_MLAM_ Ethernet default 2
Addresses: feB0:dlec:T1dbfbBbdce2, 192.166.205.124
Ethemet2 400 Ethernet default 2
@ Cisco remote capture Rt Remote capture dependent DLT
@ ETW reader - DLT_ETW
@ Random packet generator Generator dependent DLT
@ SSH remote capture P— Remote capture dependent DLT
@ UDP Listener remote capture Exported PDUs
Enable promiscuous mode on all interfaces Manage Interfaces
Capture filter for selected interfaces: | I -] Compile BPFs

G| [ et

Interface

The interface name.

Some interfaces allow or require configuration prior to capture. This will be indicated
by a configuration icon (x capture options) to the left of the interface name. Clicking

on the icon will show the configuration dialog for that interface.

Traffic

A sparkline showing network activity over time.

Link-layer Header
The type of packet captured by this interface. In some cases it is possible to change

this.
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Promiscuous
Lets you put this interface in promiscuous mode while capturing. Note that another

application might override this setting.

Snaplen
The snapshot length, or the number of bytes to capture for each packet. You can set

an explicit length if needed, e.g., for performance or privacy reasons.

Buffer
The size of the kernel buffer that is reserved for capturing packets. You can increase

or decrease this as needed, but the default is usually sufficient.

Monitor Mode
Lets you capture full, raw 802.11 headers. Support depends on the interface type,
hardware, driver, and OS. Note that enabling this might disconnect you from your

wireless network.

Capture Filter
The capture filter applied to this interface. You can edit the filter by double-clicking

on it.

M Wireshark . Capture Options ? X

b-site-stopped-working Browse..

] after 100 < | megabytes v
O after 1 & | |saconds

[ when time is 2 multiple of |1 | |hours

Capturing Options
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M \Wireshark . Capture Options

Input Output Options
Dispiay Options
B Update list of packets in real-time
[ automatically scroll during live capture

[ show capture information during live capture
Stop capture automatically after
- -
O 3| packets
@ s

Ol _-3- } seconds ~

Name Resolution

Resolve MAC Addresses
[ Resolve network names

[[] Resoive transport names

Start

Close

Heip

JOBSHEET 7

Lakukan pengiriman data ke website server iot, jalankan wireshark

dengan klik “Start Capture” dan akhiri dengan klik “Stop Capture”.

Lakukan filtering data hanya protocol http, jelaskan tahapan, hasil

dan analisa nya.
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LAPORAN HASIL PERCOBAAN:
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