Understanding the

TCP/IP Internet
Layer




Internet Protocol Characteristics

Operates at network layer of OSI

Connectionless protocol

Packets treated independently

Hierarchical addressing

Best-effort delivery

No data-recovery features
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Why IP Addresses?

= They uniquely identify each device on an IP network.

= Every host (computer, networking device, peripheral) must have
a uniqgue address.

= Host ID:
— Identifies the individual host
— Is assigned by organizations to individual devices

Network.Host
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IP Address Format: Dotted Decimal
Notation

Example

SRR e T R e P 10101100000 100001000000000010001

For readability, the 32-bit binary number
can be divided into four 8-bit octets LSS T | hastonl | I E e

Each octet (or byte) can be converted
to decimal 172 16 128 17

The address can be written in
dotted decimal notation 172, 16. 128. 17

The binary-to-decimal and decimal-to-
binary conversion will be detailed later
In this course.
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IP Address Classes: The First Octet

ABC .. Easyas123

Class A ... First 1 bit fixed Oxxxxxxx _| Host l Host |.| Host
Class B ... First 2 bits fixed 10XXXXXX | Host |.| Host

Class C ... First 3 bits fixed |110xxxxx . NENeLl . DEXGLE . [ Host |:
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IP Address Ranges

IP Address  First Octet First Octet Possible Number
Class Binary Value Decimal Value of Hosts
Class A 1-126 00000001 to 01111110* 16,777,214
Class B 128-191 | 10000000 to 10111111 65,534
Class C 192-223 11000000 to 11011111 254 f

*127 (01111111) is a Class A address reserved for loopback testing and
cannot be assigned to a network.
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Reserved Address

= Network Addresses
< 32 Bits >

* Broadcast Addresses
“ 32 Bits >




Public IP Addresses

Class Public IP Ranges

1.0.0.0 to 9.255.255.255
A 11.0.0.0 to 126.255.255.255

128.0.0.0 to 172.15.255.255

B 172.32.0.0 to 191.255.255.255
192.0.0.0 to 192.167.255.255

C 192.169.0.0 to 223.255.255.255




Private IP Addresses

Class Private Address Range

A 10.0.0.0 to 10.255.255.255

B 172.16.0.0 to 172.31.255.255

C 192.168.0.0 to 192.168.255




.‘ f"'l
Client

- ‘-"
Client

.‘ pl"'l'
Client
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= Application specified in the TCP/IP suite
= A way to translate human-readable names into |IP addresses
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Network Connection

Internel Protocol (TCPAP) Properties

JJ Local Area Connection P rupa:‘tias

General | sulhentication | Advenced |

“ou can get IP s=itng: assigned autornatically if your network, supports

Conrect using:
thiz capahiity, Dikbesaize, wou need bo sk wou netsacek admicestraton for

E® Broadcom Nebdreme Gigabed Etheme | | Configue.. the approgiiale IP ssitings.
Thiz cormection uses the felloving ikems: (& i an F addiess romabcaiy
» 3 Cizco Dizcovery Protocol Packes Diver -~ {_) Uz the fallovang |P addresz:

¥ %=iPass Protocal IEEE AO02.14]v231.9 ' oAk |
¥ 3 |ntemet Protocol [TCPAR
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%) Obtain DMS zerver address automatically

Dlezcription
Transmesion Control Priotocol/lnternet Fratacal The detauk ) Uze the following DNS server addieszes:
wide area network protocol that provides cormmunication i - |

acroz: diverze intercornected metworlos,

Show icon in notification area when connected
Hobify me wher this connection has imiled or no connschivity
[ Advanced... ]
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Subnetworks

= Smaller networks are %‘! E; %\;

easier to manage. Financa
= Qverall traffic is PRGNS

T 383 | 89

Engineering Manufacturing
Subnetwork 1 Subnetwork 2

= You can more easily
apply network security
policies.

WAN Interface
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What a Subnet Mask Does

= Tells the router the number of bits to look at when routing
= Defines the number of bits that are significant
= Used as a measuring tool, not to hide anything

How much of
this address is
the network part?

Destination IP address
172.16.55.87

T T IO T T v ITT]
7+

network host O
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Possible Subnets and Hosts for a Class
C Network

Networ i Networkc  Network IIINIRNI
t B

Bits to Borrow

Number Mumber of Number of Number of
of Bits Subnets Bits Remaining Hosts Possible
Bo r'r? wed Po JI Ih le in:: H n :’rl III D Pe r'[ IU h :n et
1 2 7 126
. 4 6 62
3 8 5 30
4 16 4 14
5 32 3 B
6 64 2 2
Fi 128 1 2
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Possible Subnets and Hosts for a Class
B Network

Networc J{ Nevwor IRINNATINQRIANIN
|
1

=
X 2

Bits to Borrow

Number Number of Mumber of Mumber of
of Bits Subnets Bits Remaining Hosts Possible

Emrcrwed Pcrfﬁii:lle ir?.1 l-haE:t Jl;.!.:} F'E!E:.E-IJEIHET

1 2 15 32,766

2 4 14 16,382

3 8 13 8,190

4 16 12 4,094

5 32 1 2,046

6 G4 10 1,022

7 128 9 210

!
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Possible Subnets and Hosts for a Class
A Network

Network WIINIIRINTIINI]

P
W|IE_azd

Bits to Borrow
Number Number of Mumber of Number of
of Bits Subnets Bits Remaining Hosts Possible
Borrowed Possible in Host ID Per Subnet
i5) (2%) {24 -5=h) (2 - 2)
1 2 23 8,368 606
2 4 22 4. 194 302
3 8 21 2,097 150
4 16 20 1.048 574
5 32 19 524 286
5] 54 18 262,142
Fi 128 17 131,070
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End System Subnet Mask Operation

l! jl ! Host B
S D

10.1.1.37
265.2665.255.0(/24)

Host A

10.1.1.34
255.255.255.0(/24)

172.16,103.0 /24

10.1.3.0/24 Other
- Networks

I

10.1.1.0/24

10.1.2.0/24 172.16.104.0 /124

.|l"'r
10.1.2.76

255.255.255.0(/24)
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How Routers Use Subnet Masks

Host A Host B
10.1.1.77/24 10.3.1.23/24
10.3.1.23 [
l 10.1.1.0
fa0/0 fa0/1 fa0/0
Rotiter A 10.2.2.0 Roitter B 10.3.2.1/24
Route Table A Route Table B
10.1.1.0/24 fa0/2 10.1.1.0/24 fa0/1
10.2.2.0/24 fa0/0 10.2.2.0/24 fa0/1
10.3.1.0/24 fa0/0 10.3.1.0/24 fa0/2
10.3.2.0/24 fa0/0 10.2.2.0/24 fa0/1 |2
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Applying the Subnet Address Scheme

172.16.2.200

>
172.16.2.2

£

7
172.16.2.160

=4

v
|172.16] .|2] . |160]

Metwork Subnet Host
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IP: 172.16.2.1

172.16.3.5
172.16.3.100
,L-f!
172.16.3.150

IP: 172.16.3.1

MNew Routing Table

Metwork Interface

172.16.2.0/24 fa0/0

172.16.3.0/24 fa0i1
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Octet Values of a Subnet Mask

128 64 32 18 8 4 2 1

1 1 0 0 0 0 0 0 = 192

1 1 1 0 0 0 0 0 = 224
1 1 1 1 0 0 0 D = 240
1 1 1 1 1 0 0 0 = 248
1 1 1 1 1 1 0 0 = 252
1 1 1 1 1 1 1 0D = 254

1 1 1 1 1 1 1 . = 255 |:

Subnet masks, like IP addresses, are represented in the dotted decimal
format like 255.255.255.0
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Default Subnet Masks

Example Class A address (decimal): 10.0.0.0
Example Class A address (binary): 00001010.00000000.00000000.00000000
Default Class A mask (binary): 11111111.00000000.00000000.00000000
Default Class A mask (decimal): 255.0.0.0
Default classful prefix length: /8
Example Class B address (decimal): 172.16.0.0
Example Class B address (binary): 10010001.10101000.00000000.00000000
Default Class B mask (binary): 11111111.11111111.00000000.00000000
Default Class B mask (decimal): 255.255.0.0
Default classful prefix length: /16
Example Class C address (decimal): 192.168.42.0
Example Class C address (binary): 11000000.10101000.00101010.00000000
Default Class C mask (binary): 11111111.11111111.11111111.00000000
Default Class C mask (decimal): 255.255.255.0
Default classful prefix length: 124




Procedure for Implementing Subnets

1. Determine the IP address assigned by the registry authority.

2. Based on the organizational and administrative structure,
determine the number of subnets required.

3. Based on the address class and required number of subnets,
determine the number of bits you need to borrow from the
host ID.

4. Determine the binary and decimal value of the subnet mask.

5. Apply the subnet mask to the network IP address to determine
the subnet and host addresses.

6. Assign subnet addresses to specific interfaces.



-
Eight Easy Steps for Determining Subnet
Addresses

|IP Address: 192.168.221.37 Subnet Mask /29

Step Description Example

(N \\rite the octet that is being | Fourth octet: 00100101
split in binary.

2. Write the mask or classful Assigned mask: 255.255.255.248 (/29)
prefix length in binary. Fourth octet: 11111000

q Draw a line to delineate the Split octet (binary): 09100[1{11
significant bits in the Split mask (binary): 11111|DUIJ
assigned IP address. Cross
out the mask so you can view
the significant bits in the IP
address.
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Eight Easy Steps for Determining Subnet
Addresses (Cont.)

Step Description Example
S Copy the significant bits 00100 000 (network address)
four times. 00100 001 (first address in subnet)

In the first line, define th 00100 110 (last address in subnet)
Rl L dross by placing | 00100 111 (broadcast address)?

E:’It :Ems in the significant ‘Completed Subnet Addresses I
8 | ; . Network address: 192.168.221.32
S [N the last line, define the Subnet mask: 255.255.255.248
broadcast address by placing First subnet: 192.168.221.32
all ones in the significant bits. First host address: 192.168.221.33

Iéast Lmst adg{;ess: 119§é1 Eﬁﬁézzzg 5339
7. ' : roadcast address: 168, _
In the middle lines, define the| | Next subnet: 192.168.221.40

B |ncrement the subnet bits by |00101 000 (next subnet)
one.

© 2007 Cisco Systems, Inc. All rights reserved. ICND1 v1.0—1-25



Example: Applying a Subnet Mask for a
Class C Address

IP Address 192.168.5.139  Subnet Mask 255.255.255.224

IP Address 192 168 5 139
IP Address 11000000 | 10101000 | 00000101 | 10001011
SICRRYTECOR 11111111 | 11111111 [ 11111111 [ 11100000 | /27
ST Co 11000000 | 10101000 | 00000101 | 10000000
Subnetwork 192 168 5 128

First Host 192 168 10000001=129
10011110=158
10011111=159

Last Host 192 168

Directed
Broadcast 192 168

Next Subnet 192 168

o
S
5
5

10100000=160
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Example: Applying a Subnet Mask for a
Class B Address

IP Address 172.16.139.46 Subnet Mask /20

IP Address 172 16 139 46
IP Address 10101100 | 00010000 | 100011 | 00101110
SICYVEETI 11111111 [ 11111111 | 11110000 | 00000000 | /20
SN COl 10101100 | 00010000 | 10000000 | 00000000
Subnetwork 172 16 128 0

First Host 172 16 10000000 00000001=128.1
Last Host 172 16 10001111 11111110=143.254

Directed i
Broadcast 172 16 10001111 11111111=143 255

Next Subnet 172 16 10010000 00000000=144.0
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Example: Applying a Subnet Mask for a
Class A Address

IP Address 10.172.16.211  Subnet Mask /18

IP Address 10 172 16 211
IP Address 00001010 | 10101100 {Jti*)mﬂﬂﬂ 11010011
Subnet Mask 0 e O R N 1IIJDEIDDD 00000000 18
Subnetwork 00001010 | 10101100 | 00000000 | 00000000
Subnetwork 10 172 0 0
First Host 10 172 00000000 00000001=0.1
Last Host 10 172 00111111 11111110=63.254

Directed —
Broadcast 10 172 00111111 11111111=63.255

Next Subnet 10 172 01000000 00000000=64.0
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What Is a Variable-Length Subnet Mask?

172.16.14.32/27 172.16.14.132/30

172.16.14.64/27 wﬂ?ﬂm

172.16.14.140/30

172.16.1.0/24

172.16.0.0/16

172.16.2.0/24
172.16.14.96/27

Subnet 172.16.14.0/24 is divided into smaller subnets.
— Subnet with one mask (/27).
— Then further subnet one of the unused /27 subnets into multiple /30 subnets.

© 2007 Cisco Systems, Inc. All rights reserved. ICND1 v1.0—1-29




A Working VLSM Example

Entire Region Subnet
172.16.32.0/20
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A Working VLSM Example (Cont.)

Subnetted Address: 172.16.32.0/20
InBinary  10101100. 00010000.00100000 00000000

VLSM Address: 172.16.32.0/26
InBinary  10101100. 00010000.00100000.00000000

1st subnet: 0010 [0000.00 |000000=172.16.32.0/26

2nd subnet: 0010 |0000.01 |000000=172.16.32.64/26
3rd subnet: 0010 |0000.10 |000000=172.16.32.128/26
4th subnet: 0010 |0000.11 |000000=172.16.32.192/26

0010 | 001.00 |000000=172.16.33.0/26

Network Subnet VLSM Host
Subnet

5th subnet:

32TP_0§1
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A Working VLSM Example (Cont.)

Entire Region Subnet

172.16.32.0/20 172.16.32.0/26

50 Hosts

LAN Subnets
Derived from
172.16.32.0/20

2 Hosts

172.16.32.64/26
50 Hosts

?

2 Hosts

Z Hosts 172.16.32.128/26

50 Hosts

172.16.32.192/26
50 Hosts 2
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A Working VLSM Example (Cont.)

172.16.32.0/26
50 Hosts

Entire Region Subnet
172.16.32.0/20

LAN Subnets
Derived from
172.16.32.0/20 172.16.32.64/26

50 Hosts

172.16.32.128/26
50 Hosts

172.16.33.8/30

WAN Subnets
Derived from

172.16.33.0/26 172.16.33.12/30 172.16.32.192/26

50 Hosts
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Understanding Route Summarization

172 16 25.0/24 | can route to the
- 172.16.0.0/16 network.

172.16.26.0/24

Routing Table
Routing Table 172.16.0.0/16
172.16.25.0/24
172.16.26.0/24
172.16.27.0/24

172.16.27.0/24

IZTP_036

Routing protocols can summarize addresses
of several networks into one address.
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Summarizing Within an Octet

172.16.168.0/24 = [ 10101100 . 00010000 . 10101 [ 000 . 0OOOOOOO
172.16.169.0/24 = 12 . 16 . 10101 | 001 . 0
172.16.170.0/24 = 172 : 16 . 10101 | 010 . 0
172.16.171.0/24 = 172 16 . 10101 | 011 0
172.16.172.0/24 = 172 ; 16 . 10101 [ 100 . 0
172.16.173.0/24 = 172 16 . 10101 | 101 . 0
172.16.174.0/24 = 172 : 16 . 10101 | 110 . 0
172.16.175.0/24 = 172 16 . 10101 | 111 0
Number of common bits = 21 Noncommon

Summary: 172.16.168.0/21 bits = 11
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Summarizing Addresses in a
VLSM-Designed Network

Corporate
Network

172.16.32.128/26

1172.16.64.0/20
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Route Summarization Operation in
Cisco Routers

192.16.5.33 132 Host

192.16.5.32 127 Subnet
192.16.5.0 124 Network
192.16.0.0 /16 Block of Networks
0.0.0.0 /0 Default

= Supports host-specific routes, blocks of networks,
and default routes

= Routers use longest prefix match
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