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Understanding the 
TCP/IP Internet 
Layer
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Internet Protocol Characteristics

 Operates at network layer of OSI
 Connectionless protocol
 Packets treated independently
 Hierarchical addressing
 Best-effort delivery
 No data-recovery features
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Why IP Addresses?

 They uniquely identify each device on an IP network. 
 Every host (computer, networking device, peripheral) must have 

a unique address.
 Host ID:

– Identifies the individual host
– Is assigned by organizations to individual devices

Network.Host
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IP Address Format: Dotted Decimal 
Notation

The binary-to-decimal and decimal-to-
binary conversion will be detailed later 

in this course.
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IP Address Classes: The First Octet
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IP Address Ranges

*127 (01111111) is a Class A address reserved for loopback testing and 
cannot be assigned to a network. 
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Reserved Address
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Public IP Addresses
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Private IP Addresses

Class Private Address Range

A 10.0.0.0 to 10.255.255.255

B 172.16.0.0 to 172.31.255.255

C 192.168.0.0 to 192.168.255
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DHCP
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 Application specified in the TCP/IP suite
 A way to translate human-readable names into IP addresses

DNS



© 2007 Cisco Systems, Inc. All rights reserved. ICND1 v1.0—1-12

Network Connection
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Subnetworks

 Smaller networks are 
easier to manage.

 Overall traffic is 
reduced.

 You can more easily 
apply network security 
policies.
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What a Subnet Mask Does

 Tells the router the number of bits to look at when routing
 Defines the number of bits that are significant
 Used as a measuring tool, not to hide anything
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Possible Subnets and Hosts for a Class 
C Network
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Possible Subnets and Hosts for a Class 
B Network
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Possible Subnets and Hosts for a Class 
A Network
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End System Subnet Mask Operation
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How Routers Use Subnet Masks



© 2007 Cisco Systems, Inc. All rights reserved. ICND1 v1.0—1-20

Applying the Subnet Address Scheme
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Octet Values of a Subnet Mask

Subnet masks, like IP addresses, are represented in the dotted decimal 
format like 255.255.255.0
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Default Subnet Masks

Example Class A address (decimal): 10.0.0.0
Example Class A address (binary): 00001010.00000000.00000000.00000000
Default Class A mask (binary): 11111111.00000000.00000000.00000000
Default Class A mask (decimal): 255.0.0.0
Default classful prefix length: /8

Example Class C address (decimal): 192.168.42.0
Example Class C address (binary): 11000000.10101000.00101010.00000000
Default Class C mask (binary): 11111111.11111111.11111111.00000000
Default Class C mask (decimal): 255.255.255.0
Default classful prefix length: /24

Example Class B address (decimal): 172.16.0.0
Example Class B address (binary): 10010001.10101000.00000000.00000000
Default Class B mask (binary): 11111111.11111111.00000000.00000000
Default Class B mask (decimal): 255.255.0.0
Default classful prefix length: /16
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Procedure for Implementing Subnets

1. Determine the IP address assigned by the registry authority.
2. Based on the organizational and administrative structure, 

determine the number of subnets required.
3. Based on the address class and required number of subnets, 

determine the number of bits you need to borrow from the 
host ID.

4. Determine the binary and decimal value of the subnet mask.
5. Apply the subnet mask to the network IP address to determine 

the subnet and host addresses.
6. Assign subnet addresses to specific interfaces.
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Eight Easy Steps for Determining Subnet 
Addresses
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Eight Easy Steps for Determining Subnet 
Addresses (Cont.)
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Example: Applying a Subnet Mask for a 
Class C Address
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Example: Applying a Subnet Mask for a 
Class B Address
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Example: Applying a Subnet Mask for a 
Class A Address
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What Is a Variable-Length Subnet Mask?

Subnet 172.16.14.0/24 is divided into smaller subnets.
– Subnet with one mask (/27).
– Then further subnet one of the unused /27 subnets into multiple /30 subnets.
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A Working VLSM Example
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A Working VLSM Example (Cont.)
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A Working VLSM Example (Cont.)
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A Working VLSM Example (Cont.)
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Understanding Route Summarization

Routing protocols can summarize addresses 
of several networks into one address.
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Summarizing Within an Octet
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Summarizing Addresses in a 
VLSM-Designed Network
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Route Summarization Operation in 
Cisco Routers

192.16.5.33 /32        Host
192.16.5.32 /27 Subnet
192.16.5.0 /24 Network
192.16.0.0 /16 Block of Networks
0.0.0.0 /0 Default

 Supports host-specific routes, blocks of networks, 
and default routes

 Routers use longest prefix match
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