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The Internet: An Exciting Time

One of the most influential inventions
— Aresearch experiment that escaped from the lab
— ... to be the global communications infrastructure

Ever wider reach
— Today: 2 billion users, 15 billion devices

— Tomorrow: more users, content, sensors, “things”,
40 billion devices by 2020

Constant innovation

— Web, P2P, video, online shopping, social networks, cloud, ...



Transforming Everything

The ways we do business
— E-commerce, advertising, cloud computing, ...

The way we have relationships
— E-mail, IM, Facebook friends, virtual worlds

The way we think about law and govern
— Interstate commerce, national boundaries?
— Censorship and wiretapping

The way we fight

— Cyber-attacks, including nation-state attacks



But what is networking?



A Plethora of Protocol Acronyms?
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A Heap of Header Formats?
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TCP/IP Header Formats in Lego




A Big Bunch of Boxes”
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An Application Domain?



A place to apply theory?

Algorithms and data structures
Control theory

Queuing theory

Optimization theory

Game theory and mechanism design
Formal methods

Cryptography

Programming languages

Graph theory

11



A place to build systems?

Distributed systems
Operating systems
Computer architecture
Software engineering
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S0, Why is Networking Cool?

Relevant
— Can impact the real world
— Can measure/build things

Interdisciplinary
— Well-motivated problems + rigorous solution techniques

Widely-read papers
— Many of the most cited papers in CS are in networking

— Congestion control, distributed hash tables, resource
reservation, self-similar traffic, multimedia protocols
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S0, Why is Networking Cool?

Young, relatively immature field
— Tremendous intellectual progress is still needed
— You can help decide what networking really is

Defining the problem is a big part of the challenge
— Recognizing a need, formulating well-defined problem
— ... Is at least as important as solving the problem.

Lots of platforms for building your ideas
— Testbeds: Emulab, PlanetLab, Orbit, GENI
— Programmability: Click, Mininet, NetFPGA, Switch chips
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This course

... iIs about the latest in networking research

Main goal:
Prepare for high quality research in this field
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We’'ll focus mostly on...

Data Center Networking

Software Defined Networking

Two “hot” areas of research

Significant interest in both academia & industry

Lots of opportunities for impact



DCN/SDN Papers at SIGCOMM
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Readings & Presentations

Each group of two students will present one paper on
Last Lecture (offline class)

— Read paper and relevant references

— 15 minute talk

18



Data Center Networking



What are Data Centers?

Large facilities with 10s of thousands of networked servers

— Compute, storage, and networking working in concert
— “Warehouse-Scale Computers”




Types of Data Centers

Specialized data centers built
for one big app

— Social networking: Facebook

— Web Search: Google, Bing

NETFLIK [

@ “Cloud” data centers
- W2 i

— Amazon EC2, Windows Azure

Google
— Google App Engine
amazon
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Cloud Computing

On-demand
— Use resources when you need it; pay-as-you-go

Elastic
— Scale up & down based on demand

Multi-tenancy
— Multiple independent users share infrastructure
— Security and resource isolation
— SLAs on performance & reliability (sometimes)

Dynamic Management
— Resiliency: isolate failure of servers and storage
— Workload movement: move work to other locations
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Data Centers with 100,000+ Servers

Microsoft

Facebook
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These things are really big

Google

amazon.com

10-100K servers
100s of Petabytes of storage

100s of Terabits/s of Bw

(more than core of Internet)

10-100MW of power

(1-2 % of global energy consumption)

100s of millions of dollars
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Datacenter Traffic Growth

J50x] Traffic generated by serversin our datacenters
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<> Source: “Jupiter Rising: A Decade of Clos Topologies and Centralized
Control in Google’s Datacenter Network”, SIGCOMM 2015.
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s Different about DCNs?

4

What




What’s Different about DCNs?

Single administrative domain

No need to be compatible with outside world
Tiny round trip times (microseconds)
Latency/tail latency critical

Massive multipath topologies

Shallow buffers

Backplane for large-scale parallel computation
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Example: Web Search

Pa rtltlon/Aggregate
App Structure
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Data Center Challenges

Massive bisection bandwidth
— Topologies
— Load balancing
— Optics

Ultra-Low latency (<10 microseconds)
— Rate-control or packet scheduling?
— Centralized or distributed?

Managing resources across network & servers
— Multi-tenant performance isolation
— App-aware network scheduling (e.g. for big data)

Next-generation hardware
— RDMA, Rack-Scale Computing
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Software Defined Networking



Software Defined Network (SDN)
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Global Network Map

Control Plane

Forwarding

Forwarding

Forwarding

Forwarding

Forwarding
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Software Defined Network

A network in which the control plane is
physically separate from the forwarding plane.

and

A single control plane controls
several forwarding devices.

(That’s it)
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Software Control Plane

SDN

Intended consequences...

1. Put network owners and operators in control.

2. Networks that are more reliable and more secure.

3. Networks that cost less: simpler, streamlined hardware.
4. Networks that cost less to operate (fewer features).
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An example
Routing
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Edsger Dikjstra
1930-2002

Photo: Hamilton Richards

function Dijkstra(Graph, source):

for each vertex v in Graph:
dist[v] :=infinity ;
previous[v] := undefined;
dist[source] :=0;
Q := the set of all nodes in Graph ;
while Q is not empty: /l The main loop
u := vertex in Q with smallest distance in dist][] ;
remove u from Q ;
if dist[u] = infinity:
break ;

for each neighbor v of u:
alt := dist[u] + dist_between(u, v) ;
if alt < dist[v]:
dist[v] :=alt;
previous[v] :=u;
decrease-key v in Q;
return dist[], previous];
end function
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1. Figure out which routers and links are present.
2. Run Dijkstra’s algorithm to find shortest paths.

“If a packet is going to B,
then send it to output 3”

Data

G
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95%
o
1. Figure out which routers and links are present.
2. Run Dijkstra’s algorithm to find shortest paths.

5%

Network Working Group 50,000 lines of code J. Moy

Re t Comments: 2328 Ascend Communications, Inc.

1084000 fines of code april 1998

Obsoletes: 2178

Category: Standards Track 50,000 lines of code

::: OSPF Version 2
Status of this Memo %’

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is
unlimited.

Copyright Notice
Copyright (C) The Internet Society (1998). All Rights Reserved.

Abstract

This memo documents version 2 of the OSPF protocol. OSPF is a
link-state routing protocol. It is designed to be run internal to a 40
single Autonomous System. Each OSPF router maintains an identical
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[ Dijkstra ][ 1S-1S ][ BGP ][ MPLS ][ Firewall... ]
./\.‘/\'/. Global Network Map

[ Network OS ]
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S vl Hundreds of protocols
Features 6,500 RFCs
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SNSEEES Tons of millions of lines of code.
Closed, proprietary, outdated.

Control
Plane
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Seelr oM Billions of gates.
a=ICUEICHN Power hungry and bloated.
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A Major Trend in Networking

Go ugle Microsoft o

OPEN NETWORKING e '
FOUNDATION verizen  YAHIOS
Google
|
N
' Bought for $1.2 billion
Nicira (mostly cash)
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An Opportunity to Rethink

How should future networks be
— Designed
— Managed
— Programmed

What are the right abstractions
— Simple
— Powerful
— Reusable
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For next time...
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