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Definition

• Information Security is defined as the set 
of mechanisms, techniques, measures, 
and administrative processes employed 
to protect IT assets from unauthorized 
access, (mis)appropriation, manipulation, 
modification, loss, or (mis)use and from 
unintentional disclosure of data and 
information embedded in these assets.



Definition

• The Oxford English Dictionary definition of risk is as follows: ‘a 
chance or possibility of danger, loss, injury or other adverse 
consequences’ and the definition of at risk is ‘exposed to danger’.
• The Institute of Risk Management (IRM) defines risk as the 

combination of the probability of an event and its consequence.
• Risk management is the process that allows IT managers to 

balance the operational and economic costs of protective 
measures and achieve gains in mission capability by protecting 
the IT systems and data that support their organizations’ 
missions.







IT Aset
• Desktops PCs and laptops 

• Mobile devices and wireless networks (e.g., PDAs, Wi-
Fi/Bluetooth devices) 

• Application servers, mainframes 

• Mail servers 

• Web servers Database servers (data warehouses, 
storage) as well as the entire universe of corporate 
data, records, memos, reports, etc.

• Network elements (switches, routers, firewalls, 
appliances, etc.) 

• PBXs, IP-PBXs, VRUs, ACDs, voicemail systems, etc.

• Mobility (support) systems (Virtual Private Network 
nodes, wireless e-mail servers, etc.)



Definition

• Perera et al. (2014) defined the management of risks as a 
systematic approach to the identification, assessment, 
evaluation, and ranking of the associated risks followed by 
the allocation of the necessary resources to monitor, 
control, and minimise any adverse impacts of undesirable 
events. 



IT Risk Management Lifecycle

Assessing 
The Risks

Controlling 
Defined Risk 
Management

Preventing 
Risks 

(mencegah
resiko)

Reporting 
Results

Identifying 
risks
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CATEGORY RISK
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HAZARD (OR PURE) 
RISKS; 

CONTROL (OR 
UNCERTAINTY) RISKS; 

OPPORTUNITY (OR 
SPECULATIVE) RISKS



The Computer Crime and Intellectual 
Department of Justice defines :
• Confidentiality. A breach of confidentiality occurs when a person 

knowingly accesses a computer without authorization or exceeding 
authorized access. Confidentiality is compromised when a hacker views 
or copies proprietary or private information, such as a credit card 
number or trade secret. 
• Integrity. A breach of integrity occurs when a system or data has been 

accidentally or maliciously modified, altered, or destroyed without 
authorization. For example, viruses and worms alter the source code in 
order to allow a hacker to gain unauthorized access to a computer 
system. 
• Availability. A breach of availability occurs when an authorized user is 

prevented from timely, reliable access to data or a system. An example 
of this is a denial of service (DoS) attack.
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Confidentiality
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Melakukan Klasifikasi Akses:

internal use only (hanya digunakan di 
lingkungan internal perusahaan),

public (biasanya disebarkan 
melalui website atau media sosial 
perusahaan), dan

confidential (sangat rahasia, contohnya data-
data terkait planning, finansial, business 
process, dll).



Ancaman 
aspek confidentiality
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password strength (lemahnya password yang 
digunakan, sehingga mudah ditebak ataupun 
di-bruteforce).

malware (masuknya virus yang dapat 
membuat backdoor ke sistem ataupun 
mengumpulkan informasi pengguna).

social engineering (lemahnya security 
awareness pengguna dimana mudah sekali 
untuk ‘dibohongi’ oleh attacker, yang 
biasanya adalah orang yang sudah dikenalnya).



Bagaimana menjamin Confidentiality

• Enkripsi merupakan sebuah teknik untuk mengubah
file/data/informasi dari bentuk yang dapat dimengerti
(plaintext) menjadi bentuk yang tidak dapat dimengerti
(ciphertext), sehingga membuat attacker sulit untuk
mendapatkan informasi yang mereka butuhkan. Enkripsi
harus dilakukan pada level media penyimpanan dan transmisi
data.
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Capaian 
Integrity
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menerapkan strong encryption pada media 
penyimpanan dan transmisi data.

menerapkan strong 
authentication dan validation pada setiap akses 
file/akun login/action yang diterapkan. Authentication 
dan validation dilakukan untuk menjamin legalitas dari 
akses yang dilakukan.

menerapkan access control yang ketat ke sistem, 
yaitu setiap akun yang ada harus dibatasi hak 
aksesnya. Misal tidak semua memiliki hak akses untuk 
mengedit, lainnya hanya bisa melihat saja.



Availability

• Faktor kesengajaan
Faktor kesengajaan bisa dari serangan Denial of 
Service (DoS), malware, maupun hacker/cracker.
• Faktor accidental (kecelakaan). 
hardware failure (rusak atau tidak berfungsi dengan
baiknya hardware tersebut), konsleting listrik, kebakaran, 
banjir, gempa bumi, dan bencana alam lainya.
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Bagaimana 
memastikan 
tercapainya 

aspek availability,
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disaster recovery plan (memiliki cadangan baik 
tempat dan resource, apabila terjadi bencana 
pada sistem)

redundant hardware (misal memiliki 
banyak power supply)

RAID (salah satu cara untuk 
menanggulangi disk failure)

data backup (rutin melakukan backup data)



Risk 
management 
encompasses 

three 
processes
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Risk assessment

Penilaian resiko (risk assessment) merupakan proses awal di dalam 
metodologi manajemen resiko. Secara lebih spesifik sejak 
dikeluarkannya COSO Internal Control Integrated Framework, risk 
assessment dengan tegas dianggap sebagai salah satu komponen 
dari sistem internal control (Woods; 2007).

Risk mitigation,

Evaluation and assessment.



RISK 
ASESSMENT 

PROCESS



Risk management process as defined in this 
text.
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identification of threats

Risk 
identification

Risk Asesment
Risk Mitigation 

Planning
Risk Mitigation 
Implementation

Evaluation of 
mitigation 
efective
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JAKE KOUNS DANIEL MINOLI,2010
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QUOTE

“He who makes no mistakes makes 
nothing”



J Terima Kasih J
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