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CHAPTER 10
Securing Information Systems
CHAPTER OBJECTIVES

After reading this chapter, you will be able to do the following:

1. Define computer crime and describe several types of computer crime.
2. Describe and explain the differences between cyberwar and cyberterrorism.

3. Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.
CHAPTER OVERVIEW

With the proliferation of computing technologies to every corner of the world, most people and organizations have become completely dependent upon smartphones, tablets, and information systems (IS) to support communication and commerce. With this increasing dependency on technology to work flawlessly, we have never been more vulnerable to catastrophic security disasters. Because of this, individuals and organizations are focusing more of their attention on information systems security. Here, we first examine computer crime and other threats to information systems security, followed by a discussion of various approaches for securing information systems and the critical information they hold.

Managing in the digital world requires careful attention to IS security. Having thorough plans and approaches for dealing with IS security attacks and natural disasters is critical for effectively managing IS resources within organizations and your personal life.
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TEACHING SUGGESTIONS

This chapter presents a large number of opportunities for class discussion about securing information systems. The instruction should include an in-depth look at computer crime and the laws surrounding it. Included in this discussion should be hacking, cracking, the different types of computer criminals, viruses, Internet hoaxes, cybersquatting, cyberharrassment, cyberstalking, cyberbullying, and software piracy.

In today’s global environment, a look at cyberwar and cyberterrorism should take place as well as how we can secure our information systems. Safeguarding IS resources should include technological and human safeguards.

Instruction should conclude with a discussion on how to manage IS security, including creation of a security plan, and the type of controls needed to enforce IRS and Sarbanes-Oxley Act requirements.

ANSWERS TO REVIEW QUESTIONS

10-01.
List and describe the primary threats to IS security.

Answer:
The primary threats to IS security are:

· natural disasters, which include power outages, hurricanes, floods, and so on;

· accidents, which include inexperienced or careless computer operators;

· employees and consultants, which include people within an organization who have access to electronic files;

· links to outside business contacts, which includes electronic information at risk when it travels between or among business affiliates as part of doing business; and

· outsiders such as hackers and crackers who penetrate networks and computer systems to snoop or to cause damage.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-02.
Define computer crime and list several examples of computer crime.

10-03.
Explain the purpose of the Computer Fraud and Abuse Act of 1986 and the Electronic Communications Privacy Act of 1986. 

Answer:
The Computer Fraud and Abuse Act of 1986 prohibits:

· stealing or compromising data about national defense, foreign relations, atomic energy, or other restricted information;

· gaining unauthorized access to computers owned by any agency or department of the U.S. government;

· violating data belonging to banks or other financial institutions;

· intercepting or otherwise intruding upon communications between states or foreign countries; 

· threatening to damage computer systems in order to extort money or other valuables from persons, businesses, or institutions;
· threatening the U.S. president, vice-president, members of Congress, and other administrative members (even if it’s just in a critical e-mail)

The Electronic Communications Privacy Act of 1986 prohibits the breaking into of any communications service, including telephone services.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-04.
Contrast hackers versus crackers.

Answer:
Hackers are those individuals who are knowledgeable enough to gain access to computer systems without authorization but without criminal intent.

Crackers are those who break into computer systems with the intent of doing damage or committing a crime.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-05.
Why are insider threats particularly dangerous for organizations?

10-06.
Define malware and give several examples.

Answer:

Malware, short for “malicious software,” consists of viruses, worms, and Trojan horses.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-07.
Define and contrast cyberharassment, cyberstalking, and cyberbullying.
Answer:
Cyberharassment broadly refers to the use of a computer to communicate obscene, vulgar, or threatening content that causes a reasonable person to endure distress.

Cyberstalking refers to repeated contacts with a victim and can include: making false accusations, gaining information on the victim, encouraging others to harass the victim, attacking data and equipment of the victim, or using the Internet to place false orders for goods or services.

Cyberbullying is a means of deliberately causing emotional distress in the victim.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-08.
Define and contrast cyberwar and cyberterrorism.

Answer:
Cyberwar refers to an organized attempt by a country’s military to disrupt or destroy the information and communication systems of another country. 

Cyberterrorism is the use of computer and networking technologies against persons or property to intimidate or coerce governments, civilians, or any segment of society in order to attain political, religious, or ideological goals. Unlike cyberwar, cyberterrorism is not launched by governments, but by individuals and organized groups.

LO: 2—Describe and explain the differences between cyberwar and cyberterrorism.
AACSB: Reflective Thinking Skills

10-09.
What are physical access restrictions, and how do they make an information system more secure?

Answer:
Physical access restrictions deal with authenticating a person’s right to access an organization’s computer system. This is usually done by making access dependent on one or more of the following methods of authentication:

1. Something You Have—Examples would be keys, ID card, smart card, or a user ID;

2. Something You Know—Examples would be passwords, code numbers, PIN numbers, lock combinations, or an answer to a secret question;

3. Something You Are—Examples would be a physical attribute such as a fingerprint, a voice pattern, facial characteristics, or retinal patterns.

This makes the system more secure by restricting access to only those persons who are authorized to use the system. 

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-10.
Describe several methods for preventing and/or managing the spread of computer viruses.

Answer:
Several methods of managing and preventing computer viruses are:
1. purchase and install antivirus software, then update frequently against new viruses;

2. do not use flash drives, disks, or shareware from unknown or suspect sources;

3. delete without opening any e-mail message from an unknown source and be careful when downloading content from the Internet;

4. do not blindly open e-mail attachments, even if they come from a known source, as many are attached without the sender’s knowledge; and

5. if your computer system contracts a virus, report the infection to your school or company’s IT department so that appropriate measures can be taken.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-11.
Describe three human-based controls for safeguarding information systems.

Answer:
Three human-based safeguards for information systems are:

1. Federal and state laws

2. Ethical behavior

3. Effective management

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in insuring IS security.

AACSB: Reflective Thinking Skills

10-12.
Describe the process of managing IS security.
10-13.
Describe how the Sarbanes-Oxley Act impacts the IS security of an organization.

Answer:
The Sarbanes-Oxley Act impacts the IS security of an organization by performing an IS audit to help reduce organizational costs or remain competitive by identifying areas where IS controls are lacking and need improvement.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

NOTE: Self-Study questions and answers 10-14 through 10-23 can be found in the text.

ANSWERS TO PROBLEMS AND EXERCISES

10-24.
Match the following terms with the appropriate definitions:

__e__
 Acceptable use policy

__g__ 
Phishing
__d__ 
Authentication


__f__ 
Information systems audit
__c__ 
Cyberwar


__i__ 
Spyware
__a_ 
Biometrics


__j__ 
Unauthorized access
__b__
Firewall


__h__ 
Zombie computer
10-25.
Interview an IS professional about countermeasures taken against virus infections and other types of malware. How does the organization protect its information systems infrastructure against such threats? Has the organization encountered any breaches lately? Is the professional willing to speak to you about these breaches? Why or why not?
Answer:

Answers will vary but many organizations may be reluctant to reveal breaches in their security due to the potential loss of goodwill, or fear of attracting copycat attackers.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-26.
Search the Web for three recent denial-of-service attacks. Which organizations were targeted? Who were the perpetrators? Why were these organizations targeted? Prepare a one-page report comparing and contrasting these incidents.

Answer:

Answers will vary.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10.27
Survey your friends and family about the effects of media coverage on computer security related incidents. Are people becoming more alert as a consequence of being made aware of such incidents? Do you feel the hype generated by the media around such incidents can change people’s behavior? Why or why not?

Answer:

Answers will vary.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-28.
Do you feel the media generate too much hype regarding hackers and crackers? Since prominent companies such as Microsoft are often hacked into, are you concerned about your bank account or other sensitive information?

Answer:

Answers will vary. Some believe that the concern is justified, whereas others will think it is overblown. As a discussion-enabling tool, the instructor may wish to install a logging firewall on a computer attached to the Internet and record access attempts and probes over a few days or hours. The results, although not guaranteed to be spectacular, can be expected to be illuminating for most students.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-29.
 Search the Web for recent incidents of identity theft involving celebrities. What were the consequences of these incidents? How could the celebrities have safeguarded themselves against identity theft? Were the perpetrators of the crime caught? If yes, how?
Answer:

Answers may vary.
LO: 1—Define computer crime and describe several types of computer crime.

AACSB: Reflective Thinking Skills

10-30.
Search the Internet for information about the damaging effects of software piracy and/or look at the following Web sites: www.bsa.org and www.microsoft.com/piracy. Is software piracy a global problem? What can you do to mitigate the problem? Prepare a short presentation to present to the class.

Answer:

Answers will vary. Most students are aware of the issue, but wide variation in the awareness of its impact can be expected. 

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-31.
Many social media sites have become the perfect platform for circulating false information. Have you recently received or forwarded a hoax? What can you do to confirm the veracity of messages circulating online?

Answer:

Answers will vary, but five of the most popular hoaxes are: (1) the Nigerian scam, (2) the phishing scam, (3) the Internet dating scam, (4) bogus warnings scam, and (5) the personal information update scam.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-32.
What laws should be enacted to combat cyberterrorism? How could such laws be enforced?

Answer:

Answers will vary, but should include a listing of those states that have passed (or are considering) cyberterrorism laws, such as New York, where it is considered a felony.
LO: 2—Describe and explain the differences between cyberwar and cyberterrorism.

AACSB: Reflective Thinking Skills

10-33.
Find a recent news story on cyberwar or acts of cyberterrorism. What was the story about? Who was being attacked, and what was the extent of the damage? From the attacker’s standpoint, do you think the attack was effective? Why or why not?
Answer:

Answers will vary.
LO: 1—Define computer crime and describe several types of computer crime.

AACSB: Reflective Thinking Skills

10-34.
Search the Web for hardware and software firewalls. How do they provide protection, and what does it cost to provide this needed protection? What are the benefits and drawbacks of each approach? Prepare a one-page report that outlines what you have learned.
Answer:

Answers will vary. Differences may be seen in the level of protection offered, the price, as well as the need for separate equipment in the case of hardware firewalls.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-35.
Search the Web for further information on VPNs. How can you obtain a VPN connection? What are the different scenarios for which you could use a VPN connection?
Answer:

Answers will vary. Various services offer VPN connections. Many people use VPN connections to access content otherwise not available in their home countries.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-36.
What levels of user authentication are used at your school and/or place of work? Do they seem to be effective? What if a higher level of authentication were necessary? Would it be worth it, or would the added steps cause you to be less productive?

Answer:

Answers will vary.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-37.
Should the encryption issue be subject to ethical judgments? For instance, if an absolutely unbreakable code becomes feasible, should we use it with the knowledge that it may help terrorists and other criminals evade the law? Should governments regulate which encryption technology can be used so that government law enforcement agents can always read material generated by terrorists and other criminals? Explain your answer. Should the government continue to regulate the exportation of encryption technology to foreign countries, excluding those that support terrorism, as it does now? Why or why not?

Answer:

Answers will vary.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-38.
Assess and compare the security of the computers you use regularly at home, work, and/or school. What measures do you use at home to protect security? What measures are taken at work or school to protect security? (If possible, interview IT/IS personnel at work and/or at school to determine how security is protected in the workplace and in classrooms.) Describe any security vulnerabilities you find and explain how they might be corrected.
Answer:

Answers will vary, but should include use of an antivirus software package, systematic updates, and scanning your hard drive on a consistent basis.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-39.
Many people freely borrow images from blogs, company Web sites, or the social media to re-post or for other uses. What are the ethical implications of such behavior? Search the Web for potential legal consequences arising from such behavior, and prepare a one-page report summarizing your findings.
Answer:

Answers will vary. There are clear ethical and legal consequences of such behavior. Legal consequences may be different for different countries. Likewise, depending on the student’s cultural background, ethical concerns may differ.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-40.
Interview an IS professional about the effects of the Sarbanes-Oxley Act on the management of information systems within the organization he or she is working. What changes had to be made to the systems, processes, user training, or other areas? Why? Prepare a one-page report summarizing your findings.

Answer:

Answers will vary widely. 
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Ethical Understanding and Reasoning Abilities, Reflective Thinking Skills

10-41.
Review your university’s password policies. How often do you have to change your password? What restrictions are placed on choosing passwords? Ask your friends on how they choose new passwords.

Answer:

Answers will vary. Many students might find overly restrictive password policies as cumbersome, and will try to circumvent the policies by making only minor changes to passwords, or reusing passwords as much as possible.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-42.
Should tougher laws be passed to make spam a crime? If so, how should lawmakers deal with First Amendment rights? How would such laws be enforced?

Answer:

Answers will vary. Spam is currently a hot-button item, with many legislative bodies and countries talking about the issue. There are a number of legal and ethical issues that can be developed here.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Ethical Understanding and Reasoning Abilities, Reflective Thinking Skills

10-43.
Insider threats are not new. Use the Web and find two examples of insider threats throughout history that have had a big negative impact on their organization or government.

Answer:

Answers will vary but two examples are (1) a major US city had two employees who disabled the traffic control system at four intersections to where the lights just blinked; it took the city four days to fix the problem; and (2) an employee of a computer networking company downloaded sensitive intellectual property to use at a competing company.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-44.
Search the Web for ways of protecting data from (industrial) espionage, especially when traveling. Are there any areas in the world where you have to be particularly vigilant? Who seems to be most vulnerable to espionage? How can people prevent their data from being stolen or compromised?
Answer:

Answers will vary.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

ANSWERS TO Applications exercises
The Solution Files to accompany these exercises are available within the Instructor Resource Center. The Student Files to accompany these exercises are available for download at: www.pearsonhighered.com/valacich. Please refer to the Data File Guide for file names. 
SUGGESTED ANSWERS TO TEAM WORK EXERCISE: Net Stats: Top Cyberthreats
Robert Morris’s worm, a bug that crashed a record 6,000 computers (a statistic compiled from an estimate that there were 60,000 computers connected to the Internet at the time and the worm affected 10 percent of them), now seems as antiquated as the 1911 Stutz Bearcat automobile. Morris was a student at Cornell University in 1988 when he devised a program that he later insisted was intended simply to gauge how many computers were connected to the Internet.

Errors in Morris’s program turned it into a self-replicating monster that overloaded computers and threatened frightened Internet users. Dubbed simply the Internet Worm, Morris’s program was the precursor for today’s multitude of malevolent codes.  

According to Kaspersky Lab, a leading developer of content management security solutions, attackers must continuously change their methods in response to the growing competition among the IT security companies that investigate and protect against targeted attacks. Increased public attention to security lapses will also force the attackers to search for new instruments. For example, conventional methods of attacks involving e-mail attachments will gradually become less effective, whereas browser attacks will gain in popularity. For 2014 and beyond, we can expect to see the following:

■ Mobile threats will continue to rise.

■ Bitcoin (the virtual currency) will increasingly be under attack.

■ Maintaining privacy will become increasingly difficult.

■ Attacks on cloud storage facilities will increase.

■ Attacks on software developers will increase.

■ Cyber-mercenaries will be on the rise.

■ Fragmentation of the Internet will continue to increase.

In addition to these various trends, an old favorite, the Windows operating system, will continue to be a popular target. Nevertheless, given some major security improvements within Windows 7 and Windows 8, many experts believe that this is driving criminals to other, easier targets.
Questions and Exercises
10-47.
Search the Web for the most up-to-date statistics and events related to IS security. 
Answer:

Answers will vary.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-48.
As a team, interpret these numbers (or stories). What is striking/important about these findings?

Answer:

Answers will vary.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-49.
As a team, discuss how these findings will look in 5 years and 10 years. What will the changes mean for globalization? What issues/opportunities do you see arising?

Answer:

Answers will vary.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

10-50.
Using your spreadsheet software of choice, create a graph/figure most effectively visualizing the finding you consider most important.

Answer:

Answers will vary.
LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

ANSWERS TO THE OPENING CASE—Managing in the Digital World: Not So “Anonymous”—Activists, Hacktivists, or Just Plain Criminals?
1.
What is the difference between hacktivists, cyberterrorists, and other computer criminals?
Answer:

A hacktivist is someone who breaks into a computer system or defaces a Web site to promote political or ideological goals.  A cyberterrorist is someone who plants a destructive program in a computer system and then demands a ransom from the victim(s). 

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

2.
What tools can hacktivists and other computer criminals use to attack information systems?
Answer:

Answers may vary, but the main tool they use is a computer program that can alter a legitimate computer program.

LO: 3—Discuss the process of managing IS security and describe various IS controls that can help in ensuring IS security.

AACSB: Reflective Thinking Skills

3.
How can organizations and individuals protect themselves from attacks by hacktivists and other computer criminals?
Answer:

Answers will vary, but most will mention good (and updated) antivirus programs.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

ANSWERS TO BRIEF CASE—3D Crime Scenes
1. How does the rapid evolution of technology change the way crimes are investigated and cases are presented in court proceedings?
Answer:

The way crimes are investigated with newer technologies allows a virtual look at a crime scene in 3D that has been re-created using every detail available. The ability to do this can lead to a solid conviction of a person charged with a crime when guilty.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

2.        Will 3D crime scene capabilities increase or decrease the CSI effect?  Why?
Answer:

Such crime scenes will probably increase the CSI effect because continued use of newer technologies will only increase, resulting in an overwhelming case for defenders to deal with when presenting evidence to jurors.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

Industry Analysis: Cybercops Track Cybercriminals 
1. Today, is it harder or easier to be a criminal? Why?

Answer:

Answers will vary, but it could be both. Criminals need to be better educated to be able to use the technology available to facilitate criminal activity.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

2. Provide an argument as to whether law enforcement can or cannot get ahead of criminals technologically.
Answer:

Opinions on this topic may vary; however, individuals in this category are generally extremely talented and understand security measures very well. It may be a case of “it takes a thief to catch a thief.” Also, when one technology leapfrogs the other, it seems like it is very little time until the other side figures out a way around the technology.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

ANSWERS TO END-OF-CHAPTER CASES

Case 1: Stopping Insider Threats: Edward Snowden and the NSA
10-51.
Choose a large company that many people are familiar with. How could this company be damaged by insider threats?
Answer:

Answers will vary.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-52.
How can companies reduce insider threats?
Answer:

Answers will vary.

LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-53.
Research the Snowden leaks on the Web. How was Snowden able to gain access to so many classified documents?
Answer:

Answers will vary.  After distinguishing himself (at the CIA) as junior man on the top computer team, Snowden was sent to the CIA's secret school for technology specialists, where he lived in a hotel for six months while studying and training full-time.  In March 2007, the CIA stationed Snowden with diplomatic cover in Geneva, Switzerland, where he was responsible for maintaining computer network security. Assigned to the U.S. mission to the United Nations, Snowden was given a diplomatic passport and a four-bedroom apartment near Lake Geneva. According to Greenwald, while there Snowden was "considered the top technical and cybersecurity expert" in that country and "was hand-picked by the CIA to support the president at the 2008 NATO summit in Romania." These positions gave Snowden access to thousands of sensitive files.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

Case 2: China’s Great (Fire) Wall
10-54.
Should foreign companies provide their technologies to China, knowing that the technologies are used to limit the individual freedom of Chinese citizens? Why or why not?
Answer:

Answers will vary.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-55.
Given that China has the largest number of Internet users, do you think they can ultimately succeed in controlling information? Why or why not?
Answer:

Answers will vary, and a case can probably be made both ways. The greater the technology advances, the more difficult it will be to control information. Much will depend on how technology savvy the Chinese government remains. 
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

10-56.
Should the rest of the world care if China limits information access within China? Why or why not? Now that Google has moved against censorship, do you think other companies will follow suit? Why or why not?
Answer:

Answers will vary.
LO: 1—Define computer crime and describe several types of computer crime.
AACSB: Reflective Thinking Skills

MyMISLab

10-57.
Describe information systems risk assessment and explain four ways to approach systems security risk.

Answer:

Visit MyMISLab for suggested answers.

10-58.
Define and contrast spyware, spam, and cookies.

Answer:

Visit MyMISLab for suggested answers.

For an example illustrating the concepts found in this chapter, view the videos in mymislab.com.
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