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Modul 5

Wireshark Installation (Linux)

UNIX, Linux, and BSD:

Wireshark runs on most UNIX and UNIX-like platforms including Linux and most BSD
variants. The system requirements should be comparable to the specifications listed
above for Windows. Binary packages are available for most Unices and Linux
distributions including the following platforms:

Alpine Linux

Arch Linux

Canonical Ubuntu

Debian GNU/Linux

FreeBSD

Gentoo Linux

HP-UX

NetBSD

OpenPKG

10. Oracle Solaris

11. Red Hat Enterprise Linux / CentOS / Fedora
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If a binary package is not available for your platform you can download the source

and try to build it. Please report your experiences to wireshark-dev[AT]wireshark.org.

How to Install Wireshark on Debian-Based Systems
Now, let’'s show you how to install Wireshark on Debian-based systems. These

include OS’s such as Ubuntu, Kali, Mint, and others.

For our demo, we will be using Ubuntu. To install packages on Debian systems, you
must use the apt package manager, designed to handle software installation,

upgrade, and removal.

Ensure your system is up to date by using the following commands.

First, make sure your packages are up to date.
sudo apt update -y
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And then update the system with the following:
sudo apt upgrade -

whuntud@Ubuntwe -

% sudo apt upgrade -y
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Calculating upgrade... Done

The following NEW packages will be installed:
firefox libwpe-1.8-1 libwpebackend-fdo-1.8-1 1

inux-headers-6.2.0-26-generic Linux-hwe-6.2-head

ers-6.2.0-26

To install Wireshark, simply run the following command.
sudo apt install wireshark

e B b

%2 sudo apt install wireshark
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The follewing additional pa 5 Will be installed:
libbecg729-8 libc-ares2 1ib = COnve

Libmd4ecs Libminizipl libpere2-16-8 Libg

libgtcdbust 1ibgtSouis libgtimultimedias
libgtemultimedias-p ins libgtSmultimediagsttoolss
libgtemultimediawidgetss libgtSnetworks
lLibgtsprintsupports libgtssvgs libgtSwidgetss libsmi2ldbl
libsnappyivs libspandsp2 libssh-ge h

Tibwiresharkls Tlbwiretapi? Tibweutilld 1ibxcbhb-xlner anad

The installer will tell you how many MB will be used and if you want to continue.
Select “Y” to continue with the installation.

You will be presented with a package configuration screen informing you about
Dumpcap (a component of the Wireshark suite that does the heavy lifting when
capturing packets.)

Select “Ok” to continue



Package coanfiguration

| Conflgurlng wireshark-common |

Cumpcap £an b= installed in a way that allows members of the
"wireshark" system group to capture packets. This is
reconmended cver the alternative of running Wireshark//Tshark

-d:l::p-i-"""—

The next screen will ask if non-superusers should be allowed to capture packets.
This essentially asks if you want to give users without administrative or “root”

i

privileges the ability to capture packets using Wireshark. Choose “Yes” or “No.’

Lvisarbe@lirrie

*ackaoe configuration

Configuring wireshark-common
Should ron-superusers be able to capture packets?

ves eNo

Wireshark will now be installed. Enter wireshark in the command line to open
Wireshark.
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How to Install Wireshark on Fedora-Based Systems
Next, we’ll show you how to install Wireshark on a Fedora-based system, including
RHEL, CentOS, and others. For our demo, we are using Ultramarine.
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Fedora uses the DNF (Dandified Yum) package manager as its primary tool for
managing software packages. DNF replaced YUM in Fedora 22, but you may still
encounter YUM if you use an older specific Red Hat-based distribution.

Before installing Wireshark, ensure your system is up to date by running the following

commands.

To update the DNF package repository information, use the following:
sudo dnf updateinfo

To upgrade all packages, use the following command:
sudo dnf upgrade

Liveuser o

ast metadata
Oependencies res

Sometimes, cleaning the cache to ensure no outdated metadata or packages are
lingering around is a good idea. To do this, run the following:
sudo dnf clean all

Terminal

1iveuser on

clean all
8@ files removed

Now you’re ready to install Wireshark. This can be done with the following command

to install Wireshark and all the necessary dependencies.
sudo dnf install wireshark
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To start Wireshark, simply enter wireshark in the terminal.

41



Tenmisad

liveuser on

AHAC SRER Se2@F2EE 225 H

UG B Nl [ ]

Uier's Guidds - Wikl - Suedtioag and Andwers - Mailag Lats - ShariFes! - Wirsihark Discord - Denats

Tou ane runsing Wit &0 0 (G cormme| L BEL oo U )

B Ready ta kosd or capiure M Pacets Profbe: Defsult

How to Install Wireshark on Arch-Based Systems
We will now show you how to install Wireshark on an Arch-based system, including

Manjaro, Garuda, and EndeavourOS. For our demo, we will be using

Manjaro.Arch-based systems use pacman to manage software packages. This
package manager is responsible for handling installations, updates, and removals.

Before we install Wireshark, let’s make sure the system is updated. We must

synchronize the package database and upgrade the system to do this.

To synchronize the database, use the following command.
sudo pacman -Sy

We must update all installed packages to their latest versions with the following
command.

sudo pacman -Su
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Now we can install Wireshark and all the required packages by running the below
command.
sudo pacman -S wireshark-qt

Enter wireshark in the terminal to load Wireshark.
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How to Compile Wireshark From Source on Linux Systems
The easiest way to install Wireshark on Linux is with the package manager, but If you
want to build Wireshark from source, we will show you a method on Ubuntu 22.04.

The steps should generally be similar for other Linux distributions.
You would want to use this method instead of a package manager for a few reasons.

. It lets you access the newest features and bug fixes directly from the
developers.
. Building from source allows you to enable or disable specific features based

on your needs or the environment you're deploying in.

. It can provide a deeper understanding of the software, its dependencies, and
the overall system architecture. It's a good learning experience.

Ensure you have the latest software packages installed from the system's
repositories:

sudo apt-get update

Set the system's timezone according to your IP address:

export DEBIAN_FRONTEND=noninteractive

sudo In -fs /usr/share/zoneinfo/$(curl http://ip-api.com/line?fields=timezone)
/etc/localtime

L hifp:d)ip-apicomfTine? Malds=1 ireeone]

Spent

Next, install the necessary packages that are needed to build Wireshark:

sudo apt-get install -y build-essential git cmake qgttools5-dev gttools5-dev-tools
libgt5svg5-dev gtmultimedia5-dev \

gt6-base-dev gt6-multimedia-dev qt6-tools-dev qt6-tools-dev-tools qt6-110n-tools
libgt6core5compat6-dev libpcap-dev \

libc-ares-dev libgcrypt20-dev libglib2.0-dev flex bison libpcre2-dev libnghttp2-dev
libspeexdsp-dev

o

poafe frpd

Z-36A ALy N QLR -po2e-qes DLE-W TL W5 - 060
.2 zngo shp-0ef Juzpepr <A prUrge=ezzeuigey dre cusge dipoorzo-gesa dpfoafeasgensLo

The following commands clone the Wireshark repository, navigate into it, create a
build directory, move into that directory, run the cmake command to generate the

build files, and then make to build the software.
git clone https://github.com/wireshark/wireshark ~/wireshark
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dane.
1932}, done.

emote: Total | del F ed 4066 (delta 2438), pack-reused 496393

ing objects: 100% (TOE : B95.46 MiB | 16.92 MiB[s, dor
.ln':n-!v'.nq Hrl:nw: A
pdating files: 183%

E

cd ~/wireshark
sudo mkdir build
cd build

sudo cmake ../

sbuptumrhieely -l dbarh Tl

; % sudo cmake ../Jf
The C compiler identification is GhU 11.4.8
The CxXX compller ldentificatiom is GHU 11.4.8
Detecting C cempiler ABI info

Detecting C compiler ABI info - done

Check for working C compiler: fusr/binjcc - skipped

Detecting C compile features

Detecting C compile features - done

Detecting compiler BBI info

Detecting CXX compiler 8BI info - done

Check for working C¥X compiler: fusr/binfc++ - skipped
compile Teatures

Detecting CXX compile features - done

sudo make -j nproc’
This command will take a while to complete, so grab a cup of coffee, tea, or your

favorite beverage, sit back, and let the compiling work it’s magic.

C1 e e TR PR 1] PR ST

F

F

Built target docs

F L

Built target cli_main

=

Built target capture_opts

o

F

1%]
1%]
1%]
1%]
1%]
1%]
1%}
1%}
1%]
1%]
1%]
1%]
1%}

]

You can now run Wireshark by running the following command from
the /wireshark/build/run directory.
sudo ./wireshark
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Finish.

JOBSHEET 5

Lakukan installasi wireshark jelaskan tahapan, hasil installasi dan

analisis nya.

-

LAPORAN HASIL PERCOBAAN:
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