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Modul 6

Wireshark Menu

The Wireshark file menu contains the fields shown:

Copture  Anakze Statistics  Telephany eless

’ 0 segment

Open Cirl-0 iEEaa
Dpen Recent *
Merge
mpart fram Hex Dump._ reausenbled FOU]
Clase Crrke W
resssewbled POLU]

. [TCP ACxed unseen 5.4 [4

Seve A5 Shift=5
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|
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Maric/Unsnark Packes
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. S Time Refer ' 1, Dst: 172.16.8.122
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Packet Comment

Configuratian Prefi
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Dc Q0
RFGYES2A 40

82 (88), Seq: 1, Acl

segnent of & resssenbled PDU)

1453 [TCP segment of a reassembled PDU)

Window Update] [TCP ACKed unseen s_d4 [ACK] Seq

segment of a reasseabled POU]

e C 1 CP ssgwent of & reassembled PDU)

B8:0c129:42:12:11)

Packets! 2083 * Desplaved: 2063 {100.0%)
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Ml htip-ooo.peap
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1l Fl I
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¥ Packet List
¥ Facket Details
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Tirre Disgl 4
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P . 10.0.9.2 TCp 168 [t 32123 + B8
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Shew Packet in New Window
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Reload a5 File Format/Capture Ctale Shifte F TAnAN Contnl Froton) ’
B elosd ok o S 0 N T Y L. L. Y O O O L1
Source Port Destination Port
guance Number
Acknowlecgment Number
< > ; T T vi
X Packets: 18 - Desplayed: 16 (100.0%) Profie: decode_as_prefs
o =
File Edit View Go Copture Anshee Stetstics Telephony Wireless Tools Help
QG |&a

Ether

1454 by

Transmission Control Protocol, Src Po

Mest Facket
Frevious Packet
acket

Last Packet

Auto Serall in Live Capture

TR IO

ime.121

o5 an wire (11

Vmware, ee:el

32 bits),
29:50
Internet Pretocel Version 4, Secr 200.121

CisteDown
Chebs Up
Chrte Home

Ciri+End

=
e
HENERS

Length Info
1454 [TCP segment of & reassesbled PDU]

F segrent of a resssesbled POU]
ndow Update] [TCP A

Veware_42

172.16.8

B0 (8e), Seq:

1, Ack: 1,

d unseen 5.4

K] Seq=l ack

Load bt 0:0, 100 | Profie: Defaur



Capture:

Ml ocd-httpopcap — n w
Fie Edit Veew Go  Capture  Analyze Sastetics  Telephony Wireless Tocls  Help

dnm @ @ Options. Carl=k = aaeg

L I A o Cri=E |

' L ity L_:"B!f:o " Length 1

of a resssembled POUT
Capture Filt - -
segrent of & reassembled POU]

Refresh Interfaces window U [ =€ 3008 Lensd

segrent

Frame 1: 1453 bytes on wire (11632 bits), 1458 bytes captured (11632 b:
Ethernet II, Src: Vmare_cf:88:31 (08:5
Internet Protocol Versicn 4, Src: 200
Transmission Control Protocal, Src Port:

Ack: 1, Len: 1400

L 11 13 o@ s@ [
a5 88 3@ fa 06 12
ee o8 58 a7 5¢ 12
£ 7 B0 00 30 54 4
45 78 74 44 63 52
52 €7 53 31 41 EF
[ B 4
M hitp-coo.peap - (m] *
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
a4 n ® RE Display Filters... |E
M 2c0ly 2 diagiay it e Display Filter Macros... | -]+
No.  Tme  Sorce Display Filter Expression... Protocol  Length Info e
1 0.006208 18.8. 78 32323 - 88 [ACK] Seqg=1 Ack=1 Win=§192 Ll.‘ﬂ-).
Apply as Col Cirls Shifts |
2 9.000001 10.9. Py Colma 42 32323 » 8@ [ACK] Seq=35 Ack=1 Win=8132 Len=
Apply as Filver L4
Prepare as Filter L
Conversation Filter L

7 0.000006 1e.9. Enabied Protocok... CtrlsShift+E 41 Continuation
8 8.008087 18.8. 7B 32323 + B [ACK] Seq=62 Ack=1 Win=8192
Decode As... CtieShiftell 3 L . v
2 . = - Reload Lua Plugins Ctrl+ShifteL =
Frame 1: 78 bytes on wire Its) -
Internet Protocol Version SCTP ’
~ Transmission Control Prot Follew ¥ q: 1, Ack: 1, Len: 38
Source Port: 32323
Destination Port: 80 Show Packet Bytes... Ctri+Shift« 0
[Stream index: @] Expert Information

[TCP Segment Len: 38]
Sequence Number: 1 {relative sequence number)

Sequence Number (raw): 168

[MNext Sequence Number: 39 (relative sequence number)]

Acknowledgment Number: 1 (relative ack nusber)

Acknowledgment number (raw): @

8181 .... = Header Length: 28 bytes (5)

Flags: @x@la (ACK)

Window: B192 w
45 00 00 4 00 01 GG 0@ 42 06 66 a7 Ga G2 80 61 E N

2a 00 00 02 7e 42 oo 5o NTNTIEE ce co o oo ~CP
56 10 20 90 @5 ca 0@ 0@ 52 55 54 20 2f 31 20 48 P PUT /1 H
54 54 58 2f 31 2e 31 8d Bo 43 6f G2 74 65 be 74 TTP/1.1 Content
2d 4c 65 Ge 67 74 66 Ja 20 334 od @a @d 2n -Length: 4

@ 7 sequence Number (tp.seq), 4 bytes Packets: 16 - Dsplayed: 16 (100.0%) Profie: Default
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Statistic:
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45 o0
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ess  Tools
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SMPP Operations

2.8215749
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M2

P Flows

P Statustics

Frame 1: 1454 bytes on wire (11632 bit
Ethernet LI, Src: Vmware cB:00:01 (99:58:%
Pr 1 Version 4, Src: 280,

terne

Transmission Control Protocol, Sre Pe

S6 B 0@ Bl 26 00 45 08 .
d3 98 c# 79 81 83 ac 18
B4 43 #2 €2 e bF 5010 .
73 57 7 7 +.wg..08T
51 EaduptDc
34 RfEYgS2A

1454 [TCP segment of & reassesbled PDU]

jort: 86 (B0), Seqr 1, Ack: 1, Lent

Help

segment of &

Kindow Update]
eassesbled POU]
reasseshled
eassenbled

segment o sassenbled

DNS (11632 bits)
brnre_42:

13 (0P:0c:29:42:12

Packets: 3081 - Displayed: 3643 {100,0%) - Load me: 0:0.100
Help
|
L | = I
o F

segment of b reassesbled POU]

segment of a

63008 Len=2

v |
Profie: Defmidt
o x
Esgression +

1281 Win-63€00 Len-

| segment of & reassewbled
of a reassesbled
t of 8 reassesbled

fes)
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80 (B@), Seq: 1, Ack: Len: 1489

Packets: 308 - Deplaved: 3083 (100.0%) * Load tme: 3:0. 100

Profie: Default
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Wireless:

Ml ccd-brtp peap - [n] x

File Edit View Go Capture Analyze Statistics Telephony  Wieeless  Tocks  Help

dAm ;8 BResZTLi5E Bluetosth ATT Server Attributes

|| " - 3 Bluetooth Devices (=R
Bluetooth HCI Summary -

Source Destrasor o

209.121.1.131 2.16.8.122 WLAN Traffic

3 0.025738 e9.111.1.181 segment of a reassesbled POU]
4 9,025749 172.16.9.122 C| windew Update] [TCP ACKed unseen s 3 Acke11201 Wine63008 Lens8

7 8.182939 209.121.1.131 172.16. C [TCP segrent of a reassesbled POU]
9 8.128285 3, [TCP sagment of a rassseshled POU]
11 8.154182 28 1484 [TCP segment of a reassembled POU]

13 8.179596

Frame 1: 1454 oytes on wire (11832 bits), 1484 bytes captured (11612 bits)

Ethernet II, Sre: Vmware_c@:08:81 (89:58:56:c0:00:01), Dst: Veware 82: 13 (00:@c:29:42:12:13)
Internet Protecol Version 4, Src: 209.121.1.131, Dstr 172.16.0.122

Transsisalon Comtral Protecsl, See Port: 10554 (10554), Dat Pore: B8 (80), Seq: 1, Ack: 1, Len: 1480

88 B¢ 12 1% o %0 -~
85 a0 21 02 29 Ea 06
8@ 7a 19 3» 00 59 a7 5S¢ A T | R
e 57 0@ 80 30 54 g BT skt
48 81 TE 7B 74 44 43 EaduptDc QO/kuldR
51 86 47 67 53 31 &1 RFGYgS24 4GY 32 e
[ B d Packets: 3081 - Displayed: 3083 {100.0%) - Load time: 0:0. 100 || Profie: Defauit
Ml srip peap - [n] x
File Edit View Go Caplure Analyre Ststistics Telephony Wireless  Tools | Help
dnm @ TRE ReEs =] = @ gt Fisewall ACL Rules
(W [ ooty & delary fiker B Credentials (== E3ES
Ne. Time: Source Destrnation Lua Ly —
8 1.873326 74.53.140.153 10.10.1.4 TP €0 25 = 1478 [ACK] Seqe182 Ack=10 Win=5840 Le
9 1.878123 74.53.148.153 18.18.1.4 SHMTP 191 5: 258-xc9@.websitewslcome.com Hello GP Eul.l&Z..‘l‘i.lE
10 1.075669 10.10.1.4 74.53.140.153 sHTP 66 C: AUTH LOGIN
11 1.41%@21 74.53.148.153 19.18.1.4 SHTP 72 5: 334 WDNleaShbWue -
12 1.419595 10.10.1.4 74.53.148.153 sHTR 84 C: User: Z3WycGFydGFwQHBhdHIpb3RzLE1Y —
13 1.761484 74.53.148.153 18.18.1.4 SHMTP 72 S: 334 UGFrcidvemQs
[ 141.762e58 18.16.1.4 74.53.148.153 sutp 72 €: Pass: cHVuamFiQDEyMu-~ |
15 2.121738 74.53.148.153 18.18.1.4 SR 235 Authenticetion succeeded
16 2.122354 1e.1e.1.4 74.53.148.153 SMTP MAIL FROM: <gurpartapiipatriots.in» f—
€ »

Frame 14: 72 bytes on wire (576 bits), 72 bytes captured (576 bits)
Ethernet II, Src: Cradlepo_3e:17:c2 (8@:e@:lc:3c:17:c2), Dst: Metgear_d9:81:60 (@@:1f:33:d9:81:60)
Internet Protocol Version 4, Src: 10.10.1.4, Dst: 74.53.148.153
Transmizzion Control Protocel, Src Port: 1478, Dst Port: 25, Seq: 52, Ack: 355, Len: 18
~ Simple Mail Transfer Protocol

Password: cHVuamF{QDEythw== Ml Vireshark . Firewall ACL Rules - smtp...  — o X
Ml Wireshark . Credentials - smtp.pcap - o x
# Windows Frewall (netsh) rues for smip. peap, packet 14
| |PacketNo. Protocol Usemame Additional Info [ B s 470 Wk IS AR

Mﬂiﬁtﬂiﬁhﬂﬁlﬂ}w L | o
14 SMTP F: Username in packet 12 . oy
add portopening tep 25 Wireshark DISABLE

# [Pv4 pource address and port
add portopening trp 1470 Wireshark DISABLE 10, 10. 1.4

& [Pv4 destinabon address and port.
add portopering top 25 Wireshark DISABLE 74,53, 140, 153

p——
Bc 99 @5 be 88 19 7e c4 53 ed ae ec 63 12 58 13 e e Sive Copy Heip

fe od 54 bl 88 8@ 63 48 56 75 61 6d 46 69 51 44 T cH VuamFiQD
45 79 4d 77 3d 3d ad @a EyMwas

¥ password (smip.auth.password), 16 bytes Packets: 60 - Displayed: 50 (100.0%) Profie: smip_default




Ml cdd-htp peap a

File Edt View G Captuse Znalyze Sestistics Telephony Wieeless Tock | Help

4dn @ mE q EFTiEEqgqan Conterts Fl 1

Mooy 2 - Biisal pages ’ BJ -] Boressen. +

Protocol Length 1

Tep 1454 |

maare_d1t
3.123
ort: 80 (88), Seqi 1, Acki 1, Len: 1400

Transsission

86 00 35 o

Pacenty: 3063 - Diaplayad: 308 )¢ Load tene: 0600300 || Profle: Defauie g
. “ . T ..
Jelaskan fungsi menu “Main Toolbar” di bawah ini:
Toolbar  Toolbar Item  Menu Item Toolbar  Toolbar fem  Menu Item
Icon Icon
- |Start | Capture | —»
| Start o= (Go Back| [Go|—[Go Back]
= [stop [Capture |
[stop| : o e
% | Go Forward | |Go|—|Go
A W 3 Forward
: Restart
= : = = iGU to Packet... |
® | Options... | | Capture |
| Options...
[Open... File|— Open... L \G0 To Flest |8 |-+ | Kirst
Packet | Packet |
¥ [Go To Last [Go|—| Last
[ [Save As... | 'Fi]e|—~ Save ] Packet
= Auto Scroll in v]—[Auto
Live Capture | Scroll in Live
— R Capt
& | Close | File |+ Close 2P ure|
—] Colorize | | View | —
(@] [Reload | | View | — | Reload | | Colorize
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