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INTRODUCTION
This book looks at advanced computer networking. It first guides readers through network infrastructure design. 
The readers are then introduced to configuring static, RIPv2, OSPF, ISIS, EIGRP routing protocols, techniques 
for configuring Juniper router, managing the network infrastructure, analyzing network data traffic using 
Wireshark, network security, IPv6, Linux networking, Internet routing, and Voice over IP. After covering the 
entire text, readers will have gained a solid knowledge base in advanced computer networks.

In my years of teaching, I have observed that technology students prefer to learn “how to swim” after they have 
gotten wet and taken in a little water. Then, they are ready for more challenges. Show the students the technology, 
how it is used, and why, and they will take the applications of the technology to the next level. Allowing them to 
experiment with the technology helps them to develop a greater understanding. This book does just that.

ORGANIZATION OF THE TEXT
This textbook is adapted from the second edition of Networking. This third volume has been revised and reorga-
nized around the needs of advanced networking students. This book assumes that the students have been intro-
duced to the basics of computer networking. Throughout the text, the students are introduced to more advanced 
computer networking concepts. This involves network infrastructure design, advanced router configuration, net-
work security, analyzing data traffic, Internet routing, and Voice over IP.
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Key Pedagogical Features

 • Chapter Outline, Key Terms, and Introduction at the beginning of each chapter clearly outline specific goals 
for the reader. An example of these features is shown in Figure P-1.

FIGURE P-1

159

Chapter Outline

Key Terms

Introduction

4-1   Operational Mode

4-2   Router Configuration Mode

4-3   Configuring Routes on Juniper Routers

4-4   Configuring Route Redistribution on 
Juniper Routers

Summary

Questions and Problems

JUNOS

{master}

re0 { and re1 { ..

Out of Band Management

PIC

multi-services card

t3/ds3 card

at

oc-3

oc-12

permanent interfaces

Management Ethernet 
Interface

Internal Ethernet interface

transient interfaces

Inet

preferred

edit routing-options 
static
edit protocols rip
show rip neighbor
commit
commit and- quit
show route
show route protocol rip
set protocols ospf area 

area interface interface 
hello-interval seconds 
dead-interval seconds

set metric value

set protocols isis inter-
face interface

show isis adjancency
edit policy-options
set policy-statement
top
export

Objectives

 • Understand and identify the difference be-
tween the operational and configuration 
modes

 • Understand the basic steps for working in the 
operational mode

 • Understand the steps for configuring the rout-
er’s interface

 • Explain how to configure static, RIP, OSPF, 
and IS-IS routing

 • Understand the steps for route redistribution

160 CHAPTER 4: CONFIGURING JUNIPER ROUTERS

The basic commands used in the operational mode of the JUNOS command-line 
interface (CLI) are presented in Section 4-1. In this chapter, you learn about the 
{master} prompt and the >, indicating you are now in the operational mode. You 
also learn about the re0 { and re1 { .. notations that are used to identify the system 
configuration for the routing engines 0 and 1. In Section 4-2, the steps for config-
uring the router interface are examined. In addition, the commands for displaying 
the router interface, configuring the hostname, and assigning an IP address to an 
interface are examined. Section 4-3 introduces route configuration featuring static, 
RIP, OSPF, and IS-IS. Section 4-4 examines route redistribution. Juniper takes a 
different approach when it comes to route redistribution. In the JUNOS software, 
there is no redistribute command. Unlike Cisco where a route distribution is done in 
a routing process, Juniper uses its routing policy to inject routing protocols.

4-1  OPERATIONAL MODE
The operational mode is     the first mode encountered after logging in to the Juniper 
router. This mode allows for the following:

 1. Monitoring network connectivity (for example, using the ping command)

 2. Troubleshooting the router interface and network connections

 3. Entry point for router configuration

The following examples demonstrate the basic commands used in the operational 
mode of the JUNOS command-line interface (CLI). The connection to the Juni-
per router demonstrated in this section is being made via an SSH session (secure 
telnet); however, a console serial connection can also be made directly with the 
Juniper router, and this connection is used to make the initial router interface con-
figurations.

INTRODUCTION
This chapter examines the steps for basic configuration of a Juniper router. 
There are distinct differences between the Juniper router   configurations com-
pared to Cisco IOS; however, many of the steps and prompts are similar to 
Cisco router configuration, as you’ll learn. The operating system (OS) used by 
Juniper routers is called JUNOS. The JUNOS software has two different com-
mand modes:

 • Operational mode

 • Configuration mode

JUNOS
The    operating system 
used by Juniper routers.

Chapter Outline Chapter Objectives

Key Terms for this Chapter

Introduction: Chapter openers 
clearly outline specific goals
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xviii

 • Net-Challenge Software provides a simulated, hands-on experience in configuring routers and switches. 
Exercises provided in the text (see Figure P-2) and on the CD challenge readers to undertake certain router/
network configuration tasks. The challenges check the students’ ability to enter basic networking commands 
and set up router function, such as configuring the interface (Ethernet and Serial) and routing protocols (that 
is, static, RIPv2, OSPF, ISIS, EIGRP, BGP, and VLANs). The software has the look and feel of actually being 
connected to the router’s and switch console port.

FIGURE P-2

Networking Challenge—OSPF
Use the             Net-Challenge Simulator Software included with the text’s companion CD-ROM to demon-
strate that you can configure OSPF for Router A in the campus LAN (the campus LAN is shown in 
Figure 3-2 and is displayed by clicking the View Topology button when the software is started). Place 
the Net-Challenge CD-ROM in your computer’s drive. Open the Net-Challenge folder and click 
NetChallenge V3-2.exe. When the software is running, click the Select Router Challenge button to 
open a Select Router Challenge drop-down menu. Select Chapter 3—OSPF. This opens a checkbox 
that can be used to verify that you have completed all the tasks:

 1. Enter the privileged EXEC mode on the router.

 2. Enter the router’s terminal configuration mode: Router(config).

 3. Set the hostname to Router A.

 4. Configure the FastEthernet0/0 interface with the following:

 IP address: 10.10.20.250

 Subnet mask: 255.255.255.0

 5. Enable             the FA0/0 interface.

 6. Configure the FastEthernet0/1 interface with the following:

 IP address: 10.10.200.1

 Subnet mask: 255.255.255.0

 7. Enable the FA0/1 interface.

 8. Configure the FastEthernet0/2 interface with the following:

 IP address: 10.10.100.1

 Subnet mask: 255.255.255.0

Net-Challenge exercises are found 
throughout the text where applicable

Exercises challenge readers 
to undertake certain tasks
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 • The textbook features and introduces how to use the Wireshark Network Protocol Analyzer. Examples of us-
ing the software to analyze data traffic are included throughout the text, as shown in Figure P-3.

FIGURE P-3

256 CHAPTER 6: ANALYZING NETWORK DATA TRAFFIC

FTP Filtering
The              following example demonstrates the process by which Wireshark filtering can 
be used to isolate File Transfer Protocol (FTP) out of a large list of packets. This 
can be useful for several reasons. You can use filtering rules to help us find user-
names and passwords being used to connect to the FTP servers as well as get an 
idea of the kind of data that is being transferred. 

Start this exercise by opening the capture file 5-A.cap in Wireshark. This is not a 
huge file, but it’s a little difficult to sort through all of it just by looking. Click 
Expression and scroll down until you reach FTP—File Transfer Protocol (FTP). 
Click OK and the Filter for FTP is now displayed, as shown in Figure 6-30.  

FIGURE 6-30  Adding the FTP filter

Click Apply, and the packet list is thinned out to 15 total packets relating to the 
FTP protocol, as shown in Figure 6-31. From this, we are able to view the username 
and password used to establish the FTP connection. In this case, the username and 
passwords are listed in plaintext, as well as the file that was accessed. Most times, a 
secure version of FTP (SFTP) will be used and this information will be encrypted. 

This same rule can also be applied by using the right-click method as previously 
shown.

Find a packet that is using the FTP protocol (for example, packet 44). Navigate to 
the datagram field and select the FTP row. Right click -> Apply as Filter -> Se-
lected. This will generate the same results provided in Figure 6-32 that are used for 
the FTP filter.

Examples using the Wireshark 
protocol analyzer are included 

throughout the text where applicable
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 • Numerous worked-out examples are included in every chapter to reinforce key concepts and aid in subject 
mastery, as shown in Figure P-4.

FIGURE P-4

77 2-3: CONFIGURING RIPV2

FIGURE 2-11  An example of (a) a contiguous network and (b) a discontiguous network

Configuring Routes with RIP
The first          step in configuring the router for RIP is to set up the interfaces. This 
includes assigning an IP address and a subnet mask to the interface using the com-
mand ip address A.B.C.D. subnet-mask. Next   , the interface is enabled using the 
no shut command   . The following are the steps for configuring the FastEthernet0/1 
interface on Router A in the campus network shown previously in Figure 2-10:

Router con0 is now available

Press RETURN to get started.

RouterA>en

Password:

RouterA# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#int fa0/1

Router(config-if)#ip address 10.10.200.1 255.255.255.0

Router(config-if)#no shut

00:59:03: %LINEPROTO-5-UPDOWN: Line protocol on Interface 
FastEthernet1, changed state to up

Next, enter the router’s configuration mode [Router(config)#] and input the com-
mand router rip to    use the RIP routing protocol. The next step is to specify the 
network that uses RIP for routing. These two steps are shown here:

Router(config)#router rip

Router(config-router)#network 10.0.0.0

192.168.10.0 NET

10.10.20.0 NET
(b)

must be a
“10” network

10.10.10.0 NET

LAN A LAN B

10.10.200.0 NET

10.10.20.0 NET
(a)

10.10.10.0 NET

LAN A LAN B

446 CHAPTER 11: VOICE OVER IP

FIGURE 11-15  The exchange of voice packets (code 41) between the two IP phones

Analyzing VoIP Telephone Call Data Packets
This section examines the data packets that are being exchanged in a VoIP telephone 
call. The     test setup for the VoIP telephone call is shown in Figure 11-16. This picture 
shows that the network consists of two VoIP telephones, two call processors, and two 
routers. The data packets were captured using a network protocol analyzer. The com-
puter running the protocol analyzer and the two call processors were connected to a 
networking hub so that each share the Ethernet data link. This was done so that all the 
VoIP data packets being exchanged between the telephones, the call processors, and 
the routers could be captured at the same time with one protocol analyzer.

Call Processor
00:e0:bb:1c:27:c9

Dial 62 – for accessing
an outside line

VoIP
Phone

Call Processor
00:0F0:8F:5D:87:40

VoIP
Phone

Phone (# 1006)
00:e0:bb:1c:07:0a

Phone (# 2010)
00:e0:bb:1c:06:87

LAN B
169.169.3.0

LAN A
192.168.10.0

192.168.10.1

192.168.10.5
Protocol Analyzer

Hub

FA0/0FA0/0

FIGURE 11-16  The test setup for the VoIP telephone call

Configuring, analyzing, and 
troubleshooting sections guide 
readers through advanced 
techniques in networking

Screen captures and network 
topologies guide students 
through different hands-on 
activities
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 • Key Terms and their definitions are highlighted in the margins to foster inquisitiveness and ensure retention. 
This is illustrated in Figure P-5.

FIGURE P-5
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Link State Protocols
Link state protocols establish           a relationship with a neighboring router. The rout-
ers exchange LSAs to update neighbors regarding route status. The LSAs are sent 
only if there is a change or loss in the network routes and the link state protocols 
converge to route selection quickly. This is a distinct advantage over distance vec-
tor protocols that exchange updated routing tables at fixed time intervals and are 
slow to converge. In fact, link state routing protocols are replacing distance vector 
protocols in most modern networks. Link state protocols are also called shortest-
path first protocols, based on the algorithm developed by E. W. Dijkstra. Link  state 
protocols use “Hello” packets    to verify that communication is still established with 
neighbor routers. The key issues of link state protocols are summarized as follows:

 • Finds neighbors/adjacencies

 • Uses route advertisements to build routing table

 • Sends “Hello” packets

 • Sends updates when routing changes

OSPF sends small “Hello” packets at regular               time intervals to adjacent routers to 
verify that the link between two routers is active and the routers are communicat-
ing. If a router fails to respond to a Hello it is assumed that the link or possibly the 
router is down. The OSPF Hello packet captured with a network protocol analyzer 
is discussed in Section 3-5.

OSPF uses the concept of areas to    partition a large network into smaller networks. 
The advantage of this is that the routers have to calculate routes only for their area. 
If a route goes down in a given area, only the routers in that area have to calculate 
new routes. Any number between 0 and 4,294,967,295 (232 – 1) can be used; how-
ever, area 0 is reserved for the root area, which is the backbone for    the network. 
The backbone is the primary path for data traffic to and from destinations and 
sources in the campus network. All areas must connect to area 0, and area 0 cannot 
be split. The area numbers can also be expressed in IP notation—for example, area 
0 could be 0.0.0.0—or you can specify an area as 192.168.25.0 or in subnet nota-
tion. Hence, the need for the large upper-area number (232 – 1) = 255.255.255.255 
when converted to a decimal number.

OSPF allows the use of variable length subnet masks (VLSM), which              enable dif-
ferent size subnets in the network to better meet the needs of the network and more 
efficiently use the network’s limited IP address space. For example, point-to-point 
inter-router links don’t need a large block of addresses assigned to them. Figure 3-1 
illustrates an example of an inter-router link.

Link State Protocol
Establishes        a relationship 
with a neighboring 
router and uses route 
advertisements to build 
routing tables.

Hello Packets
Used      in the OSPF 
protocol to verify 
that the links are still 
communicating.

Areas
The partition    of a large 
OSPF network into 
smaller OSPF networks.

Backbone
The primary    path for 
data traffic to and from 
destinations and sources 
in the campus network.

Variable Length 
Subnet Masks (VLSM)
Enables the use of 
subnet masks to better 
fit the needs of the 
network, thereby 
minimizing the waste 
of IP addresses when 
interconnecting subnets.

10.10.250.1 10.10.250.2

10.10.250.0 Network address
10.10.250.3 Broadcast address
10.10.25.0 Subnet

FA0/0 FA0/1

FIGURE 3-1  An inter-router link subnetted to provide for two host IP addresses, a network 
address, and a broadcast address

Key terms are 
highlighted in the 
text and defined 
in the margin
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 • Extensive Summaries, Questions, and Problems, as well as Critical Thinking Questions, are found at the end 
of each chapter, as shown in Figure P-6.

FIGURE P-6

147 QUESTIONS AND PROBLEMS

SUMMARY
This chapter presented examples of configuring routing protocols. The network 
challenge exercises provided the opportunity for the student to test her or his con-
figuration skill prior to actually configuring a real router. The student should be 
able to configure and verify operation of the following protocols:

Static

RIP/RIPv2

OSPF

ISIS

EIGRP

Additionally, this chapter examined the steps for route redistribution. The last sec-
tion examined the OSPF Hello packets.

QUESTIONS AND PROBLEMS
Section 3-1

 1. OSPF is (select all that apply)

   a. Open Shortest Path First routing protocol

   b. An open protocol

   c. Developed specifically for TCP/IP networks

   d. Developed specifically for IPX networks

   e. A distance vector protocol

   f. A dynamic routing protocol

   g. A link state protocol

   h. A high consumer of bandwidth

 2. In OSPF, route updates are sent in the form of

   a. Link state advertisements

   b. Exchanging routing tables every 30 seconds

   c. Exchanging routing tables every 90 seconds

   d. IETF packets

 3. The OSPF routing protocol uses these to verify that a link between two routers 
is active and the routers are communicating

   a. LSAs

   b. Hello packets

   c. ARP messages

   d. Ping
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 62. OSPF multicasts are sent out as what class of address?

   a. Class A

   b. Class B

   c. Class C

   d. Class D

   e. Class E

 63. OSPF Hello packets are sent out every

   a. 30 seconds

   b. 90 seconds

   c. 10 seconds

   d. None of these answers are correct

 64. The Router ID (RID) in OSPF Hello packets is chosen from

   a. Loopback addresses

   b. OSPF 16P_Router

   c. Highest IP address on an interface

   d. a and c

   e. b and c

Critical Thinking

 65. You are configuring a router connection to a remote network. What protocol 
would you select if there is only one network route to the remote network? 
Explain why you selected the protocol.

 66. You are configuring the routing protocols for a small network. What routing 
protocol would you select and why?

 67. Router A and Router B are connected and both are running OSPF protocol. The 
following is a sample configuration from Router A:

interface FastEthernet0/0

 ip address 10.10.3.1 255.255.255.252

 duplex auto

 speed auto

!

interface FastEthernet0/1

 ip address 10.100.1.1 255.255.255.0

 duplex auto

 speed auto

!

ip route 172.16.0.0 255.255.0.0 Null 0

!
 router ospf 200

network 10.0.0.0 0.255.255.255 area 0

Questions and problems 
are organized by section

Summary of 
key concepts

Critical Thinking questions and problems 
further develop analytical skills
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 • An extensive Glossary is found at the end of this book and offers quick, accessible definitions to key terms 
and acronyms, as well as an exhaustive Index (see Figure P-7).

FIGURE P-7

457

6to4 Prefix A technique that enables IPv6 hosts to 
communicate over the IPv4 Internet.

802.1Q This standard defines a system of VLAN tag-
ging for Ethernet frames.

2001:DB8::/32 Prefix This IPv6 address prefix is 
reserved for documentation. This is recommended by 
RFC3849 to reduce the likelihood of conflict and 
confusion when using the IPv6 address in examples, 
books, documentation, or even in test environments.

.int Intergovernmental domain registries is used for 
registering organizations established by international 
treaties between or among national governments.

{master} The prompt indicating you are in the 
master routing engine mode on a Juniper router.

A Record (Address Record) This maps a hostname to 
an IP address.

AAA Authentication, Authorization, and Accounting.

ABR Area border routers.

Access Layer Where the networking devices in a LAN 
connect together.

Access Lists (ACL) A basic form of firewall protec-
tion used to tell a networking device who and what are 
allowed to enter or exit a network.

ACK Acknowledgment packet.

address-family ipv6 The command used to 
specify that IPv6 is specified.

Administrative Distance (AD) A number assigned to 
a protocol or route to declare its reliability.

Advertise The sharing of route information.

AES Advance Encryption Standard. A 128-bit block 
data encryption technique.

AF33 Assured Forwarding class 3. Created to ensure 
the VoIP signaling or handshake.

AH Authentication Header. A security protocol used 
by IPsec that guarantees the authenticity of the IP 
packets.

AMI Alternate mark inversion. A fundamental line 
coding scheme developed for transmission over T1 
circuits.

Anycast Address Obtained from a list of addresses.

Area 0 In OSPF, this is the root area and is the back-
bone for the network.

Area ID Analogous to OSPF area number, and it is 
used by L2 routers.

Areas The partition of a large OSPF network into 
smaller OSPF networks.

ARIN American Registry for Internet Numbers. 
Allocates Internet Protocol resources, develops 
consensus-based policies, and facilitates the advance-
ment of the Internet through information and educa-
tional outreach.

ARP Address Resolution Protocol, used to map an IP 
address to its MAC address.

arp –a The command used to view the ARP cache.

ARP Broadcast Used to inform everyone on the 
network that it now is the owner of the IP address.

ARP Reply A network protocol where the MAC 
address is returned.

AS Autonomous System. These numbers are used by 
various routing protocols and are a collection of 
connected Internet Protocol (IP) routing prefixes. 
Autonomous systems separate organizational networks.

ASN Autonomous systems number is used to distin-
guish separate networks and to prevent routing loops.

at Asynchronous Transmission Mode (ATM) connec-
tion for a Juniper router.

ATM Asynchronous transfer mode.

Authoritative Name Server A name server that is 
authorized and configured to answer DNS queries for a 
particular domain or zone.

Automatic Private IP Addressing (APIPA) A 
self-assigned IP address in the range of 169.254.1.0–
169.254.254.255.

autonomous-system [AS_Number] This command 
is used in JUNOS to define the BGP AS for the router.

B8ZS Bipolar 8 zero substitution. A data encoding 
format developed to improve data transmission over T1 
circuits.

Backbone The primary path for data traffic to and 
from destinations and sources in the campus network.

Backup Designated Router (BDR) The router or 
routers with lower priority.

473

Numbers
3DES (Triple Data Encryption Standard), ESP, 301
6to4 prefix (IPv6 addresses), 314
802.1Q, 18, 24-26
2001, DB8::/32 prefix and IPv6 router configuration, 324

Symbols
? (question mark), JUNOS operating system, 161

A
AAA (Authentication, Authorization, and Accounting), 281
ABR (area border routers), 112
access layer, 6
access-list 100 deny udp any any eq 161 command, ACL 

configuration, 273
access-list 100 deny udp any any eq snmp command, ACL 

configuration, 274
access-list permit ip any any command, ACL configura-

tion, 274
accounting (security), 281
ACK (Acknowledgment) packets, TCP three-way hand-

shakes, 230
ACL (Access Lists), 270-272. See also filter lists

access-list 100 deny udp any any eq 161 command, 273

access-list 100 deny udp any any eq snmp command, 274

access-list permit ip any any command, 274

configure terminal command, 273

edge routers, 273-275

extended ACL, 273

false TCP headers, 278

hosts, 277

ip access-group 100 out command, 274

IP addresses, stopping data traffic from, 277-278

permit ip any any command, 274-276

placement of, 274

remote data hosts, stopping data traffic from, 277

router logging, 283-285

show access-list 100 command, 274

show access-list command, 275-276

SMB, 273-275

standard ACL, 273

UDP, 276

AD (Administrative Distance), 71
address family ipv6 command, IPv6 Internet routing via 

BGP4+, 413

Address field (show ip eigrp neighbors command), 125
administration (Linux), 389

Is system-config- * command, 385

security, 387

system-config- [tool-name] command, 385

system-config-date command, 386

system-config-network command, 388

administration commands (Linux)
df command, 363

df -kh command, 364

history command, 364

kill [PID] command, 361

kill -9 [PID] command, 361

man command, 358-359

mount command, 358, 362

ps command, 358-361

shutdown command, 358, 364

shutdown -h now command, 364

su command, 358, 362

Tab key shortcut, 364

umount command, 364

up arrow shortcut, 364

advertise_connected policies, Juniper router route redis-
tribution, 179

advertise_isis policies, Juniper router route redistribu-
tion, 179

advertise_rip policies, Juniper router route redistribu-
tion, 179

advertise_static policies, Juniper router route redistribu-
tion, 180

advertising networks, 75
AES (Advance Encryption Standard)

ESP, 301

WPA2, 291

AF33 (Assured Forwarding class 3), VoIP class maps, 441
AH (Authentication Headers), troubleshooting VPN tun-

nels, 300
allow-snmp term (filter lists), 279
AMI (alternate mark inversion), 38
anycast IPv6 addresses, 314
AP (access points), NSEL and IS-IS, 113
APIPA (Automatic Private IP Addressing), 196
Area ID, IS-IS, 112
areas (OSPF), 102, 105
A records (Address records), DNS, 214, 218-219
ARIN (American Registry for Internet Numbers), IP ad-

dress assignments, 191

 Complete Glossary of terms and 
acronyms provide quick reference

 Exhaustive Index provides 
quick reference  
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Accompanying CD-ROM

The CD-ROM packaged with the text includes the captured data packets used in the text. It also includes the 
Net-Challenge Software, which was developed specifically for this text.

Instructor Resources

The Instructor’s Manual to accompany A Practical Guide to Advanced Networking, (ISBN: 978-0-132-88303-0) 
provides the entire book in PDF format along with instructor notes for each section within each chapter, recom-
mending key concepts that should be covered in each chapter. Solutions to all Chapter Questions and Problems 
sections are also included. In addition, the instructor can also access 13 lab and lab-related exercises and a test 
bank with which to generate quizzes on the material found within the student edition of the book.
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