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INTRODUCTION

This chapter looks at the use of a network protocol analyzer to examine data
packets. Section 6-1 introduces the concept of protocol analysis/forensics.
This section reviews the TCP/IP suite of protocols, the TCP connection states,
and the use of the netstat command. Section 6-2 introduces the use of the
Wireshark protocol analyzer. This section introduces the techniques for us-
ing a protocol analyzer to examine how networking packets are exchanged
in a TCP/IP network. Section 6-3 examines analyzing network data traffic.
The first part of the chapter examines SNMP (Simple Network Management
Protocol). The section concludes with a look at NetFlow, which is used for
acquiring IP traffic operational data in order to provide network and security
monitoring, traffic analysis, and IP accounting. This chapter concludes with
Section 6-4, which looks at filtering the captured data packets. Data capture
files can be quite large and it often requires that the network administrator
search the capture files to find specific information. This section examines
techniques to filter the captured data packets using Wireshark.

(Network Forensics ) 6'1 PROTOCOL ANALYSIS/FORENSICS

The steps required Thi . . h ¢ | analvsi d K f .
for monitoring and is section examines the process of protocol analysis and network forensics.

analyzing computer Network forensics is basically the steps required for monitoring and analyzing
network data traffic. computer network data traffic. A solid foundation in the underlying protocols com-
prising the TCP/IP suite, namely TCP and UDDP, is required to be able to analyze
network traffic or to be able to gather information for network forensics or intrusion
detection.

Internet Sockets
An endpoint across a
computer network.
TCP/IP applications process requests from/to hosts via specific TCP or UDP ports.
These ports are called Internet sockets, and each has a unique number. An Internet
socket is an endpoint across a computer network. There are 65,536 possible TCP/

Well-Known Ports
Ports reserved by ICANN.

ICANN UDP ports. Ports 1-1023 are called well-known ports or reserved ports. These ports
Internet Corporation are reserved by Internet Corporation for Assigned Names and Numbers (ICANN),
for Assigned Names and they represent some well-known network services. Ports 1024—49151 are called
and Numbers. ICANN registered ports and are registered with ICANN. Ports 49152-65535 are called dy-
is responsible for IP namic or private ports.
address space allocation,
domain name system Examples of well-known ports include HTTP (TCP port 80) for web service and
management, and HTTPS (TCP port 443) for secure web service. Applications use these port numbers
root server system when communicating with another application as illustrated in Figure 6-1. Host B
management functions. is passing to Host A data that is destined for TCP port 80 (HTTP). The HyperText
Registered Ports Transfer Protocol (HTTP) is used for transferring nf)n-se.cure web-based do.cuments
it e e to a web browser, such as Internet Explorer or Mozilla Firefox. Host A receives the
TCANN—ports 1024~ packet and passes the application up to the port 80 application. Table 6-1 lists some
49151.

_ y,
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popular applications and their port numbers for TCP/IP. This list includes FTP,
SSH, SMTP, DNS, DHCP, HTTP, and HTTPS.

Host

TCP Connection

HTTP(80)

Host

FIGURE 6-1 An example of two hosts connected for a TCP transmission

TABLE 6-1 Common Applications and Their Port Numbers

Transport
Protocol

Port Number

Application

Description

TCP 20 (data port) FTP File Transfer Protocol
21 (command/
control port)
TCP 22 SSH Secure Shell
TCP 23 Telnet Virtual terminal connection
TCP 25 SMTP Simple Mail Transfer Protocol
upp 53 DNS Domain name server
ubpP 67, 68 DHCP (BOOTP-Client) Dynamic Host Control Protocol
(BOOTP-Server)
ubpP 69 TFTP Trivial File Transfer Protocol
TCP and UDP 80 HTTP Hypertext Transfer Protocol
ubpP 110 POP3 Post Office Protocol
TCP 143 IMAP Internet Message Access
Protocol
upp 161 SNMP Simple Network Management
Protocol
TCP 443 HTTPS Secure HTTP
TCP 445 SMB Server message block
ubpp 1701 L2TP Layer 2 Tunneling Protocol
TCP 1720 H.323/Q.931 Voice over IP
TCP/UDP 1723 PPTP Point-to-point Tunneling Protocol
TCP/UDP 3389 RDP Remote Desktop Protocol

You can find a complete list of ports at http://www.iana.org/assignments/port-numbers.

6-1: PROTOCOL ANALYSIS/FORENSICS

229


http://www.iana.org/assignments/port-numbers

Transport Layer
Protocols

Define the type of
connection established
between hosts and how
acknowledgements are
sent.

TCP

Transport Control
Protocol.

Connection-Oriented
Protocol

Establishes a network
connection, manages
the delivery of data,
and terminates the
connection.

SYN
Synchronizing packet.

SYN+ACK
Synchronizing

Acknowledgment packet.

ACK

Acknowledgment packet.

The transport layer protocols in TCP/IP are important in establishing a network
connection, managing the delivery of data between a source and destination host,
and terminating the data connection. There are two transport protocols within the
TCP/IP transport layer: TCP and UDP. TCP, the Transport Control Protocol, is a
connection-oriented protocol, which means it establishes the network connec-
tion, manages the data transfer, and terminates the connection. The TCP protocol
establishes a set of rules or guidelines for establishing the connection. TCP verifies
the delivery of the data packets through the network and includes support for error
checking and recovering lost data. TCP then specifies a procedure for terminat-
ing the network connection. Figure 6-2 illustrates the TCP datagram. The first two
fields are the Internet socket numbers mentioned earlier. The first 16 bits represent
the source port and the second 16 bits represent the destination port.

16 20 24 28 32 bit

N 2NN 2N B N N N N/

Destination Port

o
IN
[e¢)
-
N

Source Port

Sequence Number

Acknowledgement Number | 20 Bytes
Header
Offset |Reserved| TCP Flags Window
Checksum Urgent Pointer
TCP Options (Optional)
Payload V\

\{\

FIGURE 6-2 TCP datagram

Before any TCP connection is made, a TCP three-way handshake must happen to
initiate the connection. A TCP three-way handshake is a unique sequence of three
data packets exchanged at the beginning of a TCP connection between two hosts, as
shown in Figure 6-3. This sequence is as follows:

1. The SYN (Synchronizing) packet
2. The SYN+ACK (Synchronizing Acknowledgment) packet
3. The ACK (Acknowledgment) packet

230 CHAPTER 6: ANALYZING NETWORK DATA TRAFFIC

[vww .ebook3000.con}



http://www.ebook3000.org

A B
State State

LISTEN

SYN=1,Seq. #=X
SYN-SENT

SYN=1,Seq.#=Y

SYN-RECEIVED
ACK =1, Ack. # = X+1

I~

ESTABLISHED
ACK =1, Ack. # =Y+1

ESTABLISHED

A\ A\

FIGURE 6-3 The TCP three-way handshake

The host initiating the connection will send a synchronizing packet (SYN). The
SYN flag is set in the TCP flags field. In this example, Host A issues a SYN packet
to initiate the TCP handshake. The SYN will have a sequence number (SEQ) as-
sociated with it. In the example shown in Figure 6-3, the sequence number is x.
The sequence number is used to keep track of the data packets being transferred
from Host A to Host B. The length of the packet being sent by Host A is 0 (LEN 0),
which indicates that the packet contains no data. At this point, Host A changes its
TCP state to SYN-SENT.

In packet 2, Host B replies with a SYN+ACK packet. Both SYN flag and ACK flag
are set in the TCP flags field. The ACK is an acknowledgment that Host B received
the packet from Host A. A number is attached to the ACK with a value of (x + 1)
that should be the sum of the SEQ# from packet 1 plus the length (LEN) of packet
1. Recall that the length of packet 1 is O (LEN 0), but packet 1 counts as one packet;
therefore, Host B replies with an acknowledgment of packet 1 sequence number
plus 1 (x + 1). This acknowledgment notifies Host A that the packet (packet 1) was
received. Packet 2 from Host B will also have a sequence number issued by Host B.
In this packet, the sequence number has a value of y. This sequence number is used
to keep track of packets transferred by Host B. When this happens, Host B changes
its TCP state from LISTEN to SYN-RECEIVED.

In packet 3, Host A acknowledges the reception of Host B’s packet. The ACK num-
ber is an increment of one higher than the SEQ# sent by Host B in packet 2 (y + 1).
Host A also sends an updated SEQ# that is one larger than the SEQ# Host A sent

in packet 1 (x + 1). Remember, Host A and Host B each have their own sequence
numbers. Host A changes its TCP state to ESTABLISHED and, upon receiving the
ACK packet from Host A, Host B changes its TCP state to ESTABLISHED as well.
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This completes the three-packet handshake that establishes the TCP connection.
This handshake appears at the beginning of all TCP data transfers.

The last part of the TCP connection is terminating the session for each host. A TCP
connection can be terminated gracefully or abruptly due to loss of the network.
Typically, TCP has a graceful way of terminating its connection. The first thing that
happens is when a network application is about to close, it signals a host to send a
FIN (finish) packet to the other connected host, as illustrated in Figure 6-4.

A B
IState State I
ESTABLISHED ESTABLISHED

LISTEN
FIN-WAIT-1 FIN =1

ACK =1
CLOSE-WAIT

FIN-WAIT-2 FIN =1

LAST-ACK

ACK =1

TIME WAIT

CLOSED

\ 4 \

CLOSED

FIGURE 6-4 Terminating the TCP connection

Both Host A and B are in the TCP ESTABLISHED state. Host A sends a FIN
packet to Host B indicating the data transmission is complete. This puts Host A in
a FIN-WAIT-1 TCP state. Host B responds with an ACK packet acknowledging the
reception of the FIN packet. It signals its application to close the connection and
put itself in a CLOSE-WAIT state. Host A receives an ACK from Host B and for
another FIN packet, and it changes its state to FIN-WAIT-2. Host B then sends Host
A a FIN packet when its application is closed, indicating the connection is being
terminated. At this point, Host B is in the LAST-ACK state. Host A replies with an
ACK packet and changes its state to TIME-WAIT. Upon receiving an ACK, Host
B’s TCP state becomes CLOSED. Table 6-2 summarizes and briefly explains the
TCP connection state.
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TABLE 6-2 TCP Connection State

State Description

LISTEN The host is listening and ready to accept connections.
SYN-SENT

The first SYN sent to establish the connection indicates active
open.

SYN-RECEIVED The receiving host receives and acknowledges the SYN.
ESTABLISHED

The connection is fully established.

FIN-WAIT-1 The terminating host sends the FIN to terminate the connection
indicates active close.

CLOSE-WAIT The receiving host acknowledges the FIN.

FIN-WAIT-2 The terminating host receives the acknowledgment from the
receiving host.

LAST_ACK The receiving host sends its own FIN to signal the end and wait for
the acknowledgment.

TIME-WAIT The terminating host acknowledges the last FIN and waits for the
connection to close.

CLOSED Connection is closed.

The User Datagram Protocol (UDP) is a connectionless protocol. This means that
UDP packets are transported over the network without a connection being estab-
lished and without any acknowledgment that the data packets arrived at the desti-
nation. UDP is useful in applications such as videoconferencing and audio feeds,
where such acknowledgments are not necessary.

Figure 6-5 shows the UDP datagram. It is much simpler than TCP datagram with
only 8 Bytes of header. Often times, UDP and TCP co-exist in the same application.
Many of these applications use TCP to initiate the connection and then use UDP to
deliver connectionless packets. No acknowledgments are sent back from the client.
UDP does not have a procedure for terminating the data transfer; either the source
stops delivery of the data packets or the client terminates the connection.

0 4 8 12 16 20 24 28 32 bit
Source Port Destination Port
8 Bytes
Header

Length Checksum (Optional)

VAN

Payload

T©

FIGURE 6-5 UPD datagram

upp

User Datagram Protocol.
A connectionless
protocol that transports
data packets to a
connection being
established and without
any acknowledgment
that the data packets
arrived at the
destination.
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netstat

Used to display
information such as
network statistics,
routing table, and TCP/
UDP connections.

Basic TCP/UDP Forensics

A useful tool for troubleshooting TCP and UDP connections is netstat. netstat
(Network Statistics) is a command-line program readily available in multiple plat-
forms (such as Windows, Mac, and Linux). The netstat utility has many options,
and it can display information such as network statistics, routing tables, and TCP/
UDP connections. Some options might vary depending on the operating system.

To view all the network connections of a host, the command netstat —an is gener-
ally used. The option —a is for displaying all connections, including listening ports.
The option —n is used to display the addresses and ports in numerical format. These
options are standard on all OS platforms. Here is the example of the netstat —an
output on Windows:

C:\Users\admin>netstat -an

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:22 0.0.0.0:0 LISTENING
TCP 172.16.101.7:139 0.0.0.0:0 LISTENING
TCP 172.16.101.7:445 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1900 0.0.0.0:0 LISTENING
TCP 172.16.101.7:49188 96.17.159.58:80 ESTABLISHED
TCP 172.16.101.7:49189 173.194.79.95:443 ESTABLISHED
TCP 172.16.101.7:49190 199.7.71.190:80 TIME_WAIT
TCP 172.16.101.7:49191 74.125.224.48:443 ESTABLISHED
TCP 172.16.101.7:49192 199.7.59.72:80 TIME_WAIT
TCP 172.16.101.7:49193 74.125.224.48:443 ESTABLISHED
TCP 172.16.101.7:49195 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49196 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49197 74.125.224.47:443 ESTABLISHED
TCP 172.16.101.7:49198 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49199 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49200 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49201 192.168.3.4:80 ESTABLISHED
TCP 172.16.101.7:49202 74.125.224.36:80 CLOSE_WAIT
UDP 172.16.101.7:139 * ok

UDP 172.16.101.7:445 o

The preceding output shows all the TCP and UDP connections associated with the
host (172.16.101.7). The Proto column is the connection protocol (TCP or UDP).
The local address is the IP address followed by the port number of the local host
connection immediately following the colon (:) . The Foreign Address is the remote
host and its port, of which the connection belongs. The State is the TCP state of the
connection as previously discussed in the TCP handshakes. Note that UDP does
not have any state. When the connection is in the LISTENING state, the local host
is listening on that port and ready to receive connections. In this state, the local
address will display either 0.0.0.0, which means it is listening on all network inter-
faces (second NIC, modem, tunnel), or 127.0.0.1, which means it is only listening
for connections from the local host itself, or its IP address (172.16.101.7), which
means it is listening for connections from the network.
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The output shows that the local host is listening on port 22 (SSH) on all of its inter-
faces. This is indicated by 0.0.0.0:22. It is also listening on TCP port 139 and 445
on the network. These ports are for Microsoft NetBIOS and Microsoft Directory
Service, which are used for file and printer sharing. The last listening port is the
TCP 1900 for only the local host itself to connect. For the port 1900, this means
that there is some program running or listening on TCP port 1900, and it is only
expecting the local host itself to use it. Some programs create a network socket port
just for itself to connect. The rest of the TCP connections are made from the host
to several IP addresses on TCP port 80 (http) and 443 (https). Judging from those
well-known ports, these probably are the web servers on the Internet. Most of these
TCP connections to port 80 and 443 are in the ESTABLISHED state. This means
that these connections were successfully initiated after the TCP three-way hand-
shake, and they are active. One TCP connection, 74.125.224.36, is in a CLOSE_
WAIT state, which means the local host has just acknowledged the FIN packet to
terminate the connection from the remote host. A couple of connections are in the
TIME_WAIT state, which is the last state before local host closes the TCP connec-
tion.

netstat also can provide information about the executable program that created or
is involved in the TCP connection. The option -b in Windows or the option —p in
Linux is used to find out what programs are running and what network resources
are being used. This is a powerful function that can be used to track down open
network ports or exposed network security holes. Sometimes, people do not know
what programs are running in the background. They also might not know what
programs are communicating over the network, and some of these programs might
be unwanted. The ability to associate a program to the network connection and port
is extremely useful. The following is the output of the command netstat -abn on
Windows:

C:\Users\admin>netstat -bn

Active Connections

Proto Local Address Foreign Address State

TCP 127.0.0.1:49318 127.0.0.1:49320 TIME
WAIT

TCP 128.123.101.13:49289 96.17.159.58:80 ESTABLISHED
[jucheck.exel

TCP 128.123.101.13:49315 74.125.224.128:80 ESTABLISHED
[chrome.exe]

TCP 128.123.101.13:49316 74.125.224.143:80 ESTABLISHED
[chrome. exe]

TCP 128.123.101.13:49317 128.123.128.102:443 CLOSE_WAIT
[asdm-launcher.exe]

TCP 128.123.101.13:49335 128.123.128.102:443 CLOSE_WAIT

[Javaw.exe]
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ARP

Address Resolution
Protocol, used to map
an IP address to its MAC
address.

ARP and ICMP

ARP and ICMP are two of the most common network layer protocols seen on any
network. Along with TCP or UDP, these protocols show up all the time when scan-
ning the network. ARP is used to discover the neighboring devices, and ICMP is
used to report back information and errors. These protocols are examined next.

ARP  The Address Resolution Protocol (ARP) resolves an IP address to a hardware
address for final delivery of data packets to the destination. ARP issues a query in

a network called an ARP request, asking which network interface has this IP ad-
dress. The host assigned the IP address replies with an ARP reply, the protocol that
contains the hardware address for the destination host. Figure 6-6 shows the ARP
packet. When an ARP is issued, the requester fills out the source hardware address
with its MAC address and the source protocol address with its IP address. It also
puts the querying IP address in the destination protocol address field. The destina-
tion hardware address is left blank to be filled out by the destination host.

0 4 8 12 16 20 24 28 32 bit
Hardware Type = 1 Protocol Type = 0x0800
Hlen = 48 Plen = 32 Operation

Source Hardware Address

4 224Bits

Source Protocol IP Address
(28 Bytes)

Destination Protocol IP Address

FIGURE 6-6 ARP packet

An ARP request is issued on the LAN as a broadcast, which means this message is
being sent to all computers in the local-area network. Additionally, an ARP request
is generated for every network device if the MAC address is not known. This is why
ARP is one of the most seen protocols on a local network. The destination computer
sends an ARP reply back to the source with its MAC address. The ARP request

is sent back as a unicast packet. The ARP conversations are illustrated in the next
section with the Wireshark protocol analyzer. In typical cases, the owner of the IP
address replies to the message, but this is not always the case. Sometimes, another
networking device, such as a router, can provide the MAC address information. In
that case, the MAC address being returned is for the next networking device in the
route to the destination.

To help reduce the amount of ARP broadcast traffic on the network, a network
host or device is generally equipped with an ARP cache. When a destination host
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receives an ARP request packet and when a source host receives an ARP reply
packet, it updates its ARP cache with the IP address and the MAC address that it re-
ceives. This way, it does not need to generate an ARP broadcast every time it needs The command used to
to communicate with its neighbors. The ARP cache can be viewed on most com- view the ARP cache.

arp -a

puters using the command arp =a. This command works on Windows, Mac, and
Linux. The output of the arp —a command issued on a Linux host is as follows:

[root@noc-server ~]# arp -a
? (10.20.101.146) at 0:15:€9:1f:2:c6 on enl [ethernet]

serverl.et477.local (10.10.101.1) at 0:25:b4:cf£:57:80 on en0
[ethernet]

server2.et477.1local (10.10.101.4) at 0:21:70:5b:f7:ea on en0 [ethernet]

The output may contain different information and may display in different formats

depending on the operating system. The ARP output previously listed shows the show arp )
IP addresses and their associated MAC addresses. Along with these, the hostname The command to IS
will be displayed if the IP address has a DNS hostname. The ARP cache can also the ARP cache on Cisco

. . . . switches and routers.
be viewed on network devices, such as routers and switches. On Cisco routers, the

command to display the ARP cache entries is show ip arp or show arp, as shown
here:

et477-router#sh arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.247.10 0 a4ba.dbld.190e ARPA V1lanl00
Internet 192.168.246.95 3 0018.8b22.9141 ARPA V1anlO00
Internet 192.168.245.135 0 0023.ae8a.0831 ARPA V1lanl00
Internet 192.168.245.246 216 00le.7aa3.0980 ARPA V1an30
Internet 192.168.245.242 236 00le.7aa3.0980 ARPA Vlan3o0
Internet 192.168.245.226 54 000f.8f5d.86e0 ARPA Vlanlo
Internet 192.168.245.227 96 000f.8f5d.86e0 ARPA Vlanlo

Similar to the ARP output from Linux, the ARP output from the router shows the IP
address, MAC address, and the interface where an ARP entry is learned. Additional
information associated with the show arp command is the age of each ARP entry.
This information is displayed in minutes under the Age (min) column.

ICMP  The Internet Control Message Protocol (ICMP) is used to control the flow
of data in the network, to report errors, and to perform diagnostics. Figure 6-7 illus-
trates the ICMP packet. Depending on the type, each ICMP packet serves different
functions. For example, a networking device, such as a router, can send an ICMP
source-quench packet to a host that requests a slowdown in the data transfer. The
ICMP packet then will have the type of 4.

0 4 8 12 16 20 24 28 32 bit
AN 2 N B 2 2 A N |
Type Code Checksum
At least
8 Bytes

Other message specific information

FIGURE 6-7 ICMP packet
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An important troubleshooting tool within the ICMP protocol is ping, which was
named after the “ping” sound the sonar makes. The ping command is used to
verify connectivity with another host in the network. The destination host could be
in a LAN, in a campus LAN, or on the Internet. The ping command uses a series
of echo requests, and the networking device receiving the echo requests responds
with a series of echo replies to test a network connection. The ping request is an
ICMP type 8 and the ping reply is the ICMP type 0. These ICMP types are used

to exchange message information. Some other types, like ICMP type 3 and ICMP
type 11, are used to report error messages. ICMP type 3 packet reports destination
unreachable message to the originating host. ICMP type 11 is the error message for
time to live (TTL) exceeded, which indicates that the packet life has expired. Some
of the common ICMP messages are as follows:

Type Name Reference
0 Echo Reply [RFC792]

3 Destination Unreachable [RFC792]

4 Source Quench [RFC792]

5 Redirect [RFC792]

8 Echo [RFC792]

9 Router Advertisement [RFC1256]
10 Router Selection [RFC1256]
11 Time Exceeded [RFC792]

ping is the most common tool used in troubleshooting connectivity on the net-
work. Ping is available on every operating system and on most network devices by
default. A general ping command format is ping hostname/ip address. There are
options that can be used with ping, and these can vary depending on the OS. For
example, there is an option to change the size of the default ICMP packet. This op-
tion is -1 for Windows and is —s for the Mac and Linux machines. This option is
useful when trying to simulate bigger size packets and test respond time. Another
useful option is —t, which will allow a continuous ping to the target in a Windows
environment. Typically, Windows sends only four ICMP packets whereas Linux
and Mac machines will send continuous ICMP packets until it is stopped.

Ping is also available on routers and switches. On Cisco routers, one can get more
use of a ping command by using the extended ping option. Typically, a router has
multiple network interfaces. When a ping command is executed, it will use the in-
terface where the packet exits as its source IP address. The extended ping on Cisco
gives users the option to choose a different source IP address. This comes in handy
when testing out connectivity from a different network. Extended ping provides
more ways to perform advanced check of host reach ability and network connectiv-
ity. To do this, simply enter ping at the router prompt and press return. By doing
this, step-by-step extended options will be provided to users. When the extended
ping command is used, the source IP address can be changed to any IP address on
the router. Also, the extended ping command works only at the privileged EXEC
command line. The following is an example of how the extended ping is executed
on a Cisco router:

et477-gatettping
Protocol [ip]:

238 CHAPTER 6: ANALYZING NETWORK DATA TRAFFIC

[vww .ebook3000.con}



http://www.ebook3000.org

Target IP address: 128.123.2.19

Repeat count [5]: 200

Datagram size [100]: 200

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 128.123.247.44 (This features let’s
you specify the source address)

Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [0xABCD] :

Loose, Strict, Record, Timestamp, Verbose [none] :
Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 200, 200-byte ICMP Echos to 128.123.2.19, timeout is 2 sec-
onds:

Packet sent with a source address of 128.123.247.44

Success rate is 100 percent (200/200), round-trip min/avg/max = 1/1/4
ms

6-2 WIRESHARK PROTOCOL ANALYZER

This section introduces the techniques for using a protocol analyzer to examine how
networking packets are exchanged in a TCP/IP network. By using a protocol ana-
lyzer, such as Wireshark, you will actually be able to develop a better understanding
of the protocols being used and how the data packets are being transferred.

The Wireshark software includes many advanced features for packet capture and
analysis. The capabilities of this software will help you gain a thorough under-
standing of packet transfers and networking protocols. In this chapter, you will

gain an introductory understanding of the capabilities and techniques for using a
sophisticated software protocol analyzer. The protocol analyzer has the capability to
capture and decode data packets and allows the user to inspect the packet contents.
This enables the user to investigate how information is being transferred in the
network. Additionally, the information provided by the protocol analyzer enables
the user to detect, identify, and correct network problems. In this section, you are
guided through the steps of using the Wireshark Network Analyzer.

The following steps guide you through installing and using the Wireshark software.
To download the latest version of the software, visit www.WireShark.org. At the
WireShark.org home page, select Download Wireshark. Once completed, select
your corresponding operating system. Click Run when the dialog box appears to
initiate the download process. At the prompt of the setup wizard, select Next and
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agree to the license agreement. Choose the components you want to install and
click Next to continue. At the next screen, choose your program shortcuts and click
Next to continue. Use the default directory paths specified in the setup menu. To
complete setup, click Install to start the installation process. After installation, you
are ready to begin using the software.

In the first exercise, the Wireshark software is used to examine the packets trans-
ferred in the process of pinging a computer. This exercise uses the IP and MAC ad-
dresses specified in Table 6-1 and the CD provided with this book includes the .cap
files used in the following exercises:

1. In Windows, Click Start > ALL Programs > WireShark to start the analyzer
program. The procedure for starting the WireShark Network Analyzer is the
same for a MAC OS X operating in the dualboot mode with XP.

2. Once WireShark is open, click File > Open, select your CD-ROM drive, and
select the WireShark file folder. Double-click the Ch6-1.cap file to open the
file.

Once you open the Ch6-1.cap capture in WireShark, you should see the captured
packets displayed on the detail view screen, as shown in Figure 6-8.

|l Chi-6icap [Wireshark 16.1 (SVN Rev 33096 from /trunk-16]] = &
fle fdt View Go Copture Anshze Statistics Telephony Tools ntemsls Help |
Frdee =@xEe ae»9 T2 B eaan @08 %@ ‘
Filter; E |&pmm Clesr Apply |
Na. Time Source Destination = Pretecol Length Info |

Xircom 13:99:2e Broadcast [ 64 wh as 10.10.10.27 Tell 10,10.10.1
20.000543 Xircom_13:6C:68 Xircom_13:99:2e ARP 64 10.10.10.2 15 at 00:10:a4:13:6c:68

3 0.000561 10.10.10.1 10.10.10.2 ICHP. 78 echo (ping) request 1d=0x0200, seq=2304/9, ttl=128
10.10.10.1 IoMP 78 £cho (ping) reply 1d=0x0200, seq=2304/9, ttl=128
10.10.10.2 ICHP 78 echo (ping) request 1d-0x0200, seq-2560/10, trl-128
10.10.10.1 TP 78 cho (ping) reply  1d=0x0200, seq=2560/10, trl=128
10.10.10.2 ICHP 78 Echo {ping) request 1d=0x0200, 5eq=2816/11, ttl=128
10.10.10.1 ICHP 78 echo (ping) reply  1d=0x0200, seq=2816/11, ttl1=128
10.10.10.2 ICHP. 78 echo (ping) request 1d=0%0200, seq=3072/12, ttl=128
10.10.10.1 TP 78 echo (ping) reply  1d=0x0200, seq=3072/12, ttl=128

@ Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
= Ethernet II, Src: Xircom_13:99:2e (00:10:a4:13:99:2e), Dst: Broadcast (Ff:ff:ff:ff:ff:ff)
= Destination: Broadcast (ff: : )

v e Ox0806)
Trailer: 58fF0 n
# address Resolution Protocol (reguest)

O Frame (frame), 64 bytes Packets 10 Displayed: 10 Marked: 0 Load bme: 000032 [ Profie Defoukt

FIGURE 6-8 The captured packets showing the ping from computer 1 to computer 2

In this example, the information on the screen is showing the transfer of packets
that occurs when one computer pings another. In this case, computer 1 pinged com-
puter 2. The MAC and IP addresses are listed for your reference in Table 6-3.
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TABLE 6-3 The MAC and Assigned IP Addresses for Computer 1 and Computer 2

Name (Hostname) MAC Address IP Address
Computer 1 00-10-A4-13-99-2E 10.10.10.1
Computer 2 00-10-A4-13-6C-6E 10.10.10.2

In this example, a ping command is issued from computer 1 to computer 2. The
structure of the command issued by computer 1 at the command prompt is

ping 10.10.10.2

Shown in packet number 1 in Figure 6-8, computer 1 issues an ARP request on the
LAN. The source of the packet is 00-10-A4-13-99-2E (computer 1). The destina-
tion address on the local-area network shown is BROADCAST, which means this
message is being sent to all computers on the network. A query (Q) being asked is
who has the IP address 1 0.10.10.2 (PA). In Figure 6-8, the wording to the right of
ARP says, “Who has 10.10.10.2?”

The highlighted area (Number 2) in Figure 6-9 shows computer 2 replying with its
MAC address back to computer 1. This is called an ARP reply, which is a protocol
where the MAC address is returned. The source of the ARP reply is from 00-10-A4-
13-6C-6E (computer 2), which is replying that the MAC address for 10.10.10.2 is
00-10-A4-13-6C-6E (HA). In this case, the owner of the IP address replied to the
message.

[l Chi-6cop (Wireshark L6L (SN Rev 38096 from ftrunk-L6)] =)

File Edt ¥iew Go Capture Analyze Statistics Telephony Jools [ntermals Help
BEdae DAXBE A¢saTL @.Gl@u:l " SRR

Filter: [~ | Epression... Clesr Agply
No. Tim Source: Destination motu:al Length Info
1 0.000000 xircom_13:59:2e Broadcast 64 who has 10.10.10.27 Tell 10.10.10.1
2 0. Xircom 13:6c:6e 3 L13:99: 64 w 10, 1u 2 15 at 00:10:ad:13:6¢:6e
30, .10.10. 78 Echo request 10 \ 5€q=2304/9, LTI=128
40, ,10.10.1 78 E:ho cpingJ reply  d=0x0200, seq=2304/9, tt1=128
51 10.10.10.2 ICHP 78 Echo (ping) request 1d=0x0200, seq=2560/10, tt1=128
61, 10.10.10.1 TCMP 78 Echo (ping) reply  id=0x0200, seq=2560/10, tt1=128
T2 10.10.10.2 ICHP 78 Echo (ping) request {d=0x0200, seq-2816/11, ttl=128
10.10.10.1 IcHp 78 Echo (ping) reply  1d=0x0200, seq=2816/11, tt1=128
i 10.10.10.2 TICHP 78 Echo (ping) request d=0x0200, seq=3072/12, ttl=128
10 3.004767 l.l 1l 1.0 2 10.10.10.1 ICHP 78 echo (ping) reply 1d=0%0200, seq=3072/12, tt1=-128

% Frame 2: 64 bytes on wire (512 bits), 64 bytes captured (512 bits)
© Ethernet IT, Src: Xircom_13:6¢:6e (00:10:a4:13:6¢:6e), Dst: Xircom 13:99:2e (00:10:a4:13:99:2e)
= Destination: xircom_13:99:2e (00:10:a4:13:99:2e
Address: xirco-_l} 99:2e (00:10:a4:13:99:2¢)
= 16 bit: Individual address (unicast)
= LG bit: Glabally unique address (factory default)

.. -AIG hll Indiv|dua| address (unicast)
.. = LG bit: Globally unique address (factory default)

Type: arp (n 0806)
Traile
¥ Address mesnlu:!on protocol (renly)
0000 00 10 a4 13 99 2e 00 10 a4 13 6c 6e 08 06 00 OL
0010 08 00 06 04 00 02 00 10 ad 13 6C 6e Oa 0a 0a 02
0020 00 10 a4 13 99 2e Oa Oa Oa OL 00 00 00 00 00 00
0030 00 00 00 00 00 00 00 00 00 00 00 00 9c d5 4b €0

(@ File: "E:\Finisar\Chl-6.cap” 1166 Bytes 00:00-... | Packets: 10 Displayed: 10 Marked: 0 L

FIGURE 6-9 Computer 2 replying with its MAC address back to computer 1

Figure 6-10 shows computer 1 sending an echo request directly to computer 2.

An echo request is the part of the ICMP protocol that requests a reply from a com-
puter. Notice in the echo request that the destination address is 00-10-A4-13-6C-6E
(computer 2’s MAC address), and the source is 00-10-A4-13-99-2E (computer 1’s

ARP Reply

A network protocol
where the MAC address is
returned.

Echo Request

Part of the ICMP protocol
that requests a reply
from a computer.
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MAC address). Recall that computer 1 now knows the MAC address for IP address
10.10.10.2, so the ping request can be sent directly. In this step, computer 1 uses
the ICMP ping command to verify network connectivity. The highlighted area in
Figure 6-11 (number 4) shows computer 2’s echo reply. This series of echo requests
and replies repeats three more times for a total of four cycles.

Il ChlGcop [Wireshark L6.1 (SVN Rev 38096 from firunk-L1)] [E=TEer %]
Fle Edt View Go Coptore Amolyze Satisbics Telephory Toohs Intemels Help
Budae 2RXE2E A¢»eTa EBEacan d@B8 i 8

Filter: "~ | Expression... Clear Agoly
No. Time Source. Destination I’mtu:al Length Info
1 0.000000 xircom_13:99:2e Broadcast 64 Hho has 10.10. 1.0 2? Ye'l'l 10. 10.

Ge Xircom_1

99:2e

10.10.1 78 Echo (ping) reply slq-nolfs,
51.002063 10.10.10.1 10.10.10.2 Teup 78 Echo (ping) request 5€q-2560,/10, tt1-128
61.002404 10.10.10.2 10.10.10.1 TCMP 78 Echo (ping) reply. 5€q=2560/10, tt1=128
10.10. 1 bl 78 Echo (ping) request 5eq=2616/11, trl=128
10.10.10. ICMP 78 Echo (ping) reply 5€q-2816/11, ttl-128
9 3.004454 10.10.10.1 10.10.10.2 ToMP 78 Echo (ping) request 5eq=3072/12, ttl=128
10 3.004767  10.10.10.2 10.10.10.1 TomP 78 Echo (ping) reply  1d=0x0200, seq=3072/12, ttl=128
@ Frame 3: 7B bytes on wire (624 bits), 78 bytes captured (624 bits) R
= Ethernet II, Src: Xircom 13:99:2e (00:10:a4:13:99:2e), Dst: Xircom 13:6c:6e (00:10:a4:13:6c:6e)
a4 6e)

hi:‘ md!vidual address (unicast)
bit: Globally unique address (factory default)

: Individual address (unicast)

ke ; 5 bit: Globally unique address (factory default)
Type: IP (0x0800)
Trailer: 96b3oesb

# Internet Protocol Version 4, Src: 10.10.10.1 (10.10.10.1), pst: 10.10.10.2 (10.10.10.2) '

0000 00 10 a4 13 6C 6e 00 10 ad 13 99 2e 08 00 45 00 Tn.. E

0010 00 3c 00 50 00 00 80 01 12 zb 0a 0a 0a 01 0a Oa
0020 0Oa 02 08 00 42 5c 0z 00 09 00 61 62 63 64 65 66 f
0030 67 68 €69 6a 6b 6c 6d 6e &f 70 71 72 73 74 75 76 jkimn ?qrstuv
0020 77 61 62 63 64 65 66 67 68 69 96 b3 Oe 8b wabtdefg hi....

[ChiG.csp [Wireshark 161 (SVN Rev 38096 from /trunk-LE)] |

FIGURE 6-10 Computer 1 is sending an echo request to computer 2

|l Chi-6cap [Wireshark 161 (SVN Rev 38096 from /trunk-L6]] = [ el |
File Edit View Go Capture Anslyze Statistics Telephony Tools [Intemals Help
B BERRE ResaTFL G acaapD @a@om & @

Filter: JEq:rumn... Chear Apply
No. Destination vmxn: Length Info
2e  Broadcast 64 who has 10.10.10.27 Tell 10.10.10.1
£ Xircom_13:99:2e .uw 64 10.10.10.2 15 at 00:10:a4:13:6c:6!
10.10.10.2

1d=0x0200, s'q-iwli. trl=128
i 2 TLI=128

ICHP ing
1.0 10.10.1 TCMP 78 Echo (ping) n,ply d=0x0200, s-q-zsson 5
10.10.10.2 TcHp 78 £cho (ping) request id=0x0200, seqe2816/11, TT1=128
10.10.10.1 TeHp 78 Echo (ping) reply  id-0x0200, seq=2816/11, ttl-128
10,10.10.2 ICHP 78 Echo (ping) request 1d=0x0200, seq=3072/12, ttl=128
10 3.004767 10.10.10.1 TCHP 78 Echo (ping) reply  1d=0x0200, seq=3072/12, tt1=128

@ Frame 4: 78 bytes on wire (624 bits), 75 I:yt:s captured (624 bits) -
] :thernet II, Src: Xircom 13:6¢:6e (00: :6c:6e), Dst: Xircom 13:99:2e (00:10:a4:13:99:2e)

£ Destination: Xircom_13:99:2e (00 l !.S 99:2e)
Address: xircom_13:99:2e (00 ad113:99:2e)

0 veee veen caae = I1G bit: Individual address (unicast)
= LG bit: Globally unique address (factory default)
scurce. )ﬂrccui ec.ﬁe (00 10:ad :1316C:6e) i1

Address: xircom 13:6c:fe (00:10:ad:13:6c:6e)
= IG bit: Individual address (unicast)
waas = LG bit: Globally unique address (factory default)
Type: 1P (0x0800)
Trii'ler 4f2186c8
@ Internet Protocol version 4, Src: 10.10.10.2 (10.10.10.2), Dst: 10.10.10.1 (10.10,10.1) e
0000 00 10 a4 13 99 Ee DD lD a4 13 6c €e 08 00 45 00 ........
0018 90 3c 00 78 00 123203020002 0298 .cioos .
0020 09 00 5L 62 63 64 65 66 .. abcdef
0030 3 08 69 on 6b &¢ 04 6o of 20 3L 7333 74 75 36 gmjmm opqrnuv
0040 77 61 62 63 64 65 66 67 68 63 4f 21 B6 8 wabtdefg hio!..
@ | File: "E:\Finisar\Chl-6.cap" 1166 Bytes 00:00:... | Packets: 10 anhynt 10 Marked: 0 Load time: 0:00.032 Profile: Default

FIGURE 6-11 The echo reply from computer 2
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Using Wireshark to Capture Packets

The first exercise with the WireShark software demonstrated how to use the proto-
col analyzer to inspect captured packets. In most cases, the user will want to cap-
ture data packets from their own network. The following steps describe how to use
the software to capture packets:

1. In Windows, click Start > Programs > WireShark > and select WireShark
to start the program.

2. To capture packets on an operating network, you first need to select the in-
terfaces in which you would like to obtain the capture (see Figure 6-12). You
can do this by going to Capture > Interfaces. After selecting your interfaces,
click Start to start capturing, as shown in Figure 6-13. You can also get to the
interface list by clicking on Interface List from the WireShark home screen.

| Jl) The Wireshark Network Analyzer

File Edit ¥iew Go Capture Anchyze Statistics Telephony JTools Help

Bla e el e B Inefece. alb o T L |I[EE QD @ BB % H
— — i@ Options... Ctrl+K F— x
Filter: @ stant Ctl+E ~ Expression.. Clear Apply
I & Stop CHri+E
@ Restart Ctrl+R
e Most Popular Network Protocol Analyzer
Capture Files m
Interface List = Open & Website
- Live st of the capture interfaces {counts incoming packets) Open & previously captured file Visit the project’s website
Start capture on interface: Open Recent: @ User's Guide
E Broadcom NetXtreme Gigabit Ethernet Driver C:\Users\student\ Desktop\Assignment3_c.pcap (105 KB) The User's Guide [local version, ifiny
SRR GaE C:\Users\student\ Desktop' Assignment3_b.pcap (27 KB
il ARnre poons Ci\Users\student\ Desktop\ Assignment3_a.peap (2219 Bytes) @ Security
Sart & capiye ity cletaled optioos: FAET_477\Assignment3_a.pcap [not found] Wark with Wirsshark s sscurely a: |
Capture Help @ Sample Captures

Aich assortment of example capture files on the wiki

@ How to Capture

Step by step 1o & successful capture setp

@ Network Media

Specific infarmation for capturing on- Ethernet WLAN, _

< i ] b

()| Ready to load or capture | No Packets | Profile: Default

FIGURE 6-12 Initializing Wireshark to capture data packets from your network

Description P Packets Packets/s Stop

E| Broadcom NetXtreme Gigabit Ethernet Driver fef0:64b7:b672:6d73:2ae3 46 0

FIGURE 6-13 Starting the capture
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SNMP (SNMPv1)

Simple Network
Management Protocol.

Management
Information Base
(MIB)

A collection of standard
objects that are used
to obtain configuration
parameters and
performance data on a
networking device.

3. To examine the packets, stop the simulation by clicking Capture > Stop. Re-
member, there must be some activity on your network for packets to be trans-
ferred. You may see little traffic activity if your network is in the lab, and there
is limited network activity. You can always use the ping command to generate
some network data activity, if needed.

To open a saved capture file, click File > Open or click Open from the Wireshark
home screen.

To change capture options, click Capture > Options to change the options to your
preferred settings.

6-3 ANALYZING NETWORK DATA TRAFFIC

A network of moderate size has a tremendous number of data packets entering and
leaving. The number of routers, switches, hubs, servers, and host computers can
become staggering. Proper network management requires that all network resources
be managed. This requires that proper management tools be in place.

A fundamental network management tool is SNMP (SNMPv1), the Simple Network
Management Protocol. SNMPv1, developed in 1988, is widely supported in most
modern network hardware. SNMP is a connectionless protocol using the User Data-
gram Protocol (UDP) for the transmission of data to and from UDP port 161.

SNMP uses a management information base (MIB), which is a collection of stan-
dard objects that are used to obtain configuration parameters and performance data
on a networking device, such as a router. MIBs describe the structure of the man-
agement data of a device subsystem using a hierarchical namespace that contains
object identifiers or OID. Each OID identifies a variable that can be read or set via
SNMP. For example, the MIB’s object, ifDescr, has an OID of 1.3.6.1.2.1.2.2.1.2.
This particular object or OID is used to return a description of the router’s inter-
faces as demonstrated in Figure 6-14. An SNMP software tool was used to collect
the interface description information. The IP address of the router is 10.10.10.1, and
a get request ifDescr was sent to port 161, the UDP port for SNMP. The descrip-
tions of the interfaces were returned as shown.

Obtaining the SNMP data requires that SNMP be configured on the router. The fol-
lowing discussion demonstrates how to configure SNMP on a Cisco router.

Configuring SNMP

The first step for configuring SNMP on a Cisco router is to enter the router’s con-
figuration mode using the conf t command:

RouterB#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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=Tk
File Edit Wiew Operations Help
ErEan DS amny B OB XE0 2?9
T SYTOMELIT |
syslpTime Host I1D.1D.1D.1 VI Community IMMMMM

@ sysContact

@ svsMame Setvalue 161 | Wirite Community I
bl sysLocation Caritextilan., I 'I ContedErminelD I 'I
i sysSenices

=Y interfaces J Chject ID I.Urg.dud.imemei.mgmt.mib-Q interfaces.ifTable.ifEntry.ilDescr

Sent get request to 10.10.10.1 @ 16l
ifDescr.l:-->*Ethernetd
ifDescr.&:--*Ethernetl
iflescr.3:-->3erialod
ifDescr.4:-->Seriall

(3 if3peed
(@ iPhysAddress
@ ifadminStatus
@ ifoperStatus
@ ifLastChange
@ inCctets Access
g ifinUcastPhts i
iflnMLUcastPkt:
@ :ﬂEDiSiZ?ds ® = Chject D [1.361.21.2.212
| Ll_l

Syntax DisplayString {SI1ZE (0 .. Btatus rmandatary

read-only

Reference

ﬂ 4 textual string containing information about €4
E. [ | Descripti... 1nt.ex:facf. Thia str‘:l:ng sh:uld 1nclude‘1the mame "
Glahal View r i il

FIGURE 6-14 An example of using an SNMP software management tool to obtain
descriptions of a router’s interfaces using the MIB (ifDescr)

From the router’s (config)# prompt, enter the command snmp community [commu-
nity string] [permissions]. The community string can be any word. The permissions
field is used to establish whether the user can read only (ro), or read and write (rw).
The options for configuring SNMP on the router are shown here:

RouterB (config) #snmp community ?
WORD SNMP community string

The router was connected to the computer running the SNMP management soft-
ware, as shown in Figure 6-15. The router’s configuration mode was entered, and
the snmp community public ro command was issued. The word public is used as
the community string. The community string is the password used by the SNMP
software to access SNMP (port 161) on the router. The ro sets the permission to
read only:

RouterB (config) #snmp community public ro

In the next example, the community string password is set to makesecret, and the
permission is set to read write (rw). Once again, the router’s (config)# mode is en-
tered and the command snmp community makesecret rw is entered:

RouterB (config) #snmp community makesecret rw

The configuration for SNMP can be verified using the show run command from
the router’s privileged mode prompt. A portion of the configuration file that lists the
SNMP configuration for the router is shown here:

RouterB#sh run

snmp community
[community string]
SNMP Community string
is a user ID or password
that allows access to

a network device's
statistics.
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snmp-server community makesecret RW

Figure 6-15 shows the setup of the configured router and the computer running the
SNMP management software. The SNMP management software issues the SNMP
message to the router at port 161, and the router returns the response.

port 161
e B SNMP
e— ........ ——1 Management
- response Software

10.10.10.1 "string-makesecret"

FIGURE 6-15 The setup for connecting the SNMP management software tool to the router

Figure 6-16 shows another example of using SNMP to obtain interface informa-
tion about a router. The SNMP manager was configured with the host IP address
of 10.10.10.1, a set value (port #) of 161, and the 10 character community string of
makesecret shown as * * * * * * % * * * The MIB’s object (ifspeed) was sent to
the router and a status for each of the interfaces was provided. The data displayed
shows the speed settings for the router’s interfaces.

RE

File Edil View Operaliuns  Help

EEBha HE R Y SWE ¥Ee 23

: @ syslpTime ;I Host |1 040101 hd I Comimunity I****ﬂ****

—- i sysContact

H 0 sysharme SelYalue 161 | Wdrile Curnrmunily I
: g SYSIETGC?IIM Contertia... I vl EontevtEnninel D I vl
SYSoenvices

ShL
pat

= interfaces J Object 1D |0rg.d od.internet. mamt.mib-2 interfaces.ifTable iEniry ifSpeed
@ iMumber Tr.5T-—FNULIO
=& ifrable =
E‘E I‘LEml"f Sent get rRmeat tn IN_I0.TN.T & TA1
;Iﬂ;l[;ﬁe} ifSpeed. 1:--%10000000
A :ﬂesecr ifSpeed. 2:-->10000000
imﬁﬂ ifSpecd. 3 »1544000
"I iBnead ifipesd. 4;-->+ 1544000
-1 iPhysAddress :l
- ifidminStatus =
g :?5;23:3:;9 Syntay Galne Status mandatnny
& ifinOctets ALLESS redu-uriby Relerence
- ifinlcastPiis Indesx
- iinNUcastPis

@ ifinDiscards | ObisetiD [1361212215
e | ’_l

ﬂ AN estimate of the 1NTCerrace’s CULrent bandwidt <
st in bits per second. For interfaces which do no

L~ [ttt f
Global Yiews r d L

FIGURE 6-16 Using an SNMP software management tool to obtain interface speed settings
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Another important application of SNMP is for obtaining traffic data statistics. An
example of this is shown in Figure 6-17. The SNMP management program issued
an SNMP message with a MIB’s object (ifOutOctets), which returns the number of
octets of data that have left the router. (The router has a counter that keeps track.)
The first result shows ifOutOctets 7002270. The next result display shows that the
ifOutOctets returns a value of 7002361.

L8

Eile Edd Miew Operstions Help

FEPHa RS BDRVY B DUE EE0 29

15 aystom | [roq0.101 =] community  [eereueeres
=3 inberfsces
B iNumbier Setvalug | | wirite Communiy |
= [ irmatie
= [ iEaty teame | = || cantenineion | =]
;'r!;;"" Onject D [ ts0.0rg.dodt imemet mget ri- 2 Interface s, Table MEniry. Outdetets. 1
B iMescr
8 iype Londing NIRa .. \wiha\RFC1Z13-MIR
5 it bone .
i itzpond
i IPhysaddress
I;’:g":::_’;m” Sent get Lequest £o L0.10.10.1 @ 161
-4 |n_:s|c-'nanqe if0utctets, 13--»7002270
@ inoctets
@ fnUssstPus Tent get request £o 10.10.10.1 : 161
B InNUCasIPHE if0utictets, 13-->7002361
@ inDizcards
® inEmors Fent get request to 10.10.10.1 : 161
B innUnknownProlos if0uclcrets, 11--3>7002452
]
W irutJcastFis Feat get request to 10.10,10.1 5 161
# IMuNUcastFRs ig0utoceeta, 1 --> 7002603
i ifOutDiscards
@ imutemors Fent get cequest to 10.10,10.1 & 161
i iroutaLen i ffurierera, 1t --> 7002694
i irspecitic
« Chat
=-dip
=11 icmp
= kp
= 1 udp
e Syntax Counter Saws ||
hansmission
5 0 srrng Arcess read-only Referenca |
wpirimenital Index
" TP(.P‘R L e ObjeetID 1.36.1.21,.2.21.18
w M TEXTUAL COMVENTIONS B The tocal nusber of octets transmitced out of che
[ 5 1| Destnption interface, including Eraming characters.
falabal View r

FIGURE 6-17 An example of using SNMP to collect data traffic statistics

The SNMP management program collecting the statistics keeps track of the time
interval between measurements and the number of octets that have passed. This
information can be used to calculate the average traffic flow by hour, day, week, or
month, depending on the information needed. A final note about the router’s coun-
ter: The counter does not reset unless the router is rebooted.

Two other versions of SNMP have been developed for network management. These
versions are SNMPv2 and SNMPv3. SNMPv2 was developed in 1993; however, this
version was not directly compatible with SNMPv1. SNMPv2 attempted to address
security issues, but this led to the development of many variants and SNMPv2

was never fully accepted by the networking industry. One of the variants called
SNMPv2c¢ (Community-based SNMP version 2) was adopted more widely than the
others. SNMPv3 was developed in 1998 and achieved the important goal of main-
taining compatibility with SNMPv1 and adding security to SNMP. The security
features of SNMPv3 include confidentiality, integrity, and authentication. Confi-
dentiality means the packets are encrypted to prevent snooping; integrity ensures
the data being transferred has not been tampered with; and authentication means

SNMPv2

Simple Network
Management Protocol
version 2.

SNMPv3

Simple Network
Management Protocol
version 3.
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the data is from a known source. The steps of how to configure SNMPv3 on Cisco
routers are as follows.

RouterA (config) #snmp-server group groupv3 v3 priv

RouterA (config) #snmp-server user userv3 groupv3 v3 auth md5 v3password

Configuring SNMPv3 on Cisco routers and switches consists of two steps:

1. Configure an SNMP group. For example, the command snmp-server group
groupv3 v3 priv creates a group called groupv3 with SNMPv3 capability and
it will use the version 3’s authentication method and privacy (encryption).

2. Configure SNMP user. For example, the command snmp-server user userv3
groupv3 v3 auth mdS v3password creates a user named userv3 that belongs
to the group groupv3 created previously. This user will use the HMAC MDS5
algorithm for authentication with the password v3password.

An example was presented that shows how to obtain the number of octets leaving
a router. This type of information can be used in a campus network to monitor the
flow of data for many points in the network. Statistics can be obtained for hourly,
daily, weekly, and monthly data traffic. This section discusses plots of network
router utilization obtained via the router’s SNMP port.

Figure 6-18 is a plot of a router’s hourly data traffic. The plot shows the average
number of bits coming into the router and the average number of bits out. The net-
work administrator should become familiar with the typical hourly data traffic pat-
tern for their network. Notice the decrease in data traffic in the early morning and
the dramatic increase in data traffic around 12:00. The traffic clearly shows some
type of disturbance around 12:00. The plot is showing that the bit rate significantly
increases for a few minutes. This is not necessarily a problem, but it is something
that a network administrator will want to watch.

bits per second
L)
[=]
=

I W
AL : : i o
f‘l\’ ]__j V\\A-f'\;n,ﬂ.,‘;"\dur‘\_ﬂ e m___._ﬂm_héf.ﬂ'r’ﬁ}lv I|\F~_J(\ . IL\J\,. it

a0; 00 g 00 12:00 18100 00 0o 0g: 00 12: 00
O Average bits in W Average bits out

FIGURE 6-18 The hourly plot of a router’s data traffic

In this case, the network administrator looked at the daily log of network activity
for the same router. This plot is shown in Figure 6-19. The cycle of the data traffic
from morning to night is as expected, heavy data traffic about noon and very low
data traffic in the mornings. An interesting note is the noon data traffic spikes on the
first Wednesday and then repeats the following Wednesday. Whatever is causing the
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change in traffic appears to happen on Wednesdays. If this sudden change in data
traffic turned out to be something of concern, a protocol analyzer could be set up to
capture the data traffic on Wednesdays around noon so that the traffic pattern could

be explained.

bits per second

lug wed 1nu Frl Sat sun Mon ug wed

I Average bits 1n M Average bits out

FIGURE 6-19 The daily plot of a router’s data traffic

Sometimes, the graph of the network traffic over a longer period of time is needed.
Figure 6-20 shows the data traffic through the router over a six-week period. The
traffic shows some consistency except for a change from week 11 to week 12. Most
likely, this can be explained by examining the network trouble reports and mainte-
nance logs to see if this router was briefly out of service.

bits per second

WEEE U WeEk 11 week 12 week 13 week 14

I Average bits 1n M Average bits out

FIGURE 6-20 The weekly plot of a router’s data traffic

Justifying the expansion of a network’s capability (for example, higher data rate or
better core or distribution service) requires showing the manager data traffic statis-
tics. Figure 6-21 is a plot of the router’s monthly data traffic. The summer shows a
significant decrease in data traffic. The plot also shows that the network was down
once in the June—July period and again in January. The manager wants to know if
there is justification to increase the data rate of the router to 1 gigabit (1 GB). (The
router’s current data rate is 100 Mbps.) Is there justification to upgrade the router
to 1 GB? Probably not, at least not immediately. The maximum measured average
data rate is about 16 Mbps. The router’s 100 Mbps data rate does not seem to be

causing any traffic congestion problems.
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FIGURE 6-21 The monthly plot of a router’s data traffic

This section showed how keeping logs of data traffic can be used to spot potential
network problems and help plan for possible future expansion of the network.

NetFlow

SNMP allows for the gathering of the statistical information from network devices;
however, it does not dive deep into IP information, such as source, destination, or
protocol of each data packet. NetFlow allows for such data collection. Contrasted
to SNMP, NetFlow is a push technology where NetFlow data is pushed from a net-
work device to a collector. NetFlow was created by Cisco in 1996 for acquiring IP
traffic operational data in order to provide network and security monitoring, traffic
analysis, and IP accounting. Currently, there are 10 versions of NetFlow. NetFlow
version 5 is the most common version deployed on many network devices from
different vendors. NetFlow version 9 is the first version to support IPv6 and that
version is now standardized by the IETF to NetFlow version 10 or Internet Protocol
Flow Information Exchange (IPFIX).

Even though NetFlow was developed by Cisco, it is not Cisco proprietary protocol.
Many network vendors have adopted NetFlow to collect their IP traffic flow statistics.
Nonetheless, there are still variants of the NetFlow protocol available to the public.
For example, Jflow is Juniper’s IP traffic flow technology. It is similar to NetFlow ver-
sion 5; however, it is a flow sampler technology, which samples the number of pack-
ets as defined in the router configuration. Created by InMon, Sflow (Sampled Flow) is
another traffic flow technology. Similar to Jflow, Sflow is also a sampling technology
that is designed to collect a large scale of statistical network information. It has many
performance counters that it is collecting, which is different than information col-
lected from NetFlow and Jflow. It can be thought of as SNMP on steroids. Its main
deployment is in high-speed switched networks with big support from HP, Extreme,
and Alcatel. Sflow is not compatible with NetFlow or Jflow.

There is one thing that all these flow technologies have in common: All the flow
information has to be exported or sent to the collector. The collector stores and ana-
lyzes the flow information. There are many flavors of Flow collector software avail-
able. Some of them can even collect all different type of flows (NetFlow, Jflow, and
Stlow) and are able to correlate information among them. A final note on any flow
technologies is that, because it is a push technology from a network device itself,
enabling flow could increase the CPU utilization of the device. This is true espe-
cially if the device is a busy router with heavy load of network traffic. One should
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constantly monitor the CPU health of the device when turning flow on. The follow-
ing examples demonstrate how to configure NetFlow on Cisco routers.

The first step is to define the version of the NetFlow, the source of the export, and
the destination and its listening UDP port where the flows will be exported as fol-
lows:

RouterA (config)# ip flow-export source Loopback0
RouterA (config)# ip flow-export version 5
RouterA (config)# ip flow-export destination 10.10.101.19 5000

The second step is to enable NetFlow on an interface by using the command ip
route-cache flow. This command enables NetFlow on the physical interface and its
associated subinterfaces, if there are any. The command ip flow ingress is used to
enable NetFlow on particular subinterfaces. In this example, the Gigabit 1/0 inter-
face is enabled with NetFlow monitoring, as shown:

RouterA (config)# int GigabitEthernetl/0
RouterA (config-if)# ip route-cache flow

The NetFlow information can be verified with a show command. The command
show ip flow export shows the NetFlow configuration and its basic statistics. Note
that all the flow information has to be sent to the collector. The collector stores and
analyzes the flow information. There are many flavors of Flow collector software
available. Some of them can even collect all information.

RouterAt#tsh ip flow export
Flow export v5 is enabled for main cache
Exporting flows to 10.10.101.19 (5000)
Exporting using source interface Loopback0
Version 5 flow records
4196949232 flows exported in 139898308 udp datagrams
138 flows failed due to lack of export packet
178 export packets were sent up to process level
0 export packets were dropped due to no fib
0 export packets were dropped due to adjacency issues
0 export packets were dropped due to fragmentation failures
0

export packets were dropped due to encapsulation fixup failures

6-4 FILTERING

Data capture files can be quite large, and it often requires that the network admin-
istrator search the capture files to find specific information. This could require
searching for a specific IP address, or possibly the contents of a file transfer, or
searching for a network problem. This section examines several filtering techniques
that are available with Wireshark, which include the following:

1. Typing in the display filter
2. Apply saved display filters
3. Right-click filtering
4

. Apply conversation filters
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Typing in the display filter is a technique that allows you to create your own filter
syntax that enables more complex filtering. The following in an exercise that dem-
onstrates how to filter out any occurrences of a specified IP address from a saved
capture file. This exercise requires that you first open Wireshark. Select the 6.2.cap
file that is provided in the Wireshark folder that is provided in the CD that comes
with the text. Figure 6-22 provides a screenshot of the 6-2.cap file. In the upper-left
corner of the screen, you will see the word filter. This indicates the location of the
filter button. Click the filter button, and this will open the saved display filters op-
tion box. This is shown in Figure 6-23. This is showing that the display filters box
1S empty.

File Edit View Go Capture Analyze Statistics Telephony Tools Help
Bused DEX2E A+ TLIEE QAR BB % B

(Fiteer) ~ Epression.. Clear Apply

INo. Time Source Destination Protocol Info
1 0.000000 Cisco_. spanning-tree-(for-sTP  conf. Root = 32768/0/00:30:19:2f:d8:00 cost = 0 Port = 0xB01b
6 10

2 1.582469
3 8:00 cost = 0 Port = Ox801b

5 2.873558 10.10.20.1 ICMP  Echo (ping) request seq(be/1e)=256/1,

(1d=0x0200, ttl1=126)
6 2.873633 10.10.5.2 1cvP Echo (ping) reply (1d=0x0200, seq(be/le)=256/1, tt1=128)
7 3.870995 10.10.20.1 IeMP  Echo (ping) request (id=0x0200, seq(be/le)=512/2, ttl=126)
£ 3.871061 10.10.5.2 Icup  Echo (ping) reply  (id=0x0200, seq(be/le)=512/2, trl=128)
9 4.009123 d8:1b spanming-tree-(for-STP  Conf. Root — 32768/0/0 9:2f:d8:00 COST - 0 POrT - O0x801b
10 4.872330  10.10.5.2 10.10.20.1 IcMP  Echo (ping) request ( , seq(be/1e)=768/3, tr1=126)
11 4.872397 10.10.20.1 10.10.5.2 IcMP  Echo (ping) reply (i , seq(be/le)=768/3, tr1=128)
12 5.873676 10.10.5.2 10.10.20.1 IcMP  Echo (ping) request (id=0x0200, seq(be/le)=1024/4, tt1-126)

13 5.873743  10.10.20.1 10.10.5.2 IcMp  Echo (ping) reply  (id-0x0200, seq(be/1e)-1024/4, TT1-128)

. b 5] Conf. Root 0 :00 Cost = 0 Port = Ox801b
Hello
Conf. Root

Spanning :d8:00 CoST = 0 POrt = Ox801b

@ Frame 1: 64 bytes on wire (512 bits), 64 bytres captured (512 bits)
[ TEEE 802.3 Ethernet

[ Logical-Link cContral

@ Spanning Tree Protocol

0000 01 80 c2 00 00 00 00 30 19 2f d8 1b 00 26 42 42
0010 03 00 00 00 00 00 80 00 00 30 19 2f dg& 00 00 00
0020 00 00 80 00 00 30 19 2f d& 00 80 1b 00 00 14 00
0030 02 00 OF 00 00 00 00 00 00 00 00 00 cb ca 6d 81

@ | File: "C:\Users\chrislas\Desktop\Finisar-2e\1... | Packets: 253 Displayed: 253 Marked: 0 Load time: 0:00453 | Profile: Default

FIGURE 6-22 Screenshot of 6-2.cap file showing the location of the filter button

- .
[l Wireshark: Display Filter - Profile; Default (=

rEdit—— Display Filter

| Delete|

L
-Properti

T
Filter name: |

Filter string: | | [E!prﬂsron,..]

) (o) [mes )

FIGURE 6-23 The Wireshark: Display Filter - Profile menu
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In this example, you will first select a filter that only displays IP data packets. To
add a filter, click Expression at the bottom right of the Wireshark: Display Filter
menu. This will open the Wireshark: Filter Expressions — Profile menu. Scroll down
until you see IPv4 and click OK. You will be returned to the Wireshark: Display
Filter menu. The text “ip” is now placed in the Filter String. Next, enter the filter
name of ip only, as shown in Figure 6-24. Click New and the filter for selecting
only IP data traffic is entered, as shown in Figure 6-25.

[l Wireshark: Display Filter - Profile: Default (= E ]

~Edit Display Filt

I Delete'

P

Filter namz|\p only| |

Filter string: | ip | [ E!plrssiun...]

o) [Czeny ) [goncel ]

FIGURE 6-24 The creation of the IP only filter

- -
[l Wireshark: Display Filter - Profile; Default [E=EER

~Edit—— Display Filter

oo, =

rProper

Filter namz|\p only |

Filter string: | ip | [ E!Plﬁsiﬂl\...]

o) e e

FIGURE 6-25 The addition of the IP only filter to the Wireshark: Display Filter menu
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Figure 6-25 shows that the ip only filter has been added to the Filter — Profile. Ap-
ply this filter by clicking the OK button. Notice that the Wireshark screen changes
and the non-IP related traffic is filtered out and the Wireshark screen is only dis-
playing Internet Protocol-based traffic. You can also limit this filter down further to
show only a specific IP address. For example, search for the IP address 10.10.5.2 by
clicking the filter button, which displays the Display Filter — Profile menu.

In the Filter string box, enter ip == 10.10.5.2, add the Filter name of ip address
equals 10.10.5.2, and click New. This adds the IP address 10.10.5.2 filter to the
Display Filter menu, as shown in Figure 6-26.

[l Wireshark: Display Filter - Profile; Default = | (5 S

rEdit -Display Filter

ip only
ip address equals 1010.5.2

--i"roper‘t‘\.a
Filter name: | ip address equals 1010.5.2

Filter string: | ip == 101052 .
T

J

FIGURE 6-26 The addition of the ip = = 10.10.5.2 filter to the Wireshark: Display Filter
menu

Click the Apply button and only data packets with the IP address 10.10.5.2 are dis-
played. The result of applying the ip.addr = = 10.10.5.2 filter is shown in Figure
6-27. Notice that only data packets containing the IP address 10.10.5.2 are dis-
played.

Notice that the Filter String box will change color according to the syntax error
checker. The text box is highlighted green, meaning that the entered filter is the
correct syntax and will produce an output. If an error exists then the text box turns
from green to red. This is a built in error checker that Wireshark uses on its filters.
The red indicates that incorrect syntax is being input. Any enabled display filters
can be cleared at any time using the Clear button on the filter bar.

Another technique for filtering is by right-mouse button clicking the packet you

are interested in. For example, right-mouse button click packet 5 from 6-2.cap.
Select Conversation Filter and IP, as shown in Figure 6-28. This produces the
same results as generated using the ip.addr = = 10.10.5.2 filter. The result is the fil-
tered output showing any traffic that is sent in or out of the machine with the IP of
10.10.5.2. This result is shown in Figure 6-29.
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e Edit View Go Capture Analyze Statistics Telephony Tools Help

S BEXRE I AE2dT &

B eaan @#@mg @

Filter; | ip.addr == 101052 v Expression... Clear Apply

INo. Time Source Destination Protocol [nfo
52,873558 10.10.5.2 10.10.20.1 ICMP  Echo (ping) request X0200, seq(be/le)-256/1, Tt
62.873633 10.10.20.1 10.10.5.2 1P Echo (ping) reply X0200, seq(be/1e)=256/1, tt
7 3.870995 10.10.5.2 10.10.20.1 ICMP  Echo (ping) request (m 0x0200, seq(be/le)-512/2,
83.871061 10.10.20.1 10.10.5.2 IcMp  Echo (ping) reply  (id-0x0200, seq(be/le)-512/2,
10 4.872330 10.10.5.2 10.10.20.1 1cwp  Echo (ping) request (id=0x0200, seq(be/le)=768/3,
114,872397 10.10.20.1 10.10.5.2 1P Echo (ping) reply (w 0x0200, seq(be/1e)-768/3, Tr1-128)
12 5.873676 10.10.5.2 10.10.20.1 IcMp  Echo (ping) request (id=0x0200, seq(be/le)=1024/4, Tr1=126)
13 5.873743  10.10.20.1 10.10.5.2 IcMP  Echo (ping) reply  (id-0x0200, seq(be/1e)-1024/4, tt1-128)

Frame 5: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

@ Ethernet IT, Src: Cisco_6c:31:f6 (00:50:73:6c:31:6), Dst: Dellcomp_25:bf:48 (00:b0:d0:25:bFf:48)
@ Internet protocol, src: 10.10.5.2 (10.10.5.2), Dst: 10.10.20.1 (10.10.20.1)

@ Internet Control Message Protocol

0000 00 bO dO 25 bf 48 00 50 73 6C 31 16 08 00 45 00 .
0010 00 3c 01 28 00 00 7e OL Qe 83 0a 0a 05 02 0a 0a  .<. o
0020 14 01 08 00 4a 5c 02 00 01 00 61 62 63 64 65 66 . M. bcdef
0030 67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76  ghijklmn npqrsmv
0040 77 61 62 63 64 65 66 67 68 69 ba 9a bb e3 wabcdefg hi

%.H.P SIL...E.

|@| File: "C:\Users\chrislas\Desktop\Finisar-26\1... | Packets: 253 Displayed: 8 Marked: 0 Load time: 0:00.031 | rofile: Default|

FIGURE 6-27 The results of applying the ip.addr = = 10.10.5.2 filter

AP - Wireshark

Ele Edit View Go Copture Anslyze Sttistics Telephony Tools Help

SHeeY BEXEE AesaTL ]
Filter: v Bxpression... Clear Apply
No. Time Source Destination ProtacolInfo

Spanning—tre

1d8:00 Cost = 0 Port = 0x801b

= 0x801b

(3d=0x0200,
(3d=0x020¢

5 2.873558 10.10.20.1

(ping) request
Echo (ping) reply:

7 3.870995 Mark Packet (toggle) Echo (ping) request (id-0x0200,
8 3.871061 Ignore Packet (toggle) Echo (ping) reply  (id=0x0200,
94.009123 @ Set Time Reference (toggle) Conf. Root - 32768/0/00

10 4.872330 Echo (ping) request (1d=0x0200,
11 4.872307 Manually Resolve Address Echo (ping) reply  (1d=0x0200,
T o~ Echo (ping) request (id=0x0200,

Echo (ping) reply  (id=0x0200,
[cont nanr — 22748/0/00

Prepare aFilter 2
Ethemet r

Conversation Fiter
Colorize Conversation
SCTP

e Follow TCP Stream UDP

 EEEHEERORIRISTERIGHOD o~ V0 Sron P-CoA Sever

@ Internet Control Message Protoco| Follow Ssi Stream

00

0:50:73:6c:31:F6)

Copy »
i Decode As..
g Print..

Show Packetin New Window

0000 00 50 73 6C 31 6 00 b0 d0 25 bf 48 08 00 45 on L PSTL
0010 00 3c ea bb 00 00 80 01 00 00 0a 0a 14 0L Oa <

0020 03 05 a0 06 52 3¢ 05 G0 03 00 01 63 &3 65 03 68 cdef
0030 67 68 63 6a 6b 6c 6d 6e &f 70 71 72 73 74 75 76  ghijklmn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 b0 57 ce 45 Wablderg i .w.E

File: 'C: 26\l... [Packets: 253 Displayed: 253 Marked: 0 Load time: 0:00.015 Profile: Default

FIGURE 6-28 An example of using the right-mouse button click feature

Bl 5-ACAP [Wirechark 161 [SVM Rev 38056 from ftrunk-1 6
._hk Et Meew Go Caplure  Asabyze  Slatistics fd:p'hen{ Teels |nternals  Help
Gusae ERXRE ReraTl(EEcecen E0% % @

Fies [ p. 3[!‘"\.«5:!\... o
Mene - et Deeryption Keys...
e, Time Source el Length Infe
10, 21
10.5
15 5.416337  10.10.5.2 .10, 20. G 70 Request: PASS Chile
71 7.546468  10.10.5.2 10.10. 20. 2 F1P 66 ReqQUEST: TYPE A
27 11. 883762 10.10.5.2 10.10. 20. 2 TP 79 Request: PORT 10,10,5,2,3,31
79 11. 890001 10.10.5.2 10.10.20. 2 73 Request: STOR Text.Txt
47 14.137608 10,10.5.2 10.10. 20.2 62 I'u:que- QuIT

FIGURE 6-29 The result of applying the ip.addr = = 10.10.5.2 filter
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FTP Filtering

The following example demonstrates the process by which Wireshark filtering can
be used to isolate File Transfer Protocol (FTP) out of a large list of packets. This
can be useful for several reasons. You can use filtering rules to help us find user-
names and passwords being used to connect to the FTP servers as well as get an
idea of the kind of data that is being transferred.

Start this exercise by opening the capture file 5-A.cap in Wireshark. This is not a
huge file, but it’s a little difficult to sort through all of it just by looking. Click
Expression and scroll down until you reach FTP—File Transfer Protocol (FTP).
Click OK and the Filter for FTP is now displayed, as shown in Figure 6-30.

Jl 5-4.CAP - Wiresha _______ .

File Edit View Go Capture Anahze Staticticc Telephonx Jools Help

BedeN EEXETE AeewTL QR0 W DMK H
FiI{tl@ * Expression... Cldg

Na. Time Source Destination Protocol Info
30 11.891015 10.10.20.2 10.10.5.2 FTP Response: 150 Opening ASCII mode da

32 11,892957 10.,10,5.2 10.10. 20. TP ansysImd > ftp-data [5YN, ACK] 5eqs

34 11.905938 10.10.5.2 10.10. 20. FTP DATFTP Data: 1460 bytes
35 11.909547 10.10.5.2 10.10.20. FTP-DATFTP Data: 1460 bytes

37 11.916890 10.10.5. 10.10. 20. FTP-DATFTP Dala: 1460 bytes
38 11.917650 . . 20. FTP-DATFTP Data: 581 bytes
41 11.920282 3 ansysimd > frp-data [ACK] 5eq=4963
4312.000588 10.10.5.2 .10.20. "~ TP brvread > ftp Ack=245
45 12, 290856 10.10.5.2 .10. 20. TCP  brvread > ftp [ACK] 5eq=// ACk=269

47 14.137604 10.10.5.2 .10. 20. " FTP  Request: QUIT

br\rrea > fup rAL] seq=83 ck=27?
TCP brvread > ftp [FIN, ACK] Seq=83 Ack

0 l.l.3954? 1010. 5.2
51 14.142128 10.10.5.2 10.10.20.

L]

FIGURE 6-30 Adding the FTP filter

Click Apply, and the packet list is thinned out to 15 total packets relating to the
FTP protocol, as shown in Figure 6-31. From this, we are able to view the username
and password used to establish the FTP connection. In this case, the username and
passwords are listed in plaintext, as well as the file that was accessed. Most times, a
secure version of FTP (SFTP) will be used and this information will be encrypted.

This same rule can also be applied by using the right-click method as previously
shown.

Find a packet that is using the FTP protocol (for example, packet 44). Navigate to
the datagram field and select the FTP row. Right click -> Apply as Filter -> Se-
lected. This will generate the same results provided in Figure 6-32 that are used for
the FTP filter.
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[ Untitied - Pant

fde [d¢ Yew (mage (olor Help
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# O B SACAP Pfveshack LA [SVN Rev 33006 foom ftrusk-16]
a4 fhe [de Yew Go Ceptwe Analoe Jutsics Teghony Toch [emak  Help
ALY e @x2& n++»aTF2 EE
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e Decryption Ky

1% 5.416087  10.10.5.2 10,10, 20, 2 FIP 70 Request : PASS Chile
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% Frase 5: 110 bytes on wire (830 bits). 110 byt
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FIGURE 6-31 The result of applying the FTP filter

file £6t View Go Copture Anshze Statistics Telephony Tocks Help
HEBeM CRES2Y Nenw 2EEecaD 8B e H

Filter: + Expression.. Clear Apply

Mo, Tame Source Destinabion Protocol Info -

32 11.892857 10.10.5.2 10.10.20.2 TCR ansysimd > Ftp-data [SYN, ACK] Seqed Ack=1 Win=17520

34 11.905938 10.10.5.2 10.10.20.2 FTP-DATFTP Data: 1460 bytes
35 11. 909547 10.10.5.2 10.10.20. 2 FTP-DATFTP Data: 1460 bytes

10.10.20.2 FTP-DATFTP Data: 1460 byt
L0CT02002° _ FIP-DAIFTP Datal 581 byves
Expand Subtrees

Expand Al

2 1 : 21 8 Collapse Al
431 12.000588 10.10.5.2 b
Appty &5 Column

4512290856 10.10.5.2 e T © ] sear7 Ack=269 wine1/252 Len=0
47 14.137604 10,10.5.2 Prepare a Fltes b NefHd = — il

Colorize with Filter Pl andSelected
Follow TCP Stream w2t Selected
a . igd not Selected 5eq=83 Ack=277 Win=17245 Len-0

41 11. 920282 10.10.5.2 Ack=2 Win=17520 L

ansyslimd » ftp-data [ACK] Seq-4963

ad » Trp [AcK] SeqeT? Acke=245 Wine17276 Len=0

50 14.139547 10.10.5.2

« Bf nat Selected

Expurt Selected Packet Bytes..

i Wiki Protocol Page
W filter Freld Reference

bytes on wire (03 3f Decodeds_
Sre: DEICOMP_25: o pp prosacel..

Besohee Name : brvread (1054), seq: 245, ack: 77, Len: 24

0020 05 02 00 15 04 1e e9 08 27 6f 3b 74 13 3d 50 18 ..

0030 44 24 2d 4a 00 OO 1] =
0040 75 ae u. 1|
0050 ad 61 .a 15
@ File Transter Protocel (FTF) ftp), 24 bytes Packets: b Displayed: 60 Marked: 0 Load bme: 0:00.002 Profibe Defauit ,

FIGURE 6-32 An example of using the right-mouse button click to filter the FTP data
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Another important task is to extract the actual data packets from the capture file.
This can be done by using the FTP-DATA protocol filter. To select this filter, click
Expressions and scroll down to FTP Data. Click OK and the FTP Data filter is
added to the menu. This filter can be applied by using FTP-DATA in place of FTP.
Once filtered, Wireshark can be used to read the plaintext of the file. An example of
this is provided in Figure 6-33.

Ele Edt View Go Copture Analyze Statistics Telephony Tools Help
BuBey BEXEE aesoTL (EFEQAA GDBE B

Filter: | ftp-data

|~ Expression.. Clear Apply

Di

35 11.909547 10.10.5.2 10.10.20.2 FTP-DATA FTP Data: 1460 bytes |

< ar JF

@ Frame 3 bytes on wir ts), 1518 bytes captured (12144 bits)

Ethernet II, Src: Cisco_6c:31:F6 (00:50:73:6c:31:f6), Dst: Dellcomp_25:bb:93 (00:b0:d0:25:bb:93)

internet Protocol, src: 10.10.5.2 (10.10.5.2), Dst: 10.10.20.2 (10.10.20.2)

@ Transmission control Protocol, src Port: ansysimd (1055), bDst port: ftp-data (20), seq: 1, Ack: 1, Len: 1460

= FTP Data
[truncated] FTP Data:l volume in drive € has no Tabel.\r\n volume serial Number is 4CFA-9917\r\n\r\n Directory of

<[ ar | »
0000 00 b0 d0 25 bb 93 00 50 73 6c 31 f6 OB 00 45 0O
0010 05 dc 03 fc 40 00 7e 06 c6 OB Da Da 05 02 Oa 0a . 8
0020 14 02 04 1f 00 14 3b al 32 f4 ed 34 al 16 50 10 ....
0030 44 70 28 a3 00 00 20 56 6f 6c 75 6d 65 20 69 6e  Dp(...
0040 20 64 72 69 76 65 20 43 20 68 61 73 20 6e 6f 20 _drive C has no o
NNEN__Gr F1 62 RS Ge dn Nd Na N BE6 GF &c 78 &d A5 IN_ Tahal Aindumn

@ | File: "C:/Users/Administrator/Desktop/Finisa.. | Packets: 60 Displayed: 4 Marked: 0 Load time: 0:00002 | Profile: Default 5

FIGURE 6-33 An example of extracting the data packets from a capture file

Figure 6-33 shows that packet 34 is selected and the FTP data field is expanded.
The boxed area shows the first part of the txt file that was transferred. The user can
scroll right and read more. Each packet is only 1460 bytes so a text file, even a rela-
tively short one, will be split up in multiple packets. This example text file is only
split into four components, but it is a very small text file. When transferring video
or audio files over FTP, the files can get large, and there will be many more packets
to be examined.

Right-Click Filtering Logic Rules

Within the Apply as Filter and Prepare as Filter menu options are some logical op-
erators. We have already gone over the use of Selected and what it does, but there
are other useful operators that can be used. For the purposes of this example, we
will also use the Prepare as Filter method. This allows us to verify our filter before
applying it. The available logical operators are provided in Figure 6-34.
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O OT T AN 7 U o, T T3 OC U IC. 7T &> aJ ;Ui Uy

ARP who has 172.20.224.17 Tell 172.20.224.18

TP/PAgQP/UDCDP Device ID: et477-gate FPort ID: Fastethernet0/0
EmoTe-Cons 0x6002 DEC DNA RemoTe Console
= = Tell 172.20.224.17
- 5efe:44b2 Mark Packet (toggle)
Ignore Packet (toggle) CID: 00010001149b0a88000f1Tdb
(@ Set Time Reference (toggle) CID: 00010001149b0ags000f1ifdb
CID: 00010001149b0a88000f1fdb
:5efe:d44b2 Manually Resolve Address
8000f1fdb
- sefe:44b2 Apply as Filter L4 Selected
| Prepare a Filter L Not Selected
| Conversation Filter 3 .. and Selected
[Ces captur
:db:f9), D Colorize Conversation 3 ... or Selected
SCTP 3 .. and not Selected
Follow TCP Stream .. or not Selected
Follow UDP Stream
Fallow S5L Stream
Copy L

3 Decode As...
Print...
Show Packet in New Window

1]

FIGURE 6-34 Available logical operators

In some cases, the network administrator might find it useful to filter out one or
more sets of packets at the same time. For this, the ...or Selected option will be
used. In this example, we want to filter the ARP and DHCP data traffic pertaining
to releasing and renewing an IP address. To start the exercise, open the 6-DHCP.cap
file located in the Chapter 6_Wireshark folder. Both ARP data and the DHCP data
will need to be analyzed, so we need to prepare a filter that will show us both of
these types of data packets. Begin by selecting an ARP packet and, in the datagram
field, right-click -> Prepare a filter -> ...or Selected. This puts ARP in the filter
string box, but we also need DHCP information. Highlight a DHCP packet and do
the same as before. In the datagram field, right-click -> Prepare a filter -> ...or
Selected. Notice the filter string box now and its inclusion of both sets of filter
strings and the newly added or logical operator:

(arp) || (dhcpvé)

This filter string is used to search for both ARP or DHCPv6 packets. Figure 6-35
shows the newly sorted packet list with only ARP and DHCPv6 Solicit information.

Another possibility is to use the Not Selected operator. The objective in this case

is to remove protocols one by one that do not pertain to what we need to analyze.
For this, you would use the Not Selected operator. Start by opening the 6-2.cap
file. Next, remove all occurrences of the NBNS protocol. Select an NBNS packet
and in the datagram field right-click -> Prepare a filter -> ...or not Selected. Next,
find and select an EIGRP data packet and in the datagram field and right-click ->
Prepare a filter -> ...and not Selected. The resulting filter string will list (!(stp))
& & !(eigrp). Apply the filter. All occurrences of STP or EIGRP data packets are
removed.

6-4: FILTERING

259



[ 6-DHCP.cap [Wireshark 1.6.1 (SVN Rev 38096 from /trunk-16]] (==

File Edit View Go Cepture Analyze Statistics Telephony Tools Intemals Help

BuWeel DAL A DTL QAQaf @Dme 8

Filter: | (arp) | (dhepye) E Expression... Clear Apply
80211 Chianine: Channel Offset FCS Fiter |l Frames None <= Settings.. Decryption Keys..
No. Time Souree Destination Protocol __Length_Info
Fe80: :4d72:a27a102::1:2 157 solicit XxID: Oxaf4d6f CID: 00010001149c4aed001143bddbfo M
21.778956 64b7:b672 £ DHCPVG 157 Solicit XID: 0x8be947 CID: 00010001149b0as8000F1FdbbT15
3 4.207429 a:c0:68 Broadcast ARP 60 Who has 172.20.224.1? Tell 172.20.224.31
45,737583 146b:dadd FFO2::1:2 DHCPVE 157 solicit XIDi 0x3led49 CID: 00010001149b02bf001143badess 2
50.447113 + 158082737 FF02::1:2 DHCPVE 157 solicit XID: 0x45c999 CID: 00010001149b0FEf000F1fe82faS 1
610.452414 FeB0:: DHCPVE 157 solicit XID: 0x45c999 CID: 00010001149b0F8F000f1Fe82faS
7 12.464745 feBO:: DHCPV6 157 Solicit XID: 0x45c999 CID: 00010001149b0FEFO00F1feB2f45
816.473781 feBO:: DHCPVE 157 Solicit XID: 0x45c999 CTD: 00010001140b0FEFO00f1feB82AS L4
9 21.423257 Dell_bd:dai03 Broadcast ARP 60 who has 172.20.224.17 Tell 172.20,224.24
10 24.476327 feBO: :58d8:73¢7 £ 2 DHCPVE 157 solicit XID: 0x45C999 CID: 00010001149b0FEFO00F1fe82f45
11 32.009920 fe80::4d72:a27aff02::1:2 DHCPVE 157 solicit xIp: Oxaf4déf CID: 00010001149c4aed001143bddbfo
12 33.028665 wwPcbaTe_e6:55: Broadcast ARP 42 who has 172.20.224.1? Tell 172.20.224.29
13 33.029233 Cisco_a3:0b:60 wWwPchaTe_e6:55:6¢C ARP 60 172.20.224.1 s at 00:1e:7a:a3:0b:60
16 33.789083 feBO::64b7:b672FF02: 1: DHCPVE 157 Solicit XIDi 0x8be947 CID: 00010001149b0ag8000FLFdbbLS
24 37.747548 fe80::146b:daddffo2: DHCPV6 157 solicit xID: 0x3led49 CID: 00010001149b02bf001143badess
25 40.481272 fe80: :58d8:73c7 Ff02: :1: DHCPVE 157 solicit XID: 0x45c999 CID: 00010001149b0f8F000f1Fe82faS
53 49.639083 wwPchaTe_¢ ARP 42 who has 169.254.115.1897 Tell 0.0.0.0
56 50.637449 wWwPchaTe_e6:55: ARP 42 who has 169.254.115.189? Tell 0.0.0.0
67 50.797277 wwpcbaTe_e6:55: ARP 42 who has 172.20.224.17 Tell 172.20.224.29 -

i »

!
Frame 1: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits)
@ Ethernet I, src: Dell_bd:db:f9 (00:11:43:bd:db:f9), Dst: IPv6mcast_00:01:00:02 (33:33:00:01:00:02)
Internet Protocol Version 6, src: feBO::4d72:a27a:873f:7bb6 (fe80::4d72:a27a:873F:7bb6), Dst: ff02::1:2 (FF02::1:2)
User Datagram Protocol, src Port: dhcpvé-client (546), pst Port: dhcpv6-server (547)
DHCPVG

0000 33 33 00 01 00 02 Q0 11 43 bd db 9 86 dd 60 00
0010 00 00 00 67 11 O1 fe 80 00 00 00 00 00 00 4d 72
0020 a2 7a 87 3f 7b be ff 02 00 00 00 00 00 00 00 00
0030 00 00 00 01 00 02 02 22 02 23 00 67 d3 5F 01 af
0040 4d 6f 00 08 00 02 Oc ic 00 OL 00 Oe 00 01 00 01

[

0050 14 9c 4a ed 00 11 43 bd db f9 00 03 00 Oc 10 00
0060 11 43 00 00 00 00 00 00 00 00 Q0 27 00 11 00 0f ¥
@) Fil: “CUsersVef\Desktop\Practcal Guide .. | Packets: 169 Displayee: 43 Marked:  Load time: 0:00.000 Profile: Defauit

FIGURE 6-35 The results of applying the (arp) || (dhcpveé) filter to the 6-DHCP.cap file

Filtering DHCP

In this exercise, you learn how to filter DHCP packets from a CAP file in Wire-
shark. You will be using the DHCP.cap file found in the Wireshark folder provided
in the companion CD. The filtering method used for this exercise will be typing

in the display filter. Open Wireshark and open the DHCP.cap file. As you can see
there is a lot of data traffic that was captured in this CAP file. To filter out DHCP,
you must type in bootp in the filter textbox, as shown in Figure 6-36. (Note: This
is case sensitive; do not use BOOTP). The field name for BOOTP can be found by
clicking Expression and scrolling until you see the BOOTP/DHCEP filter option.

To apply the bootp filter to the DHCP.cap file, click Apply. What should be dis-
played in the packet pane list? You should only see the DHCP protocol data packets
displayed, as shown in Figure 6-37.
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[ DHCP.cap - Wireshark
File Edit View Go Capture Analyze Statistics Telephony Tools Help

8@

[faQefd #EmE g

Filter: | bootp Expression.. Clear Apply
m Protocol Info -

1 0.000000 72:a27a:873FF02::1:2 DHCPVvE solicit xIp: Oxaf4d6f CIp: 000L0001149c4aed001143bddbfd E ‘
21.778956 :b672:6d7 Ff02 5pe DHCPVG solicit xID: Ox8be947 CID: 00010001149b0a8s000f1fdbbfls |
3 4.297429 Broadcast ARP who has 172.20.224.17 Tell 172.20.224.31
4 5.737583 = 2 he DHCPVE solicit xIp: Ox3leddd : 00010001149b02bf001143badeds
5 0.447113 DHCPV6 solicit XID: 0x45c999 0001000114 9b0F&F000F1Fe82f45
6 10.452414 DHCPV6 solicit XxID: 0x45c999 0001000114 9b0F&F000F1Fe82f45
7 12.464745 DHCPV6 solicit XID: 0x45c999 0001000114 9b0F&F000F1Fe82f45
8 16.473781 572 DHCPVG solicit XID: 0x45c999 CIp: 00010001149b0FET000F1fes2f45
9 21.423257 103 ST ARP who has 172.20.224.17 Tell 172.20.224.24

10 24.476327 t73c7:bB1ITFO2: :1: DHCPVE solfcit XID: 0x45c999 CIp: 00010001149b0F8F000F1fes2f45

11 32.009920 feB0::4d72:a27a:873ff02::1:2 DHCPvG solicit xID: Oxaf4d6f cIp: 00010001149cdaed00iid 3bddbfo

12 33.028665 wwPcbaTe_e6:35:6c Broadcast ARP, who has 172.20.224.17 Tell 172.20.224.29

13 33.029233 cisco_a3:0b:60 wwPchaTe_e6:55:6c  ARP 172.20.224.1 s at 00:le:7a:a3:0b:60

14 33.029251 172.20.224.29 172.20.224.1 ICMP Echo (ping) request (id=0x0001, seq(be/l1e)=35/8960, ttl=12¢

15 33.030053 172.20.224.1 172.20.224.29 1cMp Echo (ping) reply  (id=0x0001, seq(be/le)=35/8960, ttl=25%

16 33.789083 fe80::64b7:b672:6d7 ff02 DHCPVE solicit xIl

0x8bed47 CIl

00010001149b0a88000F1fdbbf15
Frame 1: 157 bytes on wire (1256 bits), 157 bytes captured (1256 bits)
Ethernet II, src: Dell_bd:db:f9 (00:11:43:bd:db:f9), Dst: IPvV6mMCast_00:01:00:02 (33:33:00:01:00:02)
Internet Protocol version 6, Sr fe80::4d72:a27a:873f:7bb6 (fes0 d72:a27a:873f :7bb6), Dst: ff02::1:2 (ff02::1:2)
user Datagram Protocol, src port: dhcpve-client (546), Dst Port: dhcpvé-server (547)
DHCPVE

T
0070 43 4F 4c 4c 45 47 45 2d 54 50 51 34 54 59 48 00 COLLEG

Z TPQaTVH.
0080 10 00 Oe 00 00 01 37 00 08 4d 53 46 54 20 35 2e -MSFT 5.
0090 30 00 06 00 08 00 18 00 7 00 11 00 27 (s B
‘l File: "F:\DHCP.cap"” 19 KB 00:00:58 Packets: 169 Displayed: 169 Marked: 0 Load time: 0:00.218 Profile: Default

FIGURE 6-36 A screenshot of the DHCP.cap file with “bootp” filter syntax displayed in the
filter textbox

[l DHCP.cap - Wireshark
File Edit View Go Copture Analyze Statistics Telephony Tools Help

Beged BEXZEE Aewp T L

Qe @a®Emx 8

Filter: hootp | v Expression.. Clear Apply

No, Time Source Destination Protocel Infe
26 42.766797 172.20.224.29 172.20.224.1 DHCP DHCP Release - Transaction ID 0xB88a006ca
49 48.688508 0.0.0.0 255.255.255.255 DHCP  DHCP Discover - Transaction ID Oxc12a7h9l
57 50.686672 172.20.224.1 172.20.224.29 DHCP DHCP offer - Transaction ID Oxcl2a7hdl
58 50.687291 0.0.0.0 255.255.255.255 DHCP ~ DHCP Reguest - Transaction ID Oxcl2aTh9l
59 50.689054 172.20.224.1 172.20.224.29 DHCP DHCP ACK - Transaction ID Oxcl2a7hdl

FIGURE 6-37 A screenshot of the DHCP.cap file with the DHCP protocol filtered in the
packet list pane
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SUMMARY

This chapter looked at the following networking topics. Section 6-1 reviewed the
TCP/IP suite of protocols. The use of netstat was presented for troubleshoot-
ing TCP and UDP connections. Section 6-2 introduced the use of the Wireshark
network protocol analyzer. This section is used to get the student started using
Wireshark. Section 6-4 introduced filter techniques using Wireshark. Section 6-3
introduced the use of SNMP for the gathering of the statistical information from
network devices. Also introduced was the use of NetFlow for acquiring IP traffic
operational data.

QUESTIONS AND PROBLEMS

Section 6-1

1. What is an Internet socket?

2. What is network forensics?

3. What are well-known ports?

4. Identify the port numbers for the following applications:
a. Telnet
b. HTTP
c. FTP
d. DNS
e. DHCP

5. Define the purpose of a connection-oriented protocol. Give an example.

6. What three packets are exchanged between two hosts when establishing a TCP
connection?

7. What is the purpose of a sequence number (SEQ=) in TCP data packets?
8. Explain how a host knows whether a data packet was not received.
9. Describe how a TCP connection is terminated.

10. What is a connectionless protocol? Give an example.

11. What is the SYN-SENT state?

12. What is the SYN-RECEIVED state?

13. What is the purpose of an ARP request?

14. This state indicates that the three-packet handshake established a TCP connec-
tion.

15. What is the FIN-WAIT-1 state, and where is it used?
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16. In this state, the terminating host acknowledges the last FIN and waits for the
connection to close.

17. In this TCP Connection state, the host is listening and ready to accept connec-
tions.

18. In this TCP Connection state, the receiving host acknowledges the FIN.

19. In this TCP Connection State, the terminating host receives the acknowledg-
ment from the receiving host.

20. The netstat —an command is issued. What does the following indicate?

TCP 0.0.0.0:22 0.0.0.0:0 LISTENING
21. The netstat —an command is issued. What does the following indicate?

TCP 172.16.101.7:49192 199.7.59.72:80 TIME_WAIT
22. What is the purpose of an ARP reply?

23. What command is used to view the ARP cache?
24. What command can be used to display the age of each ARP entry?

25. What important networking-troubleshooting tool is part of ICMP, and how
does it test a network connection?

26. What is the purpose of the ICMP message type 0?
27. What ICMP message type is Time Exceeded?
28. What is the purpose of the ICMP message type 8?

Section 6-2
29. Expand the acronym ARP.
30. What is the purpose of an ARP request?
31. Expand the acronym /CMP.
32. What is an echo request?
33. What is the purpose of a protocol analyzer?

Included on the companion CD-ROM in the Wireshark capture file folder is a
network packet capture file called Packetlla.cap. Open this file using Wire-
shark. The following five questions refer to this file.

34. What are the MAC addresses of the computers involved?
35. Which IP addresses correspond to each MAC address?
36. Which packet IDs correspond to ARP requests?

37. Which packet IDs correspond to ARP replies?

38. Which computers are pinging which computers?

39. In terms of computer security, a switch offers better security than a hub. Why
is this?
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Section 6-3
40. What is the management information base?
41. What port does SNMP use and what transport protocol?
42. The SNMP MIB get request ifDescr returns what information from a router?
43. What is the purpose of the MIB?

44. Write the Cisco router command for configuring SNMP on a Cisco router. As-
sume a community string of networking and set the permissions to read-only.
Show the router prompt.

45. The command show run is entered on a Cisco router. Describe what the output
“SNMP-server test RO” means.

46. What SNMP MIBs were most likely issued to the router discussed in
Section 6-47?

Use Figure 6-38 to answer questions 47 to 51.

-lolx]

File Edit Yiew Operations Help

EEEa e aany B HWE S50 29

-4 " [EM| 10.10.10.1 ~] community F——
b

. Blam
UnLoad MIE Module(s)

L@ sysServices SetValug 161 Vl Write Community

=23 interfaces
& itNumber Contexiia.. || CortexEninels -

J Object ID |d.intemet.mgmt mihk-2.interfaces.ifTable ifEntry iFhysAddress

- ifindex =]
i iDescr
B iType Sent get reguest to 10.10.10.1 : 16l
- ifitu ifPhysiddress.1:-->00 10 7h 80 e6 Oc
- ifSpeed ifPhysiddress. 2:-->00 10 7b &0 es 0Od
- P hy 55| ifPhyshddress, 3:-->
-4 ifAdminStatus ifPhyshddress. 4:——>
- ifOperStatus ifPhyshddress. 5:——>
- ifLastChange =
- ifinOctets
i3 ifinUcastPids Syhtax PhysAddress Status mandatary
g ifinMUcastPits Access  |reackonly Reference
- ifinDigcards
{8 iflnErrors e
- ifinnknownProtos OhjectID |1.261.21.221.6
e 16 A nbde, i =
_4' | » The interface's address at the protocol laver ﬂ
(B s | Descripti.. | iimediately below' the network layer in the
b mnn] aranle Tew Swmemvannam i adn A e \M.I_l
Glabal View r q 2

FIGURE 6-38 For problems 47-51

47. What MIB was issued?

48. What information was returned?

49. What port number was used?

50. What protocol is being used? How do you know?
51. Who is the manufacturer of this networking device?

52. What is the advantage of SNMPv3?
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53. What security features are provided with SNMPv3?

54. What is confidentiality?

55. What is integrity relative to security?

56. What is authentication relative to security?

57. What is the purpose of NetFlow?

58. What is the purpose of the collector when used with “flow” technologies.
59. What is the following command doing?

RouterA (config)# ip flow-export source LoopbackO
60. What is the purpose of the command ip route-cache flow?

61. What command is used to display the NetFlow information?
62. What does the following command do?

RouterA (config)# ip flow-export version 5

63. What is the purpose of the following command?
RouterA (config)# ip flow-export destination 10.10.101.19 5000
Section 6-4

64. A filter with the ip.addr = = 10.10.10.1 filter is applied to captured network
data traffic. What happens?

65. What filter could be used to display on data packets containing the IP address
192.168.12.5?

66. What filter could be used to only display data files containing the FTP
protocol?

67. What is the purpose of the FTP-DATA filter?
68. What is the purpose of applying the (arp) Il (dhcpv6) filter?
69. List a filter to remove all occurrences of STP or EIGRP.
70. List a filter to remove all occurrences of ARP or ICMP.
71. List a filter that can be used to display only data packets containing the IP ad-
dress 208.76.11.230?
Critical Thinking

72. Use the Wireshark protocol analyzer to capture a file transfer to a TFTP server.
Prepare a report on your findings. Identify the port used to establish the TFTP
transfer and the source and destination ports used for the TFTP file transfer.

73. Repeat problem 72 for loading a file from a TFTP server.

74. Open the sample wireless capture.pcap file provided in the Chapter 6 Wire-
shark folder in the textbook CD. Search for the 74.125.239.27 IP address.
Describe what is happening at this address.

75. When issuing a command netstat -an on a server, there are a lot of TCP state of
SYN-RECEIVED and ESTABLISHED showing. Should there be any concerns
with what netstat is reporting?
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