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INTRODUCTION

This chapter provides an overview of Linux networking from the point of view
of an entry-level network administrator. This chapter guides you through
many of the administrative procedures in Linux that the successful adminis-
trator must understand.

Section 9-1 discusses the process of logging on to Linux and adding a user
account using a Linux user manager. The issues of setting up accounts, es-
tablishing a home directory, specifying a user ID, and creating private groups
are addressed. Section 9-2 examines the Linux file structure and the basic file
commands needed to successfully navigate the system. Examples of file com-
mands are presented. The Linux administration commands, in particular, the
operating details of the Red Hat Package Manager, are examined in Section
9-3. Key issues examined are how to kill processes, shutting down the system,
and mounting external drives. Section 9-4 examines the steps for installing
applications, such as SSH and the Apache web server. Section 9-5 presents

an overview of Linux networking. This section demonstrates the use of the
commands ifconfig, net mask, ifup, ifdown, and route, and the steps for
starting and stopping network processes. Section 9-6 presents the techniques
for troubleshooting Linux systems. This chapter concludes with an overview
of the Fedora Linux management tools in Section 9-7. This section introduces
the various GUIs that can be used to manage and configure the system.

Most of the examples presented in this chapter examine the use of Linux
commands as entered from the terminal emulation mode (command line).
Many of the commands presented are also available to the user via the Linux
GUI (graphical user interface); however, most network administrators prefer
using the command line.

The question often arises: What are the differences between Linux and UNIX?
The two systems have many similarities, but they are also quite different.
There are many variants of UNIX, and even though they are similar, many of
the tasks performed on the system, such as the installation of applications
and devices and handling backups, are unique to that version of UNIX. This
means that many administrators often have to specialize with a particular
brand of UNIX.

Linux, on the other hand, is a standardized operating system and is receiv-
ing considerable vendor support. The Linux GUI has many improvements over
standard UNIX systems, and in fact, the Linux approach is becoming the
standard. Although the Linux and UNIX operating systems are unique, the
commands and file structure are very similar. This means that the basic com-
mands presented in this chapter are transportable to UNIX machines. Note
that the examples presented in this chapter are based on the Fedora distribu-
tion. Other distributions of Linux have many similarities, but they will also
have a different set of administrative tools.
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9-1 LOGGING ON TO LINUX

This section demonstrates how to log on to Linux, add a new user account, and log
out. This section assumes that Linux has already been installed on the user’s com-
puter, and the user has root privileges. (Note: Many of the examples presented in to make changes to
this chapter require root access. Root access is the administrator mode for Linux— operating and user
the root user has the rights to make changes to operating and user parameters.) parameters.

Root Access
The user has the rights

The first example demonstrates how to log in to the system. The Linux computer is
first powered up, the system initializes, and the system logon screen is displayed.
This screen prompts for the username and password. If this is a new installation of
Linux, log on as root and complete the following steps to create a user account.

A window will open for user login when Linux is running in a GUI (the default
installation). This screen is where you enter the user account name and password.
(If a user account has not been established, the administrator would log in as root to
establish the user account name.) Linux will prompt for the password or the default
password if the system is just being set up:

user account: root password: **xkkk*

Once logged into Linux (using the GUI interface), you will get a window similar to
that shown in Figure 9-1. This is just one of the many possible Linux screens that
can be displayed. The screens vary for each distribution for Linux. (Note: The root
account should only be used for administration duties, such as installing software,
establishing user accounts, installing drivers, and so on. Major changes to the Linux
machine system are possible with the root account access.)

Tue Fab 21, 17:51

FIGURE 9-1 The main Linux GUI window
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Adding a User Account

The easiest way to add a user to the Linux operating system is from the Linux main
GUI. This is accomplished by clicking Applications > Other and then selecting the
Users and Groups, as shown in Figure 9-2. This opens the Fedora User Manager win-
dow shown in Figure 9-3. This window is used to add and delete users as well as mod-
ify user properties. The window shows there are no current users on the system. Click
the Add User icon, which opens the Create New User window, as shown in Figure 9-4.

Applications  Flaces

@ Accossories

() Games

# Graphics

@ Internet

M Dffice 4

B sound & Video » [l Backup

& System Tools * W Firewell

€ Universal Access » [k Input Method Selector

& Messaging and VelP Accounts

B Netwark Connections
B printing
L Software Settings

= System-Conlig-Date (Set Date & Time)

& Users and Groups

Add or

FIGURE 9-2 Selecting the Fedora User Manager

Add New User = e

File Edit Help | User Name I

% ﬂ % l% | Full Name: |

Add User Add Group Properties  Delete =

| Passwaord:

Apply lilter
| Confirm Password: |
| Users | Groups | _—
] | Login Shell: |wieypash v
User IDv. Primary Greup  F

User Name

user 1001 user

: {1 Create home directory _
Haome Directory: |.fhnmmf |
':f' Create a privale group lor the user

|C] Specify user 1D manually:

EIT Specify group 1D manually:

Cancel oK

FIGURE 9-3 The Fedora User Manager window
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Add New User - | O

User Name: “USEIEI
Full Nama: User&

Corfirm Password: |........H.

|
|
Password: |m ‘
|
|

Login Shell A |Ibin;‘bash v

¥ Create home directory

Home Directory: |J’hUmeJ’USera |

M| Create 2 private group for the user

O Specify user D manually:

[ specify group ID manually:

| Cancel || oK |

FIGURE 9-4 The Create New User window

A new user called usera will be created in this step, with the username being en-
tered on the first line (refer to Figure 9-4). The username must be one continuous
text entry containing no spaces. The full name is next entered followed by the pass-
word. The full name is used to map the username to a person. For example, usera
doesn’t identify the name of the user on the account. The full name provides this
information. The password entered is displayed with asterisks (*). This protects the
privacy of the password. The next field requires that the password be reentered, to
confirm that the password was correctly entered. The fifth line is for the login shell.
The entry /bin/bash is pointing to the default Linux login shell. The login shell is
used to set up the user’s initial operating environment.

The check on Create home directory means that a home directory called /home/
usera is being established, and this is where usera will be placed after logging in.
The line Create a private group for the user is also checked. Any user being
added to the Linux system can belong to an existing group, or a new group can be
created. In this case, a new group (usera) is being created. The next line is used to
Specify user ID manually. If this option is not checked, the system will select the
next available user ID number. The concept of a user ID is explained in Section 9-2.
Click OK to complete this step and close the Create New User menu.

The user account for usera has now been established, as shown in the Fedora User
Manager window (see Figure 9-5). Notice the entries for the User ID (1002), the
Primary Group (User A), the Login Shell (/bin/bash), and the Home Directory (/
home/usera). The next step is to log out as root and log in as usera. You can log out
by clicking Desktop > Log Out in the Linux GUI screen, as shown in Figure 9-6.
Once logged out, the login screen for Linux is displayed, except this time, the user
can log on as usera. The user can also log out by entering the exit command from
the command line.

9-1: LOGGING ON TO LINUX
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User Manager

File Edit Help
B ® ® ® g @l
AddUser  Add Group  Properties Delere Refrash Help
Search filter: 4| | Apply filter |
= e s e

Users | Groups

User Name  User ID~ Primary Group.  FullName  Login Shell ~ Home Directory

1001 user user fbinfbash fhome/user

1002 fubura

FIGURE 9-5 The addition of the usera account displayed by the Fedora User Manager

Tue Fab 21, 18:22

Online Azcounts

System Settings

Lock Screen
Switch User
Lug Cul...

L3

Shut Down,

FIGURE 9-6 Selecting the Log Out option for Linux
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Network and system administrators typically use the command line for entering
most Linux commands. The command line is a text-entry level for commands and
is accessed from the main GUI window by clicking the Terminal emulation pro-
gram icon shown in Figure 9-7. This places you in the Linux command line, as
shown in Figure 9-8. The hostname of the Linux machine is usera@bookfedora.

Command Line

A text entry level for
commands.

Applications P

Graphics
(@ Internet
¥ Office
= Other
i Sound & Video
O System Tools 5 Add/Remove Software

€ Universal Access * [l Automatic Bug Reporting Tool

B2 Disk U sage Anslyzer

[ Power Statistics

@ stlinux Troubleshooter
& Software Update

B System Monitar

#6 System Settings

1 Terminal

Use the co

FIGURE 9-7 Selecting the Terminal emulation program from the Linux GUI

roct@bookfedora:~ - | O|x
File Edit View Search Terminal Help

[usera@localhost usera]s

FIGURE 9-8 The Linux command line showing the hostname of usera@bookfedora
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9-2 LINUX FILE STRUCTURE AND FILE
COMMANDS

The objective of this section is for you to learn both the Linux file structure and
how to use Linux commands to view files, file contents, and directory contents. The
following Linux commands are presented in this section:

Listing Files: Is, Is -1, Is -la

Displaying File Contents: more, cat

Directory Operations: c¢d, pwd, mkdir, rmdir

File Operations: rm, mv, cp

Permissions and Ownership: chmod, chown, chgrp

The file structure in Linux is fairly complex, especially for users who are used to
a Windows GUI. You should avoid doing this, because not all Linux GUIs are the
same, and the command-line operations are much faster and more flexible. This
section demonstrates how to successfully navigate the Linux file structure and to
use the commands listed.

Listing Files

The ls Command The\ first command examined is ls. This command is used to
display the basic files in the directory and is executed from the command line, as
shown in Figure 9-9. In this example, the user is root, and the files examined are
located in root’s home directory.

ls

Linux command that lists
the basic files in the
directory.

T
roct@bookfedora:~ - (O
File Edit Wiew Search Terminal Halp

[root@localhost root]i Is
anaconda-ks.cfg install.log.syslog
installflog telnat

FIGURE 9-9 The results of inputting the ls command from the command line

The ls -l Command The next file command examined is ls -l. This command
is called a long listing and lists file attributes, as shown in Figure 9-10. The second
file listed in Figure 9-10 is install.log. On the far left of the install.log line are the

s -l
Linux command that lists
file attributes.
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permissions for the file listed in 10 character spaces. The first space is reserved for
indicating if this is a directory (d), character (c), or block (b), or no entry specified
(). In this case, no entry is specified for the install.log file ().

roct@bookfedora:~ o L

File Edit View Search Terminal Halp

[root@localhost root]# s -1

total 3572

B e 1 root roct 1585 Jul 10 2002 anaconga-ks.cfg
TV 1 root root 15200 Jul 10 2002 installlog
- 1 root root 0 Jul 10 install.log.syslog
-IW-I—— 1 root root 321 Qct 9 telnet

FIGURE 9-10 The results of inputting the ls -l command

The remaining nine character positions define three groups: the owner, the group,
and everybody. Each group has three attribute settings: read, write, and executable.
The attributes are turned on by setting the place value to 1. The concept of file at-
tributes is further explained under the chmod command later in this section. Table
9-1 lists the attributes for the install.log file shown in Figure 9-10, and Table 9-2
provides a summary of the file attributes.

TABLE 9-1 File Attributes for the install.log File (Starting From the Left)

First character (-) Means no attribute specified
Characters 2-4 Owner (rw-) The owner has read/write privileges
Characters 5-7 Group (r--) The group has read privileges only
Characters 8-10 Everyone else (r--)  Everyone has read privileges only

Owner of the file is root

The group is root
File size = 15,200 bytes
File created July 10, 2012

TABLE 9-2 Summary of the Attribute Abbreviations Used in the File
Permissions Block

d Directory C Character
b Block r Read

w Write X Executable
- Not defined

9-2: LINUX FILE STRUCTURE AND FILE COMMANDS
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Hidden Files

Files that start with a
period and that can only
be viewed with the [s -la
or [s -al command.

ls -la

Linux command that
allows you to see hidden
files in addition to the
file attributes.

Bash

Bourne again shell.

more

Linux command used to
display the contents of a
text file.

cat

Linux command used to
print the file text to the
screen.

The ls -la Command The long listing command Is -1 can be modified to allow
hidden files to be viewed by entering s -la. The a extension instructs Linux to
display all hidden files. Hidden files start with a period, such as . (home directory)
and . (parent directory) and .bash_history and .bash_logout. Figure 9-11 shows the
result of entering the Is -la command. The Is -la command can also be entered as

Is -al. The ordering of the extension doesn’t matter. (Note: The bash files are ap-
plied to the shell that defines the environment the user works under. Bash stands for
Bourne again shell.)

rocti@bookfedora:~ — A

File Edit WView Search Terminal Hezlp

[root@localhost rootlf 1s -la
total 3720

drwrr-x——-— 20 raoot root 40%6 Jan 15 12:24

drwxr-xr-x 15 raot root 4096 Jan 13 12:1B

—IwW-r—r—— i root root 1585 Jul 10 2002 anaconda-ks.cfg
—EWNTTTETT 1 raot roat 6472 Jan 15 12:1B .bash histaory
—IW-Xr—-—r—-— 1 ract root 24 Jun 10 2000 .bash logout
—IW-I——F—— i raot root 234 Jul 5 2001 _.bash profile
—IW-X—r—— i raot root 176 &Aug 23 1985 .bashrc
drwx-——-—- 2 raot root 4096 DOct 25 14:48

—IW-I—x—— i raot root 210 Jun 10 2000 .cshre
—IW-E--ET— 1 raot root 15200 Jul 10 2002 dnstall.log
—IW-I—¥—— T raot root 0 Jul 10 2002 install.log.sys/log
— WA 1 raot root 321 Oct 9 16:34 telnet

FIGURE 9-11 The results of entering the ls -la command

Displaying File Contents

The more Command The next file command demonstrated is more. This
command is used in Linux to display the contents of a text file at a pace the user
controls using the spacebar. Figure 9-12 provides an example of using the more
command. This example uses the command to display the contents of the install.log
file. If the information in the file exceeds one screen, a prompt is displayed indicat-
ing how much of the file contents has been displayed. In this example (see Figure
9-12), 5 percent of the file contents has been displayed. Pressing the spacebar will
display the next page of contents of the install.log file contents, and the prompt

at the bottom of the screen will display the new percentage that has been viewed.
Press the spacebar to keep displaying the file contents until they have all been dis-
played or press Ctrl + C to exit the more command.

The cat Command The next file command used to display file contents is cat,
which stands for concatenate. This command is used to print the file text to the
screen and works fine, as long as the contents of the file will fit on one screen. If
the file is larger than one screen, the text will quickly scroll by. In the case of a
large file, it is probably best to use the more command so that the contents of each
page can be viewed. The advantage of cat is that it can be tied to other programs.
This will be demonstrated later in the chapter.

346 CHAPTER 9: LINUX NETWORKING

[vww .ebook3000.con}



http://www.ebook3000.org

roct@bookfedora:~
File Edit WView Search Terminal Halp

[root@localhcst rootl# more install.log
Installing 510 packages

Installing glibc—common-2.2.5-34.
Installing hwdata-0.14-1
Installing indexhtml-7.3-3.
Installing mailcap-2.1.9-2.
Installing redhat-logos-1.1.3-1.
Installing setup—-2.5.12-1.
Installing filesystem-2.1.6-2.
Installing basesystem-7.0-2.
Installing glibc-2.2.5-34.
Installing 1ldflush-1.5-17.
Installing bzip2-libs-1.0.2-2.
Installing chkconfig-1.3.5-3.
Installing cracklib-2.7-15.
Installing db1-1.85-8.
Installing db2-2.4.14-10.
Installing db3-3.3.11-6.
Installing dosfstools-2.8-1.
Installing e2fsprohs-1.27-3.

FIGURE 9-12 An example of using the more command

Figure 9-13 provides an example of using the cat command. In this example, cat is
being used to view the contents of the password file in the /efc directory.

The command cat /etc/passwd is being used, as shown in Figure 9-13. Notice that
the command prompt is displayed at both the top and the bottom of the screen, indi-
cating that the entire contents of the password file are displayed.

usera@bookfedora:~

File Edit View Search Terminal Help
[usera@bookfedora ~15 cat /etc/passwd
dasmon:x:2:2::daemon: /sbin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
1pix:4:7:p:fvarsspool /lpd: /sbin/nologin
sync:x:SiBisync:/sbin:/bin/sync

shutdown:x :6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/shin/halt
mall:x:8:12:mail:/var/spool/mail:/sbin/nologin
uucpix:lB:14:uucp:/var/spool/udcp :/sbin/nolegin
operator:x:ll:@:operator:/reot :/sbin/nologin
games:x:12:180 games:/usr/games:/sbin/nclogin
gopher:x:13:38:gopher: var/gopher: /sbin/nolegin
ftp:x:14:50:FTP User:/var/ftp:/sbin/nolegin
nobody :x:99:99 :Nobody :/: /sbin/nologin
usbmuxd:x:113:113:usbmuxd user:/:/sbin/mologin

smolt:x:999:998:5molt/usr/share/smolt:/sbin/nologin
dbus:x:81:81:5ystem message bus:/:/sbin/nolegln
abrt:xi173:173::/etc/abrt:/sbin/nolegin

rtkit:x:172:172:Realtimekit:/proc:/sbin/nolegin

apenypn:x 195619593 :0penVPN : fetc /openvpn . fsbin/nologin K
gdm:x:4Z2:42: 1 /var/lib/gdm:/sbin/nolegin

mailnull:x:47:47::/var/spool/mgueus: /sbin/nclogin

smmsp k5151 fvar/spocl /mauaue t/sbin/nologin
sshd:x:74:74:Privilege-separatad 55H:/var/empty/sshd:/sbin/nologin
chrony x:994:891 ::/var/ lib/chrony : /sbin/nologin
tcpdump:x:72:72::/ 1 /sbin/nolagin

user:x:1861:1601 ;user:/homesuser: /bln/bash

|usera@book fadora ~13 I

avahl-autolpd:x:170:170: Avahl TPv4LL Stack:/var/lib/avahl-autoipd:/sbin/nolegin

avahl:x:708:78 :Avahl mDNS/DNS-8D Stack:/var/run/avahl-daemon:/sbin/nologln

pulse :x:998:995:Pulsefudio System Daemon:/var/run/pulsa:/sbin/nologln
saslauthx 18971994 "Saslauthd user":/var/empty/saslauth: /sbin/nelogin

nm-cpenconnect % :995:992 :NetworkManager user for OpenConnect:/:/sbin/nologin

o

FIGURE 9-13 An example of using the cat command
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cd

Linux command for
changing directories.

The password file contains the accounts of users and processes that can log on to
the Linux operating system. The contents of each entry in the password file are
divided into seven fields, and each file is divided by a colon (:). For example, the
first line displayed is root:x:0:0:root:/root:/bin/bash. The first field specifies that
the account is root. The root user can delete, modify, or do anything with the file.
This entry is followed by an x. The encrypted passwords have been moved for se-
curity purposes to a file called shadow. During installation, the option to shadow
passwords is normally presented. After x comes a colon followed by a zero. The
zero is the user ID. This is a unique ID assigned to each account. This identifier is
used throughout the Linux operating system to identify users and their files. An-
other zero follows the user ID. This is the group ID. Notice at the bottom of Figure
9-13 that the entry in the field for the usera user ID is 1001. Refer to Figure 9-5 to
see where this ID was assigned. The root account belongs to the zero ID. Any user
that belongs to the zero group belongs to the same group as root. After the second
zero is :root. This root is the account description for the account. After this field is
:/root, which is the home directory for the account. The user is placed into this ac-
count when logged on to the system. The last field is :/bin/bash. This defines the
executable program that is used during user logon. In this case, bash is the com-
mand shell that will run.

Directory Operations

The cd Command The command to change directories in Linux is cd. The struc-
ture for the cd command is cd [destination-directory]. The command cd was used
to change to the root directory /, as shown in Figure 9-14. At that point, the com-
mand Is -1 was entered. This produces the results shown in Figure 9-14. This pro-
vides a long listing of the components of the root directory. The following are the
directories normally encountered in the Linux file system that will always be there:

usera@bockfedora:/ - | O :»i

File Edit Wiew Search Terminal Help

[usera@bockfedara /1% 1s -1 ~
total 98

dr-sr-xr-x. Z root root
dr-xr-xr-x. root root
A rWRr-Kr-X . reat raot
drwxr-xr-x. 1 root root
drwsr-xr-x. roat root
dr-xr-xr-x. 20 root root
drwx------. root root
drwxr-xr-x.
A rwx r-xr-x.
drwar-xr-x.
dr-xr-xr-x.
dr-ar-x---.
drwsr-xr-x.
dr-ar-xr-x.
drwxr-xr-x.
drwxr-xr-x.
o Pws Pw Pt

L

root root
reat raot
root root
roat root
root root
roat root
root root
reat root  40%6 Jul 29
root root G Feb 20 B5:47
reat root 4056 Feb 21
drwxr-xr-x. root root 4086 Mov 2 20:2
drwxr-xr-x. 17 root root 4086 Neov 2 20:
[usera@bockfedara /1% [

=

W

NMRNRMRODO UL G B Do

— s R

FIGURE 9-14 The long listing of the components in the root directory
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/bin: Contains all the binary programs and executables.

/boot: Where the Linux kernel resides. A kernel is the actual operating system
image that boots up when the computer is turned on. If the kernel is not there,
Linux does not boot.

/dev: Where the device files reside. Examples of device files are drivers for the
monitor, keyboard, modem, and hard drive.

/etc: Where Linux holds the majority of its configuration files. For example, a
program running under Linux will have its configuration files located in /etc.

/home: The directory where all user directories are located. Home directories
for new user accounts are placed in this directory.

/lib: The location for libraries that Linux uses, such as static and shared libraries.

Nlost+found: This directory is used to place files that have lost their identity,
possibly due to hard drive errors.

/mnt: The location where mounted directories are located. For example, an
external drive will be mounted through this directory. Mount means that a file
system has been made available to the user.

/opt: This is where ‘optional’ software is typically installed.

/proc: The status of the operating system is kept in this directory—for memory,
hard drive, device drivers, memory usage, uptime (how long the computer has
been running), and user IDs.

/root: This is the root user ID home directory and is where the root user is
placed at login.

/run: The new directory is designed to allow applications to store the data they
require in order to operate.

/sbin: The system binary directory, the location where Linux keeps its system
and executable program files.

/srv: The directory where server working directories reside.

/tmp: This directory is used as a temporary holding area for applications. This
directory is available to all users logged onto the machine. The /tfmp directory
gets cleared out when the machine boots up.

/usr: This is the location for the user files that are related to the user programs.

/var: The files in this directory change over time. For example, system log
files and mail folders appear here. From time to time, the system administra-
tor will delete files in /var to clean up the drive.

The pwd Command The next command examined is pwd (print working di-
rectory). The Linux directory path is complicated, and this command is available
for the user to find where he or she is currently located. This is useful when files
are being moved or deleted. The user uses the pwd command to verify the current
working directory, as demonstrated in Figure 9-15.

pwd

Linux command to print

the working (current)
directory.

9-2: LINUX FILE STRUCTURE AND FILE COMMANDS
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mkdir

Linux command to make
a directory.

rmdir

Linux command to
remove a directory.

root@bookfedora:~ i e

File Edit View Search Terminal Help

[useraflocalhost usersa |5 pwd
/homo/usora

[useraflocalhost usera 5 cd /tmp
fuscra@localhost tmpl$

FIGURE 9-15 An example of the text displayed when entering the pwd command

In this example, pwd returns /home/usera/, indicating we are in usera’s directory.
The following information is returned by the pwd command:

usera: Account name
@]|ocalhost: Name of the Linux machine
usera: Name of the current directory

The second part of Figure 9-15 demonstrates that the name of the current directory
changes if the directory changes. The third line shows that the command cd tmp
(change directory tmp) is used to change the working directory to tmp. The prompt
now displays [usera@localhost tmp], indicating that the current directory is tmp.

The mkdir and rmdir Commands This section demonstrates the Linux com-
mand for creating or making a directory. The command is mkdir, for make direc-
tory. The structure for the command is mkdir /directory-name]. In the example
shown in Figure 9-16, mkdir files is used to create a directory called files. The
command Is is used to display the usera home directory contents and files is listed.
The long listing of the directory using the Is -la command shows that files is indeed
a directory, indicated by a d in the leftmost field of the attributes. The command to
remove a directory is rmdir. The structure for the command is rmdir [directory-
name]. This command requires that the directory being removed is empty.

root@bookfedora:~ i e B

File Edit View Search Terminal Help

Ememﬂjncalknst useral$ mkdir files
| [usera@localhost usera $ ls

‘ testS, txt

[usera@localhost userals ls -la

| total 44

- 3 usera usera 4096 Jan 23 13:01 .
1 drur=xr=x 4 root root 4086 Jan 23 12:45 ..

BB et s 1 usera usera 24 fipr 12 2002 .bash_logout
| =ru=p=—p-— 1 usera usera 191 Apr 12 7002 .bash_profile
| - 1 usera usera 124 fpr 12 2002 .bashrc
| e 1 usera  usera 354 Apr 8 2002 .emacs
| dr e - 2 usera usera 4096 Jan 23 13:01 files
| ru-r--r-- 1 usera usera 118 Apr 15 2002 .gtkre
| re-rer--  1lusera  usera 22 Jan 23 12:47 testH.tut
| ~pye——— 1 usera usera 781 Jan 73 17:48 .viminfo

66 Jan 23 12:47 .xauthfeCg3l

FIGURE 9-16 An example of creating a directory using the mkdir command
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File Operations

The rm Command The purpose of a basic operating system is to create, modify,
and delete files. The next example shows how to delete files in Linux. The com-
mand to delete a file is rm, short for remove. The command structure is rm [file-
name]. The command Is -al has been entered to display a long listing of files and
hidden files in the directory, as demonstrated in Figure 9-17.

rm

Linux command to delete
a file.

| root@bookfedora:~ ==
|

!iIJ.E Edit View Search Terminal Help

lhost usera]§ 1 -la

FIGURE 9-17 Using the rm command to remove a file in Linux

Notice that the directory contains two text files: fest/.txt and test2.txt. The attributes
for these files are listed on the left. These are read/write (rw) for the user, read/write
(rw) for the group, and read only (r) for others. This means that any user in the
group usera can also change the usera file. The owner of the file is usera, and the
group is also usera. The next number is the file size, followed by the date and time
the file was created and, lastly, the file name.

In this example, the file zesz2.txt will be removed using the command rm test2.txt,
as shown in Figure 9-17. The fest2.txt file is shown in the top of the screen. The
command rm test2.txt is entered, and the files are redisplayed using Is -la, and the
text2.txt file is no longer listed. The file has been deleted. Note that, in the Linux
file system, there is not an undo option. This means that once a file is deleted, it

is gone. What about a trash bin? Linux does not provide a trash bin to temporarily
hold deleted files, but certain Linux GUIs do apply this concept.

The mv Command The next example demonstrates how to move a file in Linux.
The command to move a file is mv, short for move. The mv command serves two
purposes:

mv

Linux command for
moving or renaming a
¢ To rename a file file.

» To move the file to a different directory.
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The command structure is mv [filename] [new-filename].

In this example, the mv command is used to rename the file fextl.txt to text5.txt, as
demonstrated in Figure 9-18. In this example, the cat command is used to display
the contents of the fest/.txt file. This is being done so that the contents of the files
can be compared after the move. The mv command is next used to rename fext/.txt
to test5.txt. The contents of the test5.txt file are displayed using the cat command,
showing that the contents of festl.txt and test5.txt are the same and only the file-
name has changed.

root@bookfedora:~ | - | O

File Edit View Search Terminal Help

[usera@localhost useralf cat testl.txt
This is a [ake [ile.

[useraldlncalhnst usera]s mv testl.fxt testh. fixt
[useraBlocalhost useral$ cat testS.txt

This is a fake file.

[usera@localhoust useral$

FIGURE 9-18 An example of using the mv command to rename a file

The next step is to show that files can be moved from one directory to another using
the mv command. In this case, the test5.txt file will be moved from the usera direc-
tory to the usera/files subdirectory. The command for doing this is mv testS.txt
files/, as shown in Figure 9-19. This specifies that the fest5.1xt file is to be moved to
the files directory using the directory path files/. A logical next step is to verify that
the file was moved to the files directory. The command cd files is entered, changing
the working directory to files, as shown in Figure 9-19. The prompt now displays
[usera@localhost files]. The command pwd (print working directory) also shows
that the working directory is now /home/usera/files. The information for the prompt
and for print working directory is slightly different, but both indicate that the work-
ing directory is files. The Is command shows that the fest5.txt file has indeed been
moved to the files directory. The long listing Is -la shows that the file properties
have not changed. The owner of the file and group assignment have not changed.

The cp Command The command to copy files in Linux is ¢p. The structure of
c_p the command is cp [source filename] [destination filename]. In this example, a file
Linux command to copy called test5.txt will be copied to a new file called fest6.txt. The Is command is first
i used to display the files in the usera@localhost files directory, as shown in Figure
9-20. The only file listed is fest5.zxt. The cp command is next used to copy the file
to test6.txt, as shown in Figure 9-20. The Is command is used again to display the
directory contents, and both files test5.txt and fest6.txt are now displayed. The file
was successfully copied.
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File Edit View Search Terminal Help

Emeraelocalhost user*ags nv testS. txt files/
userallocalhost usera]$

[usera@localhost useral$ cd files
lusera@localhost files]$ pud
Jhome/usera/files

[usera@localhost files]$ ls

testS.ixt

[usera@localhost files]s ls -la

total 12

o 1% gl V%, gL 2 usera usera 4096 Jan 23 13:03 .
druy=-===== 3 usera usera 4096 Jan 23 13:03 ..
=PU=ru=r-- 1 usera usera 22 Jan 23 12:47 testd.tut

[usera@localhost files]$

gl
root@bookfedora:~ L; =

FIGURE 9-19 An example of moving a file using the mv command

[l
root@bookfedora:~ |_ NN e
Fite Edit View Search Terminal Help

[usera@localhost files]$ ls

testh, txt

[usera@ilocalhost files]$ cp testS.txt testh twt
[usera@localhost files]$ ls

testS.tut  testh,.tut

[usera@localhost files]$ []

FIGURE 9-20 An example of using the cp command

Permissions and Ownership

The chmod Command The chmod command is used in Linux to change per-
missions on files and directories. The structure of the command is chmod [permis-
sions setting] [filename]. For example, this command lets you specify if the file

is readable (r), writable (w), or executable (x). A long list of the files in the usera
account shows that the file test5.7xt has rw in the attributes in the owner’s space, as
shown in Figure 9-21. File fest6.txt shows that the user has read (r)/write (w) privi-
leges, the group has read (r)/write (w) privileges, and the outside world has read (r)
privileges (-rw-rw-r--).

chmod uses a value to turn a privilege on or off. The value is specified for the
owner, the group, and others. Table 9-3 shows how the place values are established
for the owner, group, and outside user. For example, a value of 4 0 O turns on bit
position 2, the read attribute for the owner (-r ). A value of 6 0 O turns on bit posi-
tions 2 and 3, read and write for the owner (-rw ); and a value of 7 0 O turns on bits
2, 3, and 4, setting read, write, and executable permissions for the owner (-rwx ).
A value of 6 4 0 turns on bits 2, 3, and 5, setting read and write permissions for the
owner and read permission for the group (-rw -r- ---).

chmod

Command used in Linux
to change permissions
on files and directories.
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T 1
root@bookfedora:~ Lr:»Jh-G_Ia MF.LQ-‘
File Edit View Search Terminal Help
[usera@localhost files]s 1s -1
total 8

Y- 1 usera LI&ETd 22 Jan 23 12:47 testd.txt
R R 1 usera _ user 22 Jan 28 12:17 testb.txt
usera@localhost f 11es}$ chuud 640 testS.txt

utaseraﬁl Slocalm.;t files]$ 1= -1

PUem——— 1 usera user'a 22 Jan 23 12:47 test5.tut
“PU=PU-—- 1 usera 22 Jan 28 12:17 testb . txt
Eusa*a&local?ms*t files]s chlod 644 testS5 txt

userafllocalhost files]s ls -1

tal &

S e s e 1 usera user'a 22 Jan 23 12:47 testS.tut
R R ke 1 usera an 28 12:17 testb.txt

utawl Slocalhcrst files]s 1s -1

P == 1usera usera 2
PP 1 usera  usera 2z
Euser‘a@localhas"t files‘is
userallocalhost files]s [

i:aera@localhost f;les}s chnud 744 test5 txt

FIGURE 9-21 Using the chmod command to set file permissions

TABLE 9-3 Attribute Settings for File Permissions

Bit Position 1 2 3 4 5 6 7 8 9 10
Directory Owner Group Others

Bit Values 4 2 1 4 2 1 4 2 1
* r w X r w X row o X

The directory bit can display the following attributes: d—directory; b—block; c—character; —no entry
specified

Another way to determine the permission settings for each permission field (owner,
group, others) is to assign the following values to each permission:

read: 4
write: 2
executable: 1

To turn on the read permission for the owner simply requires that a four (4) be
placed in the first permission field. For example, chmod 4 0 0 [filename] sets read
only permissions for the owner.
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Turning on more than one permission requires that the sum of the permission val-

ues be entered. For example, turning on read/write privileges for the owner requires
entering a six (6) in the proper permission field. The value is determined as follows:

Read: 4

write: 2

executable: 0
6

The zero is assigned to the executable because this permission is not desired. The
command to enable read/write privileges for the owner is chmod 6 0 0 [filename].

The same steps can be applied to assigning permissions to all fields. For example,
assume that the following permissions are specified:

owner: read, write, executable

group: read, executable

everyone: read, executable

The numeric entry for each permission field in the chmod command can be deter-
mined as follows:

owner group others
read 4 4 4
write 2 0 0
executable 1 1 1

7 5 5

Therefore, the command chmod 7 5 5 [filename] is used to set the permissions for
the owner, group, and others.

In the example shown in Figure 9-21, read permission is to be given to the group
for the fest5.txt file. The command chmod 640 test5.txt is entered. The 6 sets the
read/write privilege for the owner, the 4 sets the permission to read for the group,
and the 0 clears any attributes for others. The Is command is next used to provide a
long listing of the files in the usera account. The attributes for the fest5.txt file have
changedto (rw-1----- ), indicating that group now has read privileges.

In the next step, the world will be given the privilege to read the fest5.txt file. The
command chmod 644 test5.txt is entered. Again, the 6 sets the read/write privilege
for the owner, the 4 sets the permission to read for the group, and the next 4 sets the
permission for others to read the file. The attributes for the fest5.xt file have now
changed to (r w -1 - - 1 - -), indicating that outside users have read privileges.

The last example using chmod shows how to set the executable (x) permission for
a file. An executable permission allows the program or script to run. The command
chmod 744 test5.txt is entered. This instruction gives the owner read/write and
executable privileges on the file and grants the group and everyone else read per-
mission. The Is command is used to display a long listing. The attributes for the file

executable (x)
permission

Allows the program or
script to run.
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test5.txt now show (r w x r - - 1 - -). This confirms that the permissions have been
properly set. The result is shown in Figure 9-21.

The executable setting is used by Linux to distinguish files that can be executed
(run) on the system. Files that do not have an x attribute are considered to be data
files, libraries, and so on. The x is also used by Linux when the system searches for
executable files on the hard drive.

The chown Command The next Linux command examined is chown, which is
. used to change the ownership of the file. The structure of the command is chown
Linux command used to , . .
e G o 7 [new owner] [ﬁlenqme]. This command can only be applied to ﬁle.s the user owns.
file. The exception to this is root (the superuser), who can change permissions on any
files. In this example, the ownership of the test5.zxt file is going to be changed to
a user called network. (Note: The new owner will be network, a user on this same
Linux machine. In fact, changing ownership can only be done using existing us-
ers.) The long list of usera’s files directory shows two files: test5.txt and test6.txt
(see Figure 9-22). The owner of test5.txt is usera. The objective of this exercise is
to change ownership of the test5.zxt file to network. The command chown network
textS.txt is entered. A long list of the directory now shows that the ownership of
test5.txt now resides with network. The steps for changing file ownership are shown
in Figure 9-22.

chown

root@bookfedora:~ - | O
Fite Edit View Search Terminal Help

[root@localhost files]d 1s -1

total B
“PUHP - 1 usera usera 22 Jan 23 12:47 testS.txt
=PW=rh=r-= 1 usera usera 22 Jan 28 12:17 test6.ixt

[root@localhost files]# chown network testS,txt
[root@localhost files]# 1s -1

total B
P URE - 1 retwork usera 22 Jan 23 12:47 testS5.txt
“Pu=ry=r-= 1 usera usera 22 Jan 28 12:17 testb.ixt

[root@localhost files]# ]

FIGURE 9-22 An example of using the chown command to change file ownership

The file is still in usera’s directory, but the ownership has changed to network. The
group attributes (permissions) will now have to be set by network if usera is to have
permission to read, write, or execute this file, even though usera was the past owner
and the file is in usera’s space. In fact, if usera tries to change permission on this
file (test5.txt), Linux will prompt usera with the message changing permissions of
‘testS.txt’: Operation not permitted. This is shown in Figure 9-23.
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root@bookfedora:~ - _. ®
File Edit View Search Terminal Help
[user@localhost files]$ chmod 755 test5.txt

chmnorid: changing permissions of 'testS_txt': Operation not permitted
[user@lecalhost files]% [

FIGURE 9-23 The prompt displayed when an unauthorized user attempts to change file
permissions

The chgrp Command The Linux command chgrp is used to change group
ownership of files. The structure of the command is chgrp [new group] [filename]. .

This example demonstrates how to change the group ownership of a file. In this Linux command used tf’
example, the group for file fest5.¢xt will be changed. Figure 9-24 shows the steps E?anifegmw ownership
for this operation. A long listing of the usera files directory shows that the group .

chgrp

associated with test5.txt is usera. The command chgrp mail test5.txt is next used
to change group ownership of the file to mail. The long listing command is used
again to list the file in the usera files directory. The screen shows that the owner is
network and the group ownership of zest5.txt has changed from usera to mail. This
means that any members of the group mail now have read (r -) privileges.

root@bookfedora:~ - 10O X ]

File Edit View Secarch Terminal Help

Eraot@ localhost files]# 1s -1

otal 8

=PRI === 1 network usera 22 Jan 73 12:47 test5.ixt
=P =ru=r-- 1 users usera 22 Jan 28 12:17 testb.txt
Foot@localhost files]# chgrp mail testS,txt

root@localhost files|# 1s -1

total 8

=P == =— 1 network mail 22 Jan 23 12:47 testS.ixt
=Pu=rig=r-- 1 usera usera 22 Jan 28 12:17 testh.txt

[root@localhost files]#

FIGURE 9-24 An example of changing the group ownership of a file

9-3 LINUX ADMINISTRATION COMMANDS

The objective of this section is for you to gain an understanding of the key Linux
administration commands. The commands presented focus on those most often
used by the network administrator:
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man: Used to display the online text manual

ps: Used to examine processes running on the machine

su: Used to become another user on the system

mount: Used in Linux to mount an external drive
shutdown: Used to shut the Linux system down gracefully

This section concludes with an overview of some basic Linux shortcuts that will
help simplify the administrator’s job.

The man (manual) Command

The first command examined is man, used to display the online text manual for
Linux. Manual pages for most Linux commands and features are available by sim-
ply entering the command man followed by the name of the option. For example, if
you want to know how to use the ps command, entering man ps (see Figure 9-25)
will display the contents of the manual lists for ps (see Figure 9-26).

Command used to
display the online text
manual for Linux.

T
root@bookfedora:~ L._..l..i_ay_. VS
File Cdit View Search Terminal Help

[root@localhost root]# man ps
[root@localhost root]#

FIGURE 9-25 An example of using the man command

)
root@bookfedora:~ L'Hnln?;"_i‘*"hﬁ-“

File Edit View Search Terminal Help

PS(1) Liress User's Manusl PS(1) al ;
NEE
ps - report process status
SYNPEIE
ps [ootions]
DESCRIPTIIN

ps giwes 3 snapshot of the orrent processes, I yow went 3 repetitive
update of this status, use top. This man page documents the /proc-based
vergion of ps, or tries to.

ey ba freely mived,

IT_A_BROKEN_PS environi
preceedsd by a
bed below) provides

2 BSD suntax even
LITY environment
control of ps behav-

nt varisble to f
o p

\
SIMPLE PROCESS SELECTION
Switch Description |
0

FIGURE 9-26 The manual pages displayed by entering the command man ps
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The manual pages provide extensive information about how to invoke the com-
mand, what options are available, what the fields mean that are displayed by the
command—basically everything you need to know about the ps command.

There are many man pages on the Linux system, for utility programs, programming
files, networking commands, and others. Adding the -k extension to the man com-
mand (for example, man -k network) instructs Linux to list all of the man pages
that mention the specified topic. An example is provided (see Figure 9-27) that
demonstrates how to use the man -k command to view all network-related man

pages.
1) =
root@bookfedora;~ Hw“
File Edit View Search Terminal Help
[~]
[root@localhost root]¥ man -k network =
Net::Cnd (3pn) - Metwork Command class (as used by FIP, SHMIP etc)
Net:iTine (3pm) - time and dautime petwork client interface
X (7=) a portable, network-transparent window sustem

endhostent [gethostbumame] (3) - get netuwork host entry

getaddrinfo (3) - network address and service translation
gethostbuaddr [gethostbuname] (3) - get network host entry

gethostbunane 3) = get network host entry

herror [gethostbyname] (3) - get network host entry

hstrerror [gethostbuname] (3) - get network host entry

htonl [buteorder] (3) - convert values between host and network byte onder
htons [buteorder] (3) - convert values between host and network byte order
ifcontig (8) - configure a retwork interface

inet_notwork [inet] (3) Internet address manipulation routines

inet_ntop (3) - Parse network address structures

inet_pton (3) - Create a netwock address structure

naraif (8) = name network interfaces based on MAC addrecses

netdevice (7) = Low lewvel access to Linux network devices

netreport (1) - request rotification of network interface changes

netstat (8) - Print network connections, routing tables, interface statist
ics, masouerade connections, and multicast memberships

rhfsstone (8) - Network File Sustem benchmark program

nkf (1) = Network Kanji code conversion Filter v1.9

nerap (1) - Network ewxploration tool and security scanner

ntohl Ebgtecrcbef} (3) - convert values between host and network bute order

ntohs [buteorder (3) = convert values between host and network byte order

perlfagd (1) - Networking ($Revision: 1.76 3, $Date: 1999/05/23 16:08:30 3)
ping (8) - send ICMP ECHO_REQUEST to network hosts

pingb [ping] (8) - send ICMP ECHO_REQUEST to network hosts 1
prg (3) =~ Portable Network Graphics (PNG) format

FIGURE 9-27 Using the man command to display all pages related to network

The ps (processes) Command

The ps command lists the processes (or programs) running on the machine. The
command ps ux lists all the processes running, as shown in Figure 9-28. Each of ps

the fields returned by the ps command is listed from left to right in Table 9-4. Linux command used to
list processes running on

the machine.
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root@bookfedora;~ Hﬁd‘:ﬂ
File Edit View Search Tarminal Help
ﬁmt@iuﬂ;all‘mt root]# ps ux Q
USER PID 2CPU 2MEM  VSZ RSS TTY STHT STRRT  TIME COMMAND
root 1 0.0 0.1 138 476 7 JanlE  0:04 init
root 2 0.0 0.0 0o 07 SU Janl@  0:00 [keventd]
root 3 0.0 0.0 0 07 SU Janl2  0:00 [keped]
root 4 0.0 0.0 0 07 SN Jan12  0:00 [ksoftirgd_CPUO]
root 5 0.0 0.0 0 01 S0 Janls  0:00 [kswapd]
root 6 0.0 0.0 0 07 S0 JanlZ2  0:00 [bdflush]
root 7 0.0 0.0 o 07 SU o Jani®  0:00 [kupdated)
root g 0.0 0.0 0 07 SU  Janld 0:00 [adrecoverud]
root 12 0.0 0.0 0 07 SU JeniS  0:01 [kjournald]
root 91 0,0 0.0 0 07 S JaniB 0:00 [khubd]
root 196 0.0 0.0 1] 07 S Janif  0:00 [kjournald)
root 749 0,0 0.2 1428 8560 7 S Janlf 0:00 logd -n O
root 754 0,0 0.1 1364 444 7 S Janid  0:00 klogd -«
root 915 0.0 0.1 1360 430 7 S Jani8 0:00 fusr/sbinfapmd -p 10 -u 5
root 832 0,0 0,3 2200 248 7 S JaniB  0:00 winetd -stayalive -reuse
root 1023 0.0 0.7 4600 1816 7 S  Janl8 0:00 sendmail: accepting conne
root 104z 0.0 0.1 1400 452 7 s Janig8 0:00 gpm -t p=/2 -n fdev/mouse
root 1060 0.0 0.2 1536 616 7 S Jani8 0:00 crond
root 1177 0.0 0.1 1344 400 tiyl S Janl8  0:00 /fshin/mingetty tiyl
root 1178 0.0 0.1 1344 400 tty? s Jamld  0:00 fshin/mingatty ttu?
root 1179 0.0 0.1 1344 400 ttuy3 3 Janl8 0:00 /shin/mingetty ttu3d
root 1130 0,0 0.1 1344 400 tiyd £ Janl8  0:00 /Jsbhin/mingetty tiud
root 1181 0.0 0.1 1344 400 ttyS S JaniB  0:00 fshin/mingetty tiu5
root 1182 0.0 0.1 1344 400 ttub 3 Jenl8 0:00 /sbin/mingetty tiub
roat 1183 0.0 0.6 6144 1668 7 g Jan12  0:00 Jfusr/bin/gde -nodacmon
root 1339 0.0 0.1 1716 460 7 s Janl®  0:00 esd -terninate -nobeeps -
root 16493 0.0 0.8 6668 2124 7 3 Jan2? 0:00 Jusr/bin/gde -nodaewon -
root 16404 0.0 3.6 20120 9440 7 $ Jan27 0112 /usr-r‘binfxllfx 10 -auth /
roat 1B3p5 0.0 1.5 7300 4056 7 s 12:13  0:01 Jusr/binfgnone-session |=——

FIGURE 9-28 An example of using the ps command to list the processes currently running
on a Linux machine

TABLE 9-4 Fields Returned by Inputting the ps Command

Field Description

User Identifies the owner of the process.
PID PID Identifies the process ID, which is a number assigned to a process when
Diaeess 10 it starts. For example, if PID1, then this is the first process started on
the machine.
%CPU Shows the % utilization of the CPU for that process.
%MEM Specifies the % of memory being used by that process.
VSZ The virtual size of the program.
RSS Shows how much of the program (resident set size) is in memory.
TTY Indicates if the process is interfacing with a terminal or a serial port.
STAT The STAT (state field) indicates the status of the process:
r—running
z—zombie
s—sleeping
t—stopped
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Field Description

START Indicates when the process started. This could list a time of minutes,
hours, and/or days. It is not uncommon to have a process running for an
extended period on Linux.

Time Indicates the time the process has actually spent running.

Command Lists the actual command that was invoked to start the process.

The reason to examine running processes is to determine what processes are using
the most machine resources. If a machine is running slowly, the ps command can
be used to determine what process is using the majority of the CPU time. In some
cases, it becomes necessary to terminate (shut down) a process to free up the ma-
chine’s resources. The following are steps that should be followed to shut down a
process:

1. Use the ps command to identify the process using the computer’s resources
(CPU and memory). Determine the PID for the process. For example, it has
been determined that a process with a PID of 1023 must be shut down.

2. The network administrator should next contact the user of the process and
inform him or her to shut down (kill) the process.

3. The command for killing the process is kill [PID]. An example is shown in
Figure 9-29 for killing the process 1023. This command notifies the process to
terminate. The process then begins closing files and libraries and shuts down
immediately. Some processes are difficult to kill, so the command kill -9 [PID]
can be used. An example is shown in Figure 9-29. This is the last-resort step for
killing a process. The kill -9 command is somewhat messy in that the process
is stopped without properly closing any open files, libraries, and so on.

root@bookfedora:~ L_.. = ,,,-‘:-;..‘
File Edit View Search Terminal Help

root 16987 0.0 0 6104 1932
root 17003 0.1 1.3 5385 3564
root 17018 0.1 3.8 31428 9792
root 17020 0.0 2.1 8788 5504

1

0

0

1

7 12:13  0:00 gnome-smyroxy --sm-conf ig
3
root 17022 0.0 i 7024 3040
d
5

12:14  0:02 sawfish -
12:14 0:01 nautil

i
H 0:00 magicdey --sm-client-id 1
12:14  0:00 Jusr/bin/gconfd-1 10
12:14  0:00 grome-rame-service

12:14  0:00 deskguide_applet --activa

root 17024 0.0 3144 1538
root 17026 0.0 3076 1180
root 17028 0.0 1.5 79500 3876
[root@localhost root]d kill 1023
[rootRlocalhost root]# kill -9 1023
[root@localhost root]d [

aed 2D 2D =D =ad e} =} )

W WWWLKL
b
L]
(=3
£

FIGURE 9-29 An example of using the kill and kill -9 commands

kill [PID], kill -9
[PID]

Linux commands used to

kill a process.
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the arguments used
when the Linux mount
command for a drive has
been requested.

The su (substitute user) Command

The su (substitute user) command is used to become another user on the system.
This command assumes that the user has a valid account on the system and the
password is known. The command structure is su [username]. Figure 9-30 shows
an example of using this command. In this example, root is using the su command
to log in as usera. This command is useful for administration. The administrator
can be logged in as roof to make some changes to the system that affect usera, such
as checking FTP options or web access. The administrator can then use the su com-
mand to become usera and check to see if the changes worked. In fact, root user
can use the su command and become any user on the system without knowing that
user’s password. Any authorized user can use the su command as long as another
valid user account and password are known.

root@bookfedora:~ - | O

File Edit View GSearch Terminal Help

[root@chile tmpl¥ su - usera
|usera@chile userald

FIGURE 9-30 An example of using the su command to become another user

The mount Command

The next command examined is mount, which is used to join an external file sys-
tem, such as that found on a CD-ROM or floppy, to the Linux file system to allow
the files to be accessed. The external drives (for example, USB and CD-ROM)
don’t mount automatically unless the system has been previously configured to
mount these drives. This means that a directory has to be provided to the Linux file
system for the external device to mount to.

Linux lists files in the fstab file (/efc directory) that contain the arguments used
when the mount command for a specific drive is requested. Figure 9-31 shows a
listing of the fstab file in the /etc directory.

The contents of the fstab file shows the filesystems that will be available (mounted)
at boot time. Linux now uses logical volume management to manage hard drives
and their partitions, which adds another level of abstraction between the filesystem
and the physical hard drive partitions. In this image, one logical volume handles the
entire operating system and the other is designated for swap space.

The mount command enables a drive, file, and so on, to be mounted (refer to the
man page for the mount options). There are two ways to mount a drive. In this case,
the command will be issued to mount the computer’s CD-ROM.
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root@bookfedora:~ Lﬂc:r"lﬂ.‘.‘ihlhc‘.-sw

File Edit View Search Terminal Help
| root@book tedora ~]# cat /etc/tstab [~

fetc/fstab
Crealed by anaconda on Mon Feb 20 05:406:57 2012

#

#

#

#

# Accessible filesystems, by reference, are maintained under '/dev/disk'

# See man pages fstab(5), findfs(8), mount(B) and/or blkid(B8) for more info
#

/

dev/mapper/vg_bookfedora lv_root / ext4d defaults
11
UUID=0796464b -5798 -4dfc -a2de-c276bd363555 /boot axtd defaul
ts 12
/dev/mapper/vg_bookfedora-Lv_swap swap swap detaults
a6

[root@bookfedora ~1# i

FIGURE 9-31 Listing of contents for the fstab file

Newly mounted files will overlay existing files in the mount directory; however,
this is a virtual mount. No files are actually being written onto the mount file direc-
tory. The command df -kh will display the devices mounted on the system. The df
command provides a breakdown of the file systems that have been mounted on the
operating system. The -kh extension instructs the command to display the listing
in k—kilobytes and h—human readable form. Figure 9-32 provides an example of
using the mount command.

root@bookfedora:~ L,-le‘_-".'}Jl-'{.(.‘}\-
File Cdit View Search Terminal Help
[root@bob “]® df -kh

Filesystem Size lsed Avail Use Mounted on
/dev/sda3 336 2.46 316 8% /
/dev/sda2 396 34 2,60 947 /home
/dev/sdal 93 12M 834 13¥ /boot
tnpfs S506M 24K S0BH 1% /dev/shm

[root@bob “1# mount /dev/sdbl /wedialush/
[rootBbob “1# dF -kh

Filesusten Size Used Avail Used Mounted on
/dev/sda3 336 2,46 36 8%/
/dev/sda2 396 346 2,66 94% /home
Sdev/zdal 934 124 834 13% /boot
tmpfs 506M 24K S0BH 13 /dev/shm
/dev/sdbl 483M 346M 138M 722 /media/usb

[root@bob “1® umount /media/usb/
[root@bob “]# df -kh

Filesysten Size Used Avail Usel Hounted on
/dev/sda3 336 2.46 316 8%/
/dev/sda2 293G  34C 2,80 942 /home
Jfdev/edal 99 12 83M 13% /boot

tnpfs B0BM 24K S0BM 1% /dev/shm
[rootfbob *T6

FIGURE 9-32 An example of using the mount and umount commands to mount and
umount a USB drive
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unmount a drive.

shutdown -h now
Command used to
gracefully shut down
Linux.

Up Arrow

Used to display the
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commands stored in the
Linux history buffer.

history

Command that displays
the commands entered

on the command line in
Linux.

The command mount /dev/sdb1 media/usb is next used to mount the USB drive.
Notice that the USB drive is called sdbl. The df -kh command can be used to ver-
ify the drive has been mounted. The listing now shows that the USB drive has been
mounted.

It is important to understand that a drive must be unmounted before the media can
be removed. The USB drive can be unmounted by using the command umount /
media/usb, as shown in Figure 9-32. Note that you cannot unmount a device that
has open files or directories. Entering the df -kh command now shows that the USB
drive is no longer mounted. At this point, the USB drive can be removed.

The shutdown Command

The shutdown command is used to shut the Linux system down gracefully. This
means that all open files and libraries are closed before the system turns off. The
command in Linux to gracefully shut the system down is shutdown -h now. This
command immediately shuts down the operating system effective. Figure 9-33
shows an example of using this command.

root@bookfedora:~ - | O

File Edit View Search Terminal Help

[root@localhost root]# shutdoun -h now

FIGURE 9-33 An example of using the shutdown -h now command

Linux Tips

Many of the tasks performed by the network or system administrator require re-
peated use of the same commands or require that lengthy file names be entered.
This section presents some shortcuts available in Linux that help speed up the
administrator’s job. The first shortcut examined is the up arrow. The up arrow can
be used to display the previous command entered on the command line in Linux.
Pressing the up arrow again displays the next previous command. This is a useful
way to recall the history of commands entered on the command line. When you
find the command that you need, simply press Enter to execute the command.
Repeatedly pressing the up arrow will allow you to find a command previously
executed. The history command can be used to display the commands stored in the
Linux system buffer. The history buffer can store thousands of entered commands.
(Note: The history buffer can also be used to determine if someone has been using
your computer. Simply entering the history command will display all commands
executed on the system. You will be able to identify the commands that you did not
execute.)

Another shortcut is the Tab key. This can be used to complete entries on the com-
mand line. For example, cd ho[tab] displays cd home. Linux searches for options
that begin with ko to complete the entry. This is useful when long or complicated
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entries are used. In the case where there are multiple entries that satisfy the entry,
the Tab key can be used to step through the options. Entering f [tab] will gener-
ate multiple possibilities. Pressing the Tab key will cycle you through each option.
Pressing the Tab key twice will display all available Linux commands.

9-4 ADDING APPLICATIONS TO LINUX

The objective of this section is to demonstrate the use of the Yellowdog Updater,
Modified (YUM) to install and uninstall applications and to query the system’s da-
tabase. YUM uses a database to keep track of the software installed on the system.
This database is updated anytime new software is installed or software is removed.
YUM keeps track of the name of the application, the version installed, and any
associated files. The term YUM describes the entire package application and man-
agement system used in Fedora Linux. It is also the command to start the package
manager: You obtain the manual listing for YUM by entering the command man
yum. The text shown in Figure 9-34 will be displayed. The man page shows that
there are many options for the command. YUM has been adopted by many other
Linux distributions as an easy and efficient way to manage applications.

root@bookfedora:~ - | O

Fila Edit View Search Terminal Help

yum(8) yum(g)
NANE
yum - Yellowdog Updatar Modified
SYNOPSIS
yum [options] [command] [package ...]
|{DESCRIPTION

yum 1is an interactive, rpm based, package manager. It can automarticsally
parform system updates, including dependency analysis and cbsolete process-
ing based on "repository" metadata. It can slso perform installation of naw
packages, removal of old packages and perform queries con the installed
and/or available packages among many other commands/ssrvices (see bslow).
yum is similar to othzr high level packace managers like ept-get and smart.

Whnile there are some graphlcal Lnterfaces directly to the yum code, more
recent graphical intarface development is happening with PackageKit and the
gnoma-packagekit application.

k

command is one of:
¥ install packagel [package2] [...]
* updste [packagel] [package2] [...]
¥ updaste-to [packagel]l [packageZ] [...]
* check-update
* Upg [packangel] [package2] [...]
| Manual pags yum(8) line 1 (press h for help or g to quit)

FIGURE 9-34 The man page for YUM

The first example of using YUM is a query all. When entered, the command yum
list displays all the applications installed on the system. The yum list command is
often used to search for an application on the Linux system. In this example, the
command will be used to search for telnet. This can be done by using the yum list
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application command, as shown in Figure 9-35. The command for doing this is
yum list telnet. In this case, telnet (a terminal emulation application for TCP/IP
networks) is on the system, and in fact, there is a telnet-server.i686 1:0.17-51.fc16
and a telnet 1:0.17-51.fc16, which is the client.

root@bookfedora:~ - | O

File Edit View GSearch Terminal Help

| reot@booktedora ~|# yum List telnet

Loaded plugins: langpacks, presto, refresh packagekit

Installed Packages

Lelnel . 1686 1:0.17-51.fcl6 @fedora
[root@hook fedora ~1# ||

FIGURE 9-35 Using the yum list telnet command to search for files in the Linux system

Another useful tool to find out where a file came from is the command yum
provides [filename]. This command searches the system’s yum database and re-
turns the name of the file that matches the query. Figure 9-36 shows an example of
using this command.

The command yum provides zdiff was entered, and the name gzip-1.4-3.fc15.i686
was returned. This indicates that the file zdiff belongs to the gzip-1.4-3.fc15.i686
package. The next section demonstrates how to uninstall a package from the data-
base. Uninstalling removes all files associated with that package. A prompt is dis-
played if a file is being removed that is also being used by another application. For
example, assume that the telnet-server application is to be removed. It was shown in
Figure 9-35 that the command yum list telnet command is used to search for telnet.

Every instance of telnet in the database is listed. In this case, the name telnet-server.
i686 1:0.17-51.fc16 and telnet-0.17-20 (client) are listed.

An example is shown uninstalling both telnet applications in Figure 9-37. The
telnet-server application is uninstalled using the command yum remove telnet-
server. The telnet-client application is removed using the command yum remove
telnet. The yum list installed command can be used to check if the application is
still in the database.
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root@bookfedora:~ Lththhodo

File Cdit View Search Terminal Help

[root@bookfodora ~]# yum provides zdiff (~]
Loaded plugins: langpacks, presto, rofresh-packagekit

gzip-1.1-3.fcl5.1686 : The GNU data comprassion program

Repo : fedora
Matched from:
Filename t fusr/bin/zdiff

gzlp-1.4-3.7c15.1686 : The GNU data compression program

Repo ¢ @koji-override-0/$raleasover
Matched from:
Filonama : Susr/bin/edifl

[ root@book Mledora ~]4& I

FIGURE 9-36 An example of using the yum provides [filename] command

root@bookfedora:~ Lththhodo

File Cdit View Search Terminal Help

Resolving Dependencies |-
--= Running transaction check

---= Package telnet-server.igBt 1:0,17-51.fclé will be erased

--> Finished Depondency Resolution

Dependencics Resolved

Package Arch Varsion Repository Size
Removing:
telnet-sarver 1686 1:6.17-51.7clé @fedora 48 kK

Transaction Summary

Remove 1 Package

Installed size: 49 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaclion Check
Running Transaction Test
Transaction Test Succeeded 8
Running Transaction
Frasing : 1:telnet-servar-0.17-51.fc16.1686 /1

Removed:
telnet-server. 1686 1:0.17-51.fcl6 1

Complete! -]
[root@bookfedora ~1# |

FIGURE 9-37 The steps for uninstalling the telnet-server and telnet-client applications
and verifying that the applications are no longer in the database

An expected task performed by network and system administrators is to add web
service to the network. This section presents the steps for adding the Apache web
service to the Linux operating system. Apache is the standard web service for
Linux, similar to MIIS for Microsoft Windows.
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httpd
The script that starts the
web server.

The command for installing the Apache web service is yum install httpd, as shown
in Figure 9-38. On occasion, a prompt will be displayed that a certain application is
missing. In this case, the missing software packages can be found on the Internet.
The command to start the web server is /etc/init.d/httpd start, as shown in Figure
9-39. This file was installed when the yum command was issued to install Apache.
The screen displays the statement Starting httpd: [ OK ], which indicates that the
service was successfully started.

root@bookfedora:/etc - | O X

File Cdit View Search Terminal Help

| root@bookfedora etc|# yum install httpd ~
Loaded plugins: langpacks, presto, rofresh-packagekit

Setting up Install Frocess

Resolying Dependencies

--= Running transaction cheock

---> Package httpd.i6B86 ©:2.2.22-1.fcl6 will be installed

--> Processing Dependency: httpd-tools — 2.2.22-1,fclé for package: httpd-2.2.22-1.fc
16,1686

--=> Processing Dependency: libaprutil-l.so.® for package: httpd-2.2.22-1.Tcl6.1686
--> Processing Dependency: libapr-l.so.0 for package: httpd-2.2.22-1.Tcl6.1686

--= Processing Dependency: apr-util-ldap fTor package: httpd-2.2.22-1.Tcl6.1686

--= Running transaction check

---> Package apr.i686 ©:1.4.5-1.Tclé will be installed

---> Package apr-util.i686 0:1.3.12-1.fclé will be installed

---> Package apr-util-ldap.i686 8:1.3.12-1.7cl6 will be installed

---> Package hilpd-lools i686 0:2.2.22-1.Tclf will be installed

--=> Finished Dependency Resolution

Dependenciss Resolved

Package Arch Varsion Repository Size
Tnstalling: L5

httpd 1686 2.2:22-1.fcl8 updates B12? k
Tnstalling for dependencies:

apr 16B6 1.4.5-1.fclf fedora 183 k
apr-util 1686 1.3.12-1.fclB fedora 82 k
apr-util-ldap i686 1.3.12-1.fcl6 fedora 16 k
httpd-tools igeg 2.2.22-1.fcl6 updates 73k |+~

Firefox
The Linux web browser.

FIGURE 9-38 The steps for installing the Apache web service

Linux uses Firefox for an Internet web browser. The command for starting Firefox
is firefox. The URL can be changed to the Linux machine simply by entering
http://localhost/. Remember, the default name for the Linux machine is localhost.
If the web service is working properly, the test page shown in Figure 9-40 should
be displayed. This test page provides the administrator with information about the
configuration files. Linux provides this as a default page for setting the web service.
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root@bookfedora:fetc/rc.dfinit.d il

File [Cdit View Search Terminal Help

| root@book fedora init.d]# /fetc/init.d/hitpd start

Starting httpd (via systemctl): [ Ok ]
[root@book fedora init.d]# i

FIGURE 9-39 The steps for starting the Apache web service

Apache HTTP Server on Fedora is working — Mozilla Firefox

File Edit View History Bookmarks Tools Help

[} Apache HTTP Server on Fedora... L G
8 | luuﬂhusd v 5 Q o~
o Moarilla Firefox is free and open source software from the non-profit Mazilla Foundation Knaw your rights | =

Fedora Test Page

The Apache HTTP server s working. if you can read this page, it means that the web server installed at this
site [s working property, but has not yet been configured.

If you are a member of the general If you are the website administrator:
ublic:
P You may now add content to the directory /var v
The fact that you are seeing this page indicates sheal /. Note that until you do so. people visiting
that the website you |ust visited s either your wehsite will see this page, and nat your k]
experiencing problems. or Is undergolng routine content. To prevent this page from ever being
malntenance. used, follow the Instructions in the file fetc/httpd
Jfeonf . drvelcose. conf,

If you would like to let the administraters of this km
website know that you've seen this page Instead of You are freeto use the images below on Apache
the page you expectad, you should send them and Fedora powered HTTP servers. Thanks [or
e-mall, In general, mail sent to the name using Apache and Fedorat
"webmaster® and directed to the website's domain
should reach the appropriate person. > wered =22

pprep P ‘-z\ PAaCHE

For example, il you experienced problems while
wisiting www.example.com, you should send e-mall

FIGURE 9-40 Using the Mozilla Internet web browser to test the web installation
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There are two directories and files that are important relative to the Apache instal-
lation. The first is the index.html file, located in the /var/www/html directory, as
shown in Figure 9-41. This is the root directory for the web service. The test page
actually resides in index.html. Users can build their web pages off this file and
linked files.

root@bookfedora:/varfwww/htmlL | - | O X

File Edit View Search Terminal Help

| reot@booktedora html |# pwd Al
/var/wew/html

[ root@bookfedora html]# 1s -la

total 16

drwxr-xr-x. 2 root root 4096 Feb 27 20:20 .

drwxr-xr-x. & root reeot 4096 Feb 22 20:16 ..

-rw-r--r--, 1 root root 4536 Feb 22 20:20 index.html

[ root@bookfedora html]1# [l

FIGURE 9-41 The location of the index.html file

The second important directory and file is the httpd.conf file located in the /etc/
httpd/conf directory. This is shown in Figure 9-42. This is the configuration file for
the Apache web server that is read every time the service is started. The httpd.conf
file is a text file and can be edited; however, the Apache server must be restarted for
the changes to take effect, using the command /etc/init.d/httpd restart, as shown
in Figure 9-43. Notice that the command is issued from the /etc/rc.d/init.d directory,
and the command line displays the prompt:

httpd.conf

The configuration file for
the Apache web server.

Stopping httpd: [ OK ] Starting httpd: [ OK ]

This prompt indicates that the Apache web server has stopped and restarted. The
Apache web server can be stopped using the command /etc/init.d/httpd stop. This
provides an orderly (scripted) shutdown. The following output will be displayed on
the terminal screen:

Stopping httpd: [ OK ]

root@bookfedora:fetc/httpd/conf | - | O X

File Edit View Search Terminal Help

| reot@booktedora conf|# pwd Al
/ete/httpd/conf

[ root@bookfedora confl# 1s -la

Ltotal 60

drwxr-xr-x. 2 root root 48968 Feb 27 19:55 .
drwxr-xr-x. 4 root reet 4096 Feb 22 19:55 ..
-rw-r--r--, 1 root root 34483 Feb 13 87:28 httpd.conf
-rw-r--r--, 1 root root 12958 Feb 13 07:31 magic

[ root@book fedora confl# pwd

fetc/httpd/cont

| root@book fedora cont]# ||

FIGURE 9-42 The location of configuration file (httpd.conf) for the Apache web server
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root@bookfedora:/etc/httpdfconf — Q'

File Edit View Search Terminal Help

| reot@booktedora conf|# /etc/init.d/httpd restart

Restarting httpd (via systemctl): [ 0K ]
[ root@bockfedora confl# i

FIGURE 9-43 The steps for restarting the Apache server so that changes made to the
httpd.conf configuration file can take effect

9-5 LINUX NETWORKING

The objective of this section is to demonstrate how to configure a Linux machine to
run on the network. This section assumes that the Linux machine already has a net-
work interface card (NIC) installed. Fedora Linux 16.0 is good at detecting all ma-
jor brands of network interface cards and contains drivers for the NICs. Linux will
automatically detect the card and may prompt you for the IP address, net mask, and
gateway address during the installation of the operating system. Hardware installed
after the initial system installation will still be detected by the autodetect feature
running in Linux.

Ethernet cards in Linux are identified as eth0, eth1, eth2, and so on. The command
ifconfig is used to report all the network devices recognized and running on the
system. This command lists all the interfaces and the configurations for each inter-
face. The configurations include the IP address, the net mask (subnet mask), the
broadcast address, and the gateway. The ifconfig command also reports back on the
status of the loopback (lo), as shown in Figure 9-44.

The ifconfig command can also be used in Linux to change the IP address configu-
ration for the network interface. The following examples will demonstrate config-
uring eth(, the default interface device on most Linux machines. The command
ifconfig displayed the ethO and lo, as shown in Figure 9-44. The IP address for the
machine is currently 192.168.12.1. This example demonstrates how to change the
IP address of the ethQ interface. The command ifconfig eth0 192.168.20.5 is en-
tered on the command line, and the ifconfig command is used to display the inter-
face settings (as shown in Figure 9-45). This applies the IP address to the network
interface. The default values for the broadcast and subnet masks are used if no value
is specified. In this case, the Bcast (broadcast) address is automatically updated to
192.168.20.255, the broadcast address for this class of network. The Mask (subnet
mask) entry is automatically updated to the Class C subnet mask 255.255.255.0.

A different subnet mask can be applied to the network interface by appending the
subnet mask value to the ifconfig command. An example of this is shown at the
bottom of Figure 9-45 using the command ifconfig Eth(0 192.168.20.5 netmask
255.255.0.0.

ethO, ethi, eth2, ...

The way Linux identifies
the Ethernet interface
cards.

ifconfig

Command that reports
all the network devices
recognized and running
on the system, listing all
the interfaces and the
configuration for each.

Net Mask

Linux name for the
subnet mask.

lo

The Linux symbol
representing the
loopback.
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root@bookfedora:~ Hwﬂd

File Edit View Search Terminal Help

[root@localhost root]d ifcontig had
etho Link encap:Ethernet HuUaddr 00:60:97:B1:7R:58

inet addr:192,168,12,1 Bcast:192,168.12,755 Mack:255,255,755.0

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l

R¥ packets:0 errorsi0 dropped:0 overruns:0 frame:

T packets:2 errors:0 dropped:0 overruns:0 carrier:l

collisions:0 twoueuslen:l100

RX bytes:0 (0,0 b) TX bytes:120 (120,0 b)

Interrupt:10 Base address:iOxdcB0

1o Link encap:Local Loopback
inet addr:127,0,0,1 Mask:255,0.0.0
UP LOOPBACK RUMNING MTU:18436 Metric:l
R¥ packets:324 errors:) dropped:0 overrunsi0 frame:0
T¥ packets:324 errorst0 dropped:0 overruns:0 carrier:0
collisions:0 troueuelen:0
R¥ bytes:21508 (21.0 Kb) TH butes:21508 (21.0 Kb)

[root@localhost root]#

FIGURE 9-44 An example of using the ifconfig command to display the network
interfaces and their configuration

root@bookfedora:~ me

File Edit View Search Terminal Help

]

Emntl‘ékocalhost I“Wt]# ifconfig ethD 192,168,205
root@localhost root J# ifconfig
etho Link encap:Ethernet Huaddr 00:60:97:B1:7R:58
inet addr:192.168.20.5 Bcast:192,168.20,255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:l
RK packets:i0 errors:0 dropped:0 overruns:0 frame:0
TH packets:2 errors:0 dropped:0 overruns:0 carrier:l
collisions:0 trgueuslen:100
RY butes:0 (0.0 b) TX butes:120 (120.0 b)
Interrupt:10 Base address:0xde80

lo Link encap:Local Loopback
inet addr:127.0.0,1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:z16436 Metric:l
RX packet=:3724 errors:0 dropperd:0 overruns:0 frame:0
TA packels:324 errors: 0 d:'umm] 0 overruns:0 carrleri0
collisions:0 txoueuelen
RX butes:21508 (21.0 Kb) TX butes:21508 (21.0 Kb)

P"oot@localhcat root]# ifconfig eth0 182,168,.20.5 retmask 255.255.0.0
root@localhost root]ht I

ifdown, ifup

Linux commands used
to shut down and bring
back up the network
interface.

FIGURE 9-45 Using the ifconfig command to change the network interface IP address

Another set of commands used for controlling the network interfaces are ifdown
[interface] and ifup [interface]. These commands enable the administrator to shut
down and bring back up the network interface. This is useful when a machine is be-
ing subjected to a network attack and the network connection needs to be shut down
quickly. The ifdown ethQ command brings down the EthernetO interface. The
ifconfig command no longer displays the ethOQ interface. The interface can be
brought back online by issuing the ifup eth0 command. The ifconfig command now
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shows that the ethO interface is available. The steps for shutting down and bringing
up a network interface are shown in Figure 9-46.

leeall [
root@bookfedora:~ LY A‘

File Edit View Search Terminal Help

Hetric:l
10 overrunzi0 frame:

[roct@localhost
[root@localhost
ethl

ot]h ifup ethl
i

ot |§ ifconfig

TH butes:21508 (21.0 Kb)

[root@localbost root]d

FIGURE 9-46 Examples of using the ifdown and ifup commands

In some cases, it is necessary to shut down all network interfaces. The command
for doing this is network stop. Linux will echo a response of the interfaces that are
shutting down. Entering the ifconfig command will now display that no network in-
terfaces are active. Part a of Figure 9-47 shows an example of stopping the network
on Linux. The command for starting the network is network start, as shown in part
b of Figure 9-47. Linux prompts that it is bringing up interfaces. Issuing the ifcon-
fig command now displays that ethO and lo are both available.

The next step is to provide a gateway address for the Linux network interface. This
is accomplished using the route add default gw [ip address] command. Enter-
ing the route command without any arguments displays the different routes. This
is shown in part a of Figure 9-48. The display shows that the default gateway is
192.168.12.254. This can be changed to 192.168.12.1 by issuing the command
route add default gw 192.168.12.1, as shown in part b of Figure 9-48. Linux
prompts you if an unreachable gateway address has been specified, as shown in
part c of Figure 9-48. Linux displays this message if a gateway address outside

the network address is specified. For example, the entry route add default gw
192.168.20.5 displays that the address is unreachable. This is because 192.168.20.0
is a different Class C network.

network stop

Shuts down all network
interfaces.

network start
Brings up the network
interfaces.

route add default gw

Linux command used
to specify the gateway
address.
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(a) . root@bookfedora;~

File Fdit View Search Terminal Help

[root@localhost root]? !etcfm dfinit.d/netvork stop

Shutting doun intu'face [ 18 ]
Stutting down loopback in [+ 3
[rwt@l.mﬂ'noat rootTh .ifml’i: I
(b) root@bookfedora: Elﬂm
File Edit View Search Terminal Help
[root@localhost root]ld Jete/rc.d/init.d/netuork start D
Setting network perameters: K
Bringing up loopback interface: 1.3
Bringing up interface ethd: “[[A [
[root@localhost root]d ifconfig
ethd Lirk encap:Ethernet  Hladde 00:60:97:B1:78:58
inet addr:197.168,12,1 Bcast:197.168.12.755 HMask:255,255.255.0
1P BROADCAST RUNNTNG MU TICAST MTUZ1500  Metric:]
Y parkets:0 ereors:0 dropped:0 overrins:0 frame:0
TX packets:ig errorsi( dropped:0 overrunsi( carriern:s
collisions 0 tugueuelen: 100
R bytes:0 (0.0 b) TX bytes:480 (480.0 b)
Interrupt:10 Base address:OnicED
lo Lirk encap:local Loopback
inet addr1127,0,0,1 Mask:265,0.0.0
UP LODPEACK RTINS  MTU:15436 Metric:l
RX packets:328 errors:0 dropped:0 overruns:Q frame:0
TH packets:328 errors 0 d'unued 0 overrunsi0 carrier:0
collisions:0 Lopeueler
RX butes:21848 (21.3 Kb) TH bules:21848 (21.3 Kb)
[root@localhost root]s

wll

FIGURE 9-47 (a) Using the command network stop for shutting down all network
interfaces; (b) using the command network start for bringing up all network interfaces

root@bookfedora:~
File Edit View Search Terminal Help
(a)

[root@localhost root]# route
Kernel IP routing table

Destination Gateuay Genmask Flags Metric Ref

192.168,12.0 t 735.255.255.0 U 0 0

127.0.0.0 255.0.0.0 u 0 0

default 192 168.12.254 0.0.0.0 UG 0 0
()

[root@localhost root]# route add default gw 192.168.12.1
[root@localhost root]d route
Kernel TP routing tahle

Destination Gatewauy Genmask Flags Metric Ref

192.168.12.0 + 255.205.255.0 U 0 0

127.0.0.0 * 255.0.0.0 u (1] 0

default 192,168.12,1  0.,0.0.0 u o 0
L]

[root@localhost root]# route add default gu 192,168 .70.5
SIOCADDRT: Network is unreachable
[root@localhost root]é

[ o [x]

Use Iface
0 etho

0 etho

Use Iface
0 eth0

0 eth0

20

FIGURE 9-48 (a) Using the route command to display the network routes available on the
machine; (b) changing the network’s default gateway address; (c) the Linux prompt for an

unreachable gateway address
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The Linux network programs take their cue from a set of scripts in the etc/
sysconfig/metwork-scripts directory. These scripts contain the values assigned to all
network devices in the Linux operating system. This example looks at the contents
of the ifcfg-ethO script, which is the file associated with the EthernetO network
interface. The cat command is used to display the file, as shown in Figure 9-49.
These contents identify how ethO will be configured when booting or when the net-
work is started. The root user can modify this file as needed.

root@bookfedora:~ el Wz iy Af‘

File Edit View Search Terminal Help

[root@localhost network-scripts]e ls

ifcfg-eth0 ifdown-isdn ifup-aliases ifup-plip ifup-sl
ifcfg-lo ifdowipost  ifwp-cipch  ifup-plusb  ifup-wireless
ifdown ifdownppp  ifup-ippp ifup—post init,ipvb-global
ifdown-cipch ifdown-sit ifup-ipve ifup-ppp network-functions
ifdown-ippp ifdown-sl  ifup-ipx ifup-routes netuwork-functions-ip
ifdown-ipve  ifup ifup-isdn ifup-sit

[root@localhost network-scripts]® pud

Jete/sysconfig/netuork-scripts

[root@localhost network-scripts]d cat ifcfg-ethd

DEVICE="ath0'

ONBOOT='yes '

BOOTPROTO="none '

IPADDR="192.168.12.1'

NETMASK='255,255,255,0"

GATEWAY="192,168,12,254"

TYPE="Ethernet’

USERCTL="no"

NETUORK="192,168,12,0"

BROADCAST="192.168,12,255"

[root@localhost netuork-scripts]s

FIGURE 9-49 The steps for examining the contents of the ifcfg-eth0 script

Installing SSH

This section demonstrates how to install SSH (the secure shell), which is similar to
telnet except SSH encrypts the data traffic between the two hosts. SSH is a better
tool for remote administration or remote work. The openssh-clients and openssh-
server are provided with the Fedora distribution of Linux. Installing the openssh-
client application is straightforward using Yum, as shown in Figure 9-50.

openssh

The secure shell
application for Linux.

root@bookfedora:fetc/sysconfiginetwork-scripts Lul-'."_- | X ‘

File Edit View Search Terminal Help
[ root@book fedora network-scripts]# yum 1ist installed | grep ssh ~

1ihssh?.168A 1.2.7-1.fcl5 @koji-override-8/%releasever
openssh.1k86 h_BpZ-25._tfclh @updates
cpenssh-clients.i686 5.8p2-25.fcl6 @updates

[ root@book fedora network-scripts]# I

FIGURE 9-50 The listing of the openssh using Yum
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The openssh client is installed on the Linux machine by entering the command
yum install openssh-clients. The database can be queried using the command yum
list installed | grep openssh. The openssh files installed are then listed as shown in
Figure 9-50.

The command ssh [destination] can be used to establish an SSH connection. This
assumes that the destination has an SSH server running. In this case, the destination
is user@machine.edu. An example is shown in Figure 9-51.

root@bookfedora:~ - | O

File Edit View Search Terminal Help

[root@localhost RPMSTE ssh user@uachinename,edu

FIGURE 9-51 Establishing an SSH connection

The installation of the SSH server is similar to the installation of the SSH client. The
command yum install openssh-server is used to install the openssh-server. The instal-
lation can be verified in the same way that the installation was verified for the client.

The FTP Client

There are many FTP client applications for Linux. This section demonstrates the use

ncftp of the FTP application called ncftp. This application is popular with network admin-
An FTP application for istrators because of its ease with putting files on and getting files from the command
Linux. line. The command used to start the application is ncftp [server-name], as demon-

strated in Figure 9-52. An FTP server session with 192.168.12.2 is being requested.
The screen prompts that a connection is being established, and then the prompt salsa
Microsoft FTP service (Version 5.0) is displayed. (Note: salsa is our example Win-
dows 2003 server machine.) The screen next prompts Logging in. . . | Anonymous
user logged in. The anonymous login is listed because a user was not specified with
the neftp command. The command ncftp -u [server-name] can be used to instruct
the FTP server to prompt you for the user’s password. (See the man page for ncftp
for more instructions.) The Linux box then replies Logged in to 192.168.12.2, in-
dicating that a connection has been established. The prompt on the Linux machine
now shows neftp / >.

DNS Service on Linu
DNS is used for name resolution (see Chapter 5, “Configuring and Managing the

resolv.conf Network Infrastructure™). In Linux, the list of information for the DNS service is

Contains the list of DNS found in a file in the /etc directory called resolv.conf. This is shown in Figure 9-53.

servers for the Linux This file contains the list of the IP addresses for the DNS servers. The contents of an

e, example resolv.conf file are listed in Figure 9-54. Two entries are shown for this file.
The first is search localdomain, and the second entry is nameserver 192.168.12.1.
This listing shows the search sequence for resolving names to an IP address. Multi-
ple name services can appear in this list, but remember, this is a search order. Linux
will not perform any name resolution if this file is empty.
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root@bookfedora:~ HM

File Edit View Search Terminal Help

[root@chile root]$ ncftp 192.168.12.2

NcFTP 3.1.3 (Mar 27, 2002) by Mike Gleason (ncftp@ncfip.com).
Connecting to 192,.168,12.2, .,

salsa Microsoft FTP Service (Version 5.0},

Logging in...

Anonumous user logged in.

Logged in to 192.168.12.2.

ncftp / >

g

]

FIGURE 9-52 Using ncftp to start an application

root@bookfedora:~ LU'M -b-SJ

File Edit View Search Terminal Help

[root@localhost etcl# 1s resolv.conf
resolv,conf
[root@localhost etc]# pud

Jete
[root@localhost etcld []

FIGURE 9-53 The location of the DNS resolv.conf file in Linux

root@bookfedora:~ LU'M -b-SJ

Filte Edit View Search Terminal Help

search localdonain
nameserver 192,168,12.1

-~

1,1 All

FIGURE 9-54 The contents of the example resolv.conf file

Changing the Hostname

This section demonstrates how to change the hostname of a Linux machine. The
name of the Linux machine is located in the /etc/sysconfig/metwork file. The root
user can be changed using the command hostname [name]. In this case, the exam-
ple is showing that the hostname is being changed to chile-one as shown in Figure
9-55. You must log off and back on for the change to take place.
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dmesg

Command used to
display the boot
processes for Linux, used
to identify why certain
processes failed.

‘ rant@hbankfadara:~

| File' Edit View Search Terminal Help

[roctBchile root]# hostname chile-one
| [root@chile rootld O

FIGURE 9-55 An example of using the hostname command to change the name of the
Linux machine

9-6 TROUBLESHOOTING SYSTEM AND NETWORK
PROBLEMS WITH LINUX

Linux has many options available for troubleshooting hardware and software prob-
lems. This section presents some of the options available to the administrator and
the user. The following Linux troubleshooting commands are presented in this sec-
tion:

dmesg

reboot

last

who

w

nmap

chkconfig

netstat -ap

Troubleshooting Boot Processes

The dmesg Command The first command examined is dmesg, which is used

to display the boot process for Linux. This command is useful if a certain applica-
tion fails to be recognized or boot properly. This file will display errors that can be
used to better understand why a process failed. This command is available to any
user on the system, but remember: Only root will be able to fix the problems. This
file can contain a large amount of text, so the command can be piped to more using
the command dmesg | more, as shown in Figure 9-56. This screen shows the text
from the last Linux boot process. This provides information on the system devices
detected, how memory is configured, hard drive information, and any errors coming
from the software.
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root@bookfedora:~
File Edit View Search Terminal Help

[root@localhost root]d dmesg | more
Linus version 2.4,18-3 (bhcompile@daffy,perf.redhat.con) (goc version 2,96 20000
731 {Red Hat Lirnux 7.3 2,96-110)) #1 Thu fpr 18 07:37:53 EDT 2002
EI0S-provided physical RAM map:
BI0S-e820: 0000000000000000 - 0000000000020000 (usable)
BIOS-e820: 00000000000F0000 - 0000000000100000 (reserved)
BIOS-e820: 0000000000100000 - 0000000010000000 (ussble)
BI0S-e820: Q0000000+Fe00000 - 0000000100000000 (reserved)
On node 0 totalpages: 65536
zone(0): 4096 pages.
zone(l): 61440 pages,
zone(2): 0 pages,
Kernel command line: ro root=/dev/hda3
Initislizing CPU%0
Detected 498,758 MHz processor,
Console: colour VGA+ 3025
Calibrating delay loop.., 906.14 BogoMIPS
Memoru: 268508k/262144k available (1119k kernel code, 6252k reserved, 775k data,
280k init, Ok highmen)
Dentry cache hash tsble entries: 32768 (order: 6, 262144 butes)
Inode cache hash table entries: 16384 (order: 5, 131072 butes)
Mourt-cache hash tsble entries: 4086 (order: 3, 32762 butes)
Buffer cache hash table entries: 16384 (order: 4, 65536 butes)
More

FIGURE 9-56 An example of using the dmesg command piped to more

The reboot Command A useful Linux command to use when the system is not
operating correctly due to either hardware or software problems is reboot. This
command gracefully shuts down the system so that it is properly configured on
reboot. If a Linux machine needs to be rebooted, use the reboot command; do not

press the Reset button on the PC. Figure 9-57 shows the reboot command. The best

directory to look for troubleshooting information is the /var/log directory. Figure
9-58 provides a listing of the /var/log directory. Many of the files have a .1, .2, .3,
and so on following the filename and represent older log files, respectively. For ex-

ample:

boot.log

boot.log.1
boot.log.2
boot.log.3

root@bookfedora:~

File Edit View Search Terminal Help

[root@localhost root]d reboot

reboot

Command used to
gracefully shut down
the Linux machine and
reboot.

FIGURE 9-57 Entering the reboot command
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root@bookfedora:~ - | B | X

Filte Edit View Search Terminal Help

[root@localhost loglé ls

hoot , log cups ksunms .6 nessages,3 secure.2  wimp,l
boot,log.1 dmesg lastlog nessages .4 secure, 3 wxferlog
boot.log.2 fax maillog rpupkgs secure.d  wferlog,l
boot.log.3 gdm maillog.1  rpmpkgs.1 spooler AFresd6.0. log
hoot.log.4 ksyms.0 naillog.2 rpmpkgs.2 spooler,l XFree86.9, log
cron keyms.l maillog.3 rpmpkgs.3 spooler,2

cron,l ksums.2 mailloz.4 rpmpkgs.d spooler,3

cron.2 ksums.3 messages scrollkeeper.log spooler.d

cron,3 ksyms.4 messages,1 secure vhaoe

cron,4 ksyms,5 messages.? secure,l wtnp

[root@localhost logl

last

Command used to
display logins to the
Linux system.

FIGURE 9-58 The listing of the /var/log directory

These files are renamed at regular intervals (hence the .1, .2, .3, ... extensions) and
are kept in storage. It is important to understand that these are rolling log files. The
1 becomes 2, pushing 2 to 3, 3 to 4, and so on. Eventually, the file is deleted and
replaced. A summary of the useful troubleshooting files in the var/log directory fol-
lows:

* boot.log: Keeps track of the boot processes.

¢ lastlog: Keeps track of user login; requires the use of the last command to
display its contents.

* maillog: Keeps a log of mail activity.

* messages: Contains most of the system messages that report any software or
hardware errors. This is an important troubleshooting file.

 secure: Keeps track of any users entering or exiting the system and keeps track
of security violations, such as unauthorized users attempting login.

* spooler: File for mail management.

Listing Users on the System

The last Command The last command is extremely useful in security. This
command accesses the login file and reports of logins to the Linux system. Figure
9-59 provides an example of using the last command. This command lists all users
that have logged on to the system since the last reboot or for the past month. The
login information displayed includes the account name, day, date, and time. This
command is useful if the administrator suspects that someone has gained unauthor-
ized access to the Linux machine. The information displayed by the last command
shows that there are two users on the system. The first listed is usera, who logged
in from localhost on Feb. 11 at 12:48 and is still logged in. The other account, root,
is currently logged in and has logged into and out of the system many times.

380 CHAPTER 9: LINUX NETWORKING

[vww .ebook3000.con}



http://www.ebook3000.org

=TE |

root@bookfedora:~

File Edit View Search Terminal Help

[root@localhost loglé last

usera pts/2 localhost Tue Feb 11 12:48 still logged in
root pts/3 0 Tue Feb 11 12:47 - 12:48 (00:00)
root pts/l 0 Tue Feb 11 12:46  still logged in
root pts/1 0 Tue Feb 11 12:46 - 12:46 500:00)
root pts/1 :0 Tue Feb 11 12:46 - 12:46 (00:00)
root pts/0 :0 Tue Feb 11 12:33  still logged in
root 0 Tue Feb 11 12:32 gone - no logout
rehoot  system boot 2.4,18-3 Tue Feb 11 12:31 (003:17)
root pts/0 0 Tue Feb 11 12:20 - down (00:09;
root pts/1 0 Thu Feb 6 12:58 - 12:58 (00:00
root pts/1 :0 Thu Feb 6 12:58 - 12:58 (00:00)
root ptsf0 Hu Thu Feb 6 12:58 - 13:17 (00:19)
root ttyl Thu Feb & 12:57 - doun (4+423:32)
root pts/0 :0 Thu Feb 6 12:18 - 12:57 (00:39)
root pts/0 :0 Tue Feb 4 12:15 - 13:15 (00:53)

winp begine Tue Feb 4 12:15:26 2003
[root@localhost logl#

FIGURE 9-59 Using the last command to display the Linux login activity

The who or w Command Two other ways to check for users on the system are
to enter either the command who or w. The who command displays the names of
the users presently logged into the system. The w command provides similar infor-
mation and provides additional details on each user, such as the following:

* from: Specifies the domain where the user is logging in from
* login time: Indicates when the user logged in
« idle: Indicates if the user has been busy on the system

» what: Displays the last command entered by the user

Figure 9-60 provides examples of the text displayed by using w and who com-
mands.

e[|

root@bookfedora:~

File Edit View Search Terminal Help

[>]

[root@localhost logl# w

12:50pn up 18 min, 3 users, load aversge: 0.27, 0.13, 0.10
USER TTY FROM LOGING IDLE JCPU  PCPU  UHAT
usera pts/2 loralhost 12:48pm 1:57 0,035 0.05s -bash
root pts/0 0 12:33pn 0,008 0,208 0,038 w
root pte/1 0 12:46pn  1:57 0,08s 0,028 telmet localhos
[root@localhost log]# who
usera pts/2  Feb 11 12:48 (localhost)
root pts/0  Feb 11 12:33 (:0)
root pts/1 Feb 11 12:46 (:0)

[root@localhost logl#

who

Linux command that
displays the names
of the users presently

logged into the system.

Linux command that
displays the names

of the users presently
logged into the system
plus additional details
on each user.

FIGURE 9-60 Examples of the text displayed by the w and who commands

9-6: TROUBLESHOOTING SYSTEM AND NETWORK PROBLEMS WITH LINUX

381



nmap
A Linux port scanner.

chkconfig

Command used by
administrators to enable
and disable services at
boot time.

Network Security

The nmap Command  An excellent security tool that runs on Linux is nmap.
The application can be installed using the command yum install nmap, if not al-
ready installed. This is a port scanner that is used by the network administrator to
scan a local computer or other computers internal to the network to determine what
network ports and services are being made available to users. For example, the
command nmap localhost was entered to scan the Linux machine named localhost.
Figure 9-61 shows the results of the scan. The scan shows that the ftp, telnet, smtp
(email server), sunrpc (network file server), and X11 (the GUI for Linux) are all
available. Notice that each service has a port number assigned to it. (The concept
of port number was presented in Chapter 5.) For example, FTP is on port 21 and is
running TCP. Telnet is running on port 23 and is also running TCP. The network ad-
ministrator may decide that the FTP or non-secure telnet service is a security threat
and that it needs to be disabled. Note that this command can also be used to scan
machines outside your network by simply substituting an IP address for the ma-
chine name. For example, nmap 192.168.12.5 can be used to scan the machine at
IP address 192.168.12.5. (Note: You should only use the nmap port scanning utility
on your own machines!)

root@bookfedora:~ I - | o | X
File Edit View Search Terminal Help
[root@localhost logl# nmap localhost
Starting nmap V. 2.54BETA3L ( www,insecure.org/nmap/ )

Interesting ports on localhost, localdomain (127.0.0,1):
(The 1549 ports scanned but not shown below are in state: closed)

Port State Service
21/tcn open ftp
23/1cp open telnet
25/tcp oper smtp
111/tcp open SUNNPC
6000/tcp  open K11

Nmap run completed -- 1 IP address (1 host up) scanned in 1 second
[root@localhost loglé

FIGURE 9-61 The results of using the nmap command to scan the Linux machine named
localhost

Enabling and Disabling Boot Services

The chkconfig Command The next command examined is chkconfig, which
allows the administrator to enable and disable services at boot time. Figure 9-62
shows the options for the chkconfig command.
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root@bookfedora:~ - | O X

File Edit View Search Terminal Help

[root@localhost loglé chkeonfig
chkconfig version 1.3.5 - Copyright (C) 1997-2000 Red Hat, Inc.
This may be freely redistributed under the terms of the GHU Public License,

usage: chkconfig --list [name]

chkconfig --add <nane>

chkconfig -~del <name>

chkconfig [--level <levels>] <name> <on|off |reset>)
[root@localhost logl¥ chkconfig --list

FIGURE 9-62 The options for the chkconfig command

The administrator used the nmap command to check to see what network services
were running. It was found that the FTP service was running (see Figure 9-61). The
network administrator decided to disable the FTP service. The network administra-
tor can use the chkconfig --list command to view the services running on the sys-
tem. The command is shown at the bottom of Figure 9-62. The results of entering
the chkconfig --list command are provided in Figure 9-63. The last line displayed
shows wu-ftpd: on. This indicates that the FTP server is on. The FTP service can
be disabled by using the command chkconfig wu-ftpd off, as shown in Figure
9-64. The chkconfig --list command can be used again to verify the service is off.
The verification that wu-ftpd is off is provided in Figure 9-65.

root@bookfedora:~ L&DL?L#IM;“-

File Edit View Search Terminal Help

nfs 0:off 1lioff 2ioff 3ioff 4dioff GLioff 6Bioff
nfslock 0:0ff 1:off Z:0ff 3ion d:on S:on fB:off
identd O:off Llioff 2:off 3:off dioff S:off 6Groff
radvd O:off 1lioff 2ioff 3:off  dioff  Sioff  Broff
snmpd Q:off 1:off 2toff 3J:off 4d:off Sioff 6Brloff
snmptrapd Q:off lioff 2toff 3J:ioff 4:off DHioff bBiloff
isdn O:0ff 1li:off Z2ion Jion 4:on 5ion Gioff

wine O:off 1lioff 2ion 3ion 41on 5:on 6ioff
#inetd based services:
chargen-udp: off

chargen: off
dautime-udp: off
daytime: off
echo-udp: off
echo: off
sarvices: off
servers: off
tine-udp: off
tine: off
sgi_fam: on
rsunc: off

telnet: on

ui=ftpd: on .,

[root@localhost logl#

FIGURE 9-63 The results of entering the chkconfig --list command
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root@bookfedora:~ sl 2y

File Cdit View Search Terminal |lelp

[root@localhost logl# chkconfizg wu-fipd off
[root@localhost loglé [

FIGURE 9-64 Using the chkconfig wu-ftpd off command to disable the ftp service

root@bookfedora:~ L_;«j“,_‘;.., d}

File Edit View Search Terminal Help

nfs O:off 1l:0ff 2:off S:off 4:0ff Sioff bBloff 2
nfslock O:off 1:0ff Z:0ff 3:on 4:on H:on Bioff
identd O:off 1:off 2:o0ff 3:off 4d:off Sioff 6Gloff
radvd O:woff 1lioff 2:off 3:ioff 4dioff Sioff 6:ioff
snmpd Q:off lioff 2ioff 3Jioff 4ioff Sioff Gioff
somptrapd Oioff  1ioff 2:0ff  3Jioff dioff Sioff Gioff
isdn 0:off 1:0ff 2ion Jion 4:on Sion Bioff
wine D:off 1:off 2ion 3ion 4:on Sion bioff
ninetd based services:
off
g off
daut ime-udp: off
caytime: of f
echo-udn: off
echo; off
services: off
servers: of f
tine-udp: of f
tine: off
sgi_fam: on
reunc: off
talnet: on
wi-ftpd: off
[root@localhost logle

netstat -ap

Provides information
about the network

connections.

FIGURE 9-65 Using the chkconfig --list command to verify the service has been disabled

The netstat -ap Command  Another command used by the network adminis-
trator is netstat -ap. This command provides information about the network con-
nections that exist on the system. This includes internal programs and connections
to the outside world. This command is very useful when the network administrator
wants to determine if a machine is being used by unauthorized users, for example,
as a music server for the Internet. The netstat command will list the connection,
and it will list the name of the program that is allowing the connection to be made.
Figure 9-66 provides an example of using this command. In this example, the
netstat -ap | more command is used. This pipes the file contents to more to make it
easier to view the entire contents. The far right side of Figure 9-66 shows whether
the connection is in the listen or established mode. Listen means that the program
is waiting for a connection to be started. Established means that a connection has
already been made. For example, a TCP connection is established at port 3102, and
the name of the program is in.telnetd, which is the telnet-server.
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root@bookfedora:~ fee=all = o
File Edit View Search Terminal Help

t logl# netstat -ap | more

L conmections (servers and established)

erid-0 Local Address Forelgn Address State
PID/Progran nane

tep 0 0 *:32768 $i% LISTEN
799 /rpc,statd
tcp ] 0 localhost,localdo:37517 *:+ LISTEH
978 //uinctd
tep 0 0 risunrpc ret LISTEN
771 /nortnap
tep i} 0 1l 3 LISTEN
1189/X
tep 0 0 z:telnet 134 LISTEN
979/« inatd
tcp 0 0 localhnst localdon:smtp s:x LISTEN
1020/sendmail: acce
tcp 0 0 localhost.locald:telnet localhost.localdo:33510 ESTABLISHED
3102/ in. telretd: lo
tcp 0 0 localhost,localdo:33510 localhost, localditelnet ESTRBLISHED
3101/telret

i 0 0 *:32768 e

“pCc .sta{ci
0

0 *:sunrpe Tt

FIGURE 9-66 An example of using the netstat -ap command to view the network
connections running on the machine

9-7 MANAGING THE LINUX SYSTEM

This section examines some of the management tools available with the Fedora 16
distribution. The previous sections in this chapter examined the Linux command
structure as input from the command line interface. Although it is true that the net-
work and system administrators insist that any member of the network management
staff fully understand Linux operation from the command line, they also understand
the benefits of using the well-developed GUIs available for Linux, such as those
available with the Fedora 16.0 distribution. The obvious benefits of using the GUI
management tools are time savings and the dependencies for any software installa-
tion/deletion are automatically checked for you.

In Fedora 16, the System Config tools, which are the system administration tools, ( . )
are all prefixed with system-config followed by the name of the tool. To get to the system-config- tool-
tools, log in as root and, at the command line, enter system-config- tool-name. nf]me
The menu for the tool being requested will be displayed. L1.nux cgmmand E
displaying the system
The list of system configuration tools can be displayed by changing the directory to configuration GUI for a
/usr/bin and entering the following command from the prompt [ root@bob bin] ls specified tool.
system-config-*. The list .generat-ed by this command is provided in Fig.ur.e 9-67. ls system-config- *
There are many configuration options available for the user and the administrator. Linux command for
listing the system
configuration tools.
| J
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A few of the menus are discussed next. The GUISs are fairly intuitive and typically
don’t need a lot of discussion to understand how they work. Examples of the sys-
tem-config GUIs are provided next.

hob t:uir.]n [ |

FIGURE 9-67 The list of the system-config- files

For example, system-config-date is the GUI that allows you to change the time and
date for the computer. Entering the command system-config-date will display the
menu shown in Figure 9-68. This menu also allows you to set the time zone and
also enables you to point this menu (via an IP address) to a time server for obtaining
the current time for your location.

The next GUI menu displayed (see Figure 9-69) is for the firewall. The firewall
menu settings can be displayed by entering system-config-firewall at the command
line. You can disable a firewall, configure additional settings, or modify the firewall
configurations. This allows you to open ports and block ports, and all the settings
are GUI based, which simplifies the tasks. For example, if you want to block port
80 (HTTP), simply click the check box for WWW (HTTP) and click Disable. On
the left side of the menu are other options, such as selecting other ports that are

not defined on the main menu screen. You also have settings for trusted services,
masquerading (network address translation), and a place for setting custom rules for
your firewall.
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|[Date & Time | Network Time Protacol Time Zone
pate Time
| ¢ December > <2007 > Current Time : D7:15:42
Sun’ Man Tue Wed Thu Fri Sat Hour: |7 <
1
3 5 % = s BEE ® Minute 14 -
s 10 11 12 13 14 113 Second : |29 s
1 17 18 19 20 2L 2} =
23 24 25 26 27 28 29
3 3
FHdep & cancel G0k

FIGURE 9-68 The system-config-date menu

Eie Options Help

£ &

Wizard Reload Disabla

Here you can define which services are trusted. This means that these
services will be accessible from all hosts or networks.

The firewall is enabled

Other Ports
Trusted Interfaces Service Port/Pretocol
Masquerading [0 pNSs 53ftep. 53/udp
Custom RAules ClsFTR 21ftcp
[ IMAP over SSL 983ftcp
B IPsec -1fah, -1jesp
1 mMail (SMTP) 25/tcp
& Multicast DNS (mDNS) 5353udp
i Natwork Printing (IPP) 631ftcp. 631/udp
O Nrss 2040/cp, 2040 /udp
O cpenvPN 1194/udp
O POP-3 over S5L Y5
0 RADIUS 1B12/udp, L1813 /udp
] Samba 137/udp, 138judp, 139tcp. 4a5tcp
] Secure WWW (HTTPS) 443fcp
it ssH 22ftep
OO www (HTTP) 8o0tcp

Please remember to allow access only for services, which are really
necessary (o access.

FIGURE 9-69 The system-config-firewall menu

There are many important issues that the network/system administrator faces, but
security should be the top concern. When you first go out to install a new service
or are maintaining existing systems, the most important issue is the system security
and preventing outside threats. You want to fully understand the implications of
installing the software and how the installation can possibly affect the overall net-
work. The following is a list of some of the questions that should be asked:

* Who will be the users of the software, and what applications are they going to
be running?

» Will they need special permissions?

» Will the software being installed require a firewall?

* Does the software introduce any security threats?
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Regardless of the installation, you will have to set limits for security reasons. You
don’t want your system to get hacked, and firewall protection is a very good start.

Figure 9-70 shows the menu for the network settings. This menu is displayed by
entering the system-config-network command when logged in as root. This is a
good place to start when setting up your computer on a network for the first time.
This tool allows you to set the IP address, subnet mask, host name, and DNS server
address. You can also activate or deactivate the networking devices (for example,
NICs) from this menu by selecting the check box for device and clicking the Acti-
vate or Deactivate button.

File Profile Help

S @ e

New Edit Copy Delete Activate Deactlivate
'Devjcesll-lardﬂare DNS Hosts

#.0| You may configure network devices associated with

;:j =] physical hardware here. Muiltiple logical devices can be
g associated with a single piece of hardware.

| Profile Status Device Nickname Type |
] » Inactive r-_ethl ethl Ethernet i
| & Inactive (@ eth0 etho Ethernet
M & Active @ eth2 eth2 Ethernet

Active profile: Common (modified)

FIGURE 9-70 The system-config-network menu

The next menu, shown in Figure 9-71, is for system-config-printer. This menu is
used for adding various types of printers to the system. The Fedora software will
have most of the commonly used printer drivers installed with the software; how-
ever, not all drivers will be there. In the case of a missing printer driver, the system
administrator will have to download the driver from a CD or from the Internet. The
best locations to locate a printer driver are the manufacturer’s website. In some
cases, you might have to do an Internet search for the driver, but make sure you
download the driver from a trusted site.

The next menu is for system-config-users. This menu (see Figure 9-72) is used for
the management of the users. You can add/modify/delete users and groups from
this menu. Examples of users with their Username, User ID, Primary Group, Full
Name, Login Shell, and Home Directory are displayed.
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= Edit Help
i e :
(New Printer] New Class

Basic Server Sattings

=" Show prnters shared by other systems

Goto Server  Refresh

Share published printers connected to this system

Alow remote administraton

Alow usars to cancel any job (nof just thes own)

Save .

FIGURE 9-71 The system-config-printer menu

User Nama User ID v | Primary Group Full Nama

asanchez 500 asanchez

Abel sanchez inbash
demo 501 defmo

Mirjbash

Ele Edt Help
§ 3 f
Add User  Add Group ] Refrash Help
‘Gearch filter
Users | Graups.

Logen Shell

apply filter |

FIGURE 9-72 The system-config-users menu
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SUMMARY

This chapter presented numerous examples of using commands to administer the
Linux operating system. You should appreciate the complexity of configuring the
Linux network server and the fact that administering a computer network requires
the input of personnel with varied skills. You should also understand that this has
only been an introduction to the Linux operating system. The chapter demonstrated
how to use many commands, one of the most important of which is how to read the
online text man pages. There is a wealth of information about Linux on the Internet.
The online distributions for Linux can be found at www.biblio.org. The Linux con-
cepts that you should understand from this chapter include the following:

* The logon/logoff procedures for Linux

* The steps for adding users to a Linux machine

* The Linux file structure and related file commands
* The use of key Linux administration commands

* How to add applications to Linux

* How to place a Linux machine on the network

* How to configure web services for Linux

* The procedures and tools for using Linux to troubleshoot Linux systems and
networks

The following are sites where you can download a bootable version of Linux run-
ning off one CD. This means you don’t have to create dual-boot partitions on your
computer or set up a separate machine running Linux. These bootable versions are
available from both Fedora and Knoppix. The latest “live” version from Fedora is
available at http://fedoraproject.org (698 MB) and will fit on one CD.

Knoppix is available from http://knoppix.net or from a mirror site, such as http://
cs.wisc.edu/pub/mirrors/linux/knoppix/. As of this writing, Knoppix is at version
6.7.1. The file size is approximately 698 MB and will fit on a CD.

The files for Fedora “Live” and Knoppix are ISO images, and the ISO image is a
disk image of an ISO 9660 file system. The file needs to be converted into a func-
tional file system before using. This is done when the file is written to a CD using
software capable of writing ISOs to CD and making the CD bootable. Most CD
burning software for Windows, Mac OS, and Linux will have this capability. Once
you write the ISO file to CD, the CD can be used to boot the computer, and you will
have Linux running on your computer after the boot process is complete.
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QUESTIONS AND PROBLEMS

Section 9-1

1.

2.
3.
4.

What are the steps for entering the menu to add a user in Linux?
What is the purpose of the Linux login shell?
How can Linux be closed from the Linux GUI?

How is the command line accessed in Linux?

Section 9-2

5.
6
7.
8
9

10.
11.
12.
13.

14.
15.
16.
17.
18.
19.
20.
21.

What is the Linux command to only list files?

. What Linux command provides a long file listing that includes file attributes?

What Linux command lists hidden files and file attributes?

. What two Linux commands can be used to display file contents?

. How do the more and cat commands differ?

What is the user ID for root?

What directory are the binary process and executables located in Linux?
What is typically placed in the /etc directory?

Match the following directories to their content:

1. /boot a) location of all user directories

2. /dev b) system log files, email folders

3. /home c) location of user files related to user programs

4. /mnt d) location of the Linux kernel

5. /root e) drivers for monitors

6. /tmp f) the home directory for root

7. /usr g) temporary holding area for applications

8. /var h) the location of mounted directories

What is the Linux command for displaying a working directory?
What is the Linux command for creating a directory named chile?
List the command for removing a file named aaron.

List the command to rename a file named aaron.txt to bueno.txt.
The command chmod 411 drb.txt is entered. What does this do?
The command chmod 644 djb.txt is entered. What does this do?
The command chmod 755 kreb.txt is entered. What does this do?

The permissions for the file hbmbb.txt need to be set so that only the owner has
permission to read and write the file. List the command that does this.
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22.

23.

24.

25.

List the command to set the permissions on the text file dapab.txt to the
following:

Owner: read/write

Group: read

Outside: no access

List the commands for setting the permissions on bc.zxt to the following:
Owner: read/write/executable

Group: read/write

Outside: read

The new owner of the file CQ.txt is dd. Enter the command to change owner-
ship.

The new group for the jc.txt is heaven. Enter the command to change owner-
ship.

Section 9-3

26

217.
28.
29.
30.
31.

32.

33.
34.
35.
36.
37.

38.
39.

40.

41.

. What command displays the online text manual for Linux?

List the command that returns all man pages that mention the topic Apache.
Why is the ps -a command used?

How is a program with a PID of 1020 shut down?

What command can be used as a last resort to kill a process?

Root is logged onto a Linux machine and needs to become another user to
verify the changes made to the user’s account. What command is used for root
to become the user?

Usera is logged into Linux and wants to become userb. What is the command,
and what are the steps required to make this happen?

What information is contained in the fstab file?

What is kudzu?

List the command for mounting a USB drive.

List the Linux command that is used to verify a drive has been mounted.

‘What command must be entered before the media can be removed from a drive
that has been mounted?

List the command to gracefully shut down the Linux system.

The last command entered from the command line in Linux can be repeated by
pressing what key?

What command can be entered in Linux to display previously entered com-
mands?

What is the keystroke that can be used to complete entries on the command
line?
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Section 9-4

42. List the command to search for installed applications on Linux. Use the pipe
command to display only results with wu-fipd in them.

43. What command is used to find out where a file comes from?

44. What is the Linux command to uninstall an application?

45. What is the Linux command for installing an application?

46. How is a service controlled by xinetd enabled after installation?

47. What command starts the Apache web server?

48. The script for starting the Apache web server is found in what directory?
49. The index.html file is found in what directory in Linux?

50. The httpd.conf file is located in what directory in Linux?

51. The Apache web server can be restarted using what command?

Section 9-5

52. What is the Linux command for listing all network interfaces running on the
system?

53. What is the subnet mask called in Linux?
54. How is the Ethernetl network interface card identified in Linux?
55. The ifconfig command is entered and lo is displayed. What is this?

56. List the command to change the IP address of the EthernetO network interface
to 10.10.20.5 with a subnet mask of 255.255.255.0.

57. List the command to shut down the Ethernet] network interface.

58. What command can be used to verify that a network interface is down?
59. What is the command to bring a network interface back online?

60. What command shuts down all network interfaces?

61. List the Linux command for starting the network interfaces.

62. What command can be used to verify that the network has started?

63. List the command for adding a gateway address for the Linux network inter-
face.

64. The Linux network programs use a set of scripts found in what directory?
65. What is the command to install the openssh-server in Linux?

66. FTP is being used to connect to another machine. List the command that in-
structs the FTP server to prompt for a user’s password.

67. The Washington University FTP server is to be installed on a Linux machine.
Provide the command and steps required to install the server and make the
services available.
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68. The list of information for the DNS service is found in what directory in Linux?

69. List the command for changing the hostname of the Linux machine to chip.

Section 9-6

70. Why is the dmesg command used?

71. What is the Linux command to reboot?

72. Match the following Linux troubleshooting files with their content:
1. boot.log a) keeps track of user login
2. lastlog b) log of mail activity
3. maillog c) keeps track of the boot process
4. messages d) tracks users entering or exiting the system
5. secure ) report on hardware or software errors
6. spooler f) mail management

73. List two commands to check for users that have logged onto the system since
the last reboot.

74. Which command lists all users that have logged onto the system since the last
reboot?

75. What is the command to scan a computer to determine what network ports and
services are being made available to users?

76. List the command used to enable and disable services at boot time.

77. The services running on a Linux machine can be listed by entering what com-
mand?

78. Write the command to disable the wu-ftpd service.
79. Identify the command that provides information about network connections
that exist on the system.
Section 9-7

80. In Fedora 16, the System Config tools, (system administration tools), are all
prefixed how?

81. How can the system tools be displayed in Linux? Specify the directory and the
command used to list all tools.

82. What is the purpose of the system-config-date tool?
83. What is the purpose of the system-config-firewall tool?

84. What questions should the network administrator ask when setting the security
for a new computer installation?

85. What tool is used for the network settings? What options are available through
this tool?

394 CHAPTER 9: LINUX NETWORKING

[vww .ebook3000.con}



http://www.ebook3000.org

Critical Thinking

86. You suspect that someone has broken into a computer. Discuss the steps you
might take to correct the problem.

87. You are attempting to install the Apache web server, and a prompt is displayed
that states a certain application is missing. Describe how this problem can be
corrected.

88. What questions should you ask when installing new software on any machines
attached to your network?

89. What steps can you take to find a printer driver that isn’t included with a Linux
distribution?

QUESTIONS AND PROBLEMS 395




	CHAPTER 9 Linux Networking
	Chapter Outline
	Objectives
	Key Terms
	INTRODUCTION
	9-1 LOGGING ON TO LINUX
	Adding a User Account

	9-2 LINUX FILE STRUCTURE AND FILE COMMANDS
	Listing Files
	Displaying File Contents
	Directory Operations
	File Operations
	Permissions and Ownership

	9-3 LINUX ADMINISTRATION COMMANDS
	The man (manual) Command
	The ps (processes) Command
	The su (substitute user) Command
	The mount Command
	The shutdown Command
	Linux Tips

	9-4 ADDING APPLICATIONS TO LINUX
	9-5 LINUX NETWORKING
	Installing SSH
	The FTP Client
	DNS Service on Linux
	Changing the Hostname

	9-6 TROUBLESHOOTING SYSTEM AND NETWORK PROBLEMS WITH LINUX
	Troubleshooting Boot Processes
	Listing Users on the System
	Network Security
	Enabling and Disabling Boot Services

	9-7 MANAGING THE LINUX SYSTEM
	Summary
	Questions and Problems


