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Definisi
• Indeks KAMI adalah alat evaluasi untuk menganalisa 

tingkat kesiapan pengamanan informasi di suatu 
organisasi.

• Alat evaluasi ini tidak ditujukan untuk menganalisa 
kelayakan atau efektifitas bentuk pengamanan yang 
ada, melainkan sebagai perangkat untuk memberikan 
gambaran kondisi kesiapan (kelengkapan dan 
kematangan) kerangka kerja keamanan informasi 
kepada pimpinan Instansi/Perusahaan. 
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Definisi

• Evaluasi dilakukan terhadap berbagai area yang 
menjadi target penerapan keamanan informasi 
dengan ruang lingkup pembahasan yang juga 
memenuhi semua aspek keamanan yang 
didefinisikan oleh standar ISO/IEC 27001:2013.

• Indeks KAMI adalah alat evaluasi untuk menganalisis 
tingkat kesiapan pengamanan informasi di instansi 
pemerintah
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Indeks 
KAMI 
v4.2

Indeks 
KAMI v 5
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In 1991, John Mc 
Cumbers created a 
comprehensive security 
model 
called McCumbers 
cube or 
the CyberSecurity Cube.
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First Dimension
Security Principles
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C: Confidentiality

• Authentication (verifies the identity of a user to prevent unauthorized 
access);

• Authorization (services determine which resources users can access, 
along with the operations that users can perform);

• Accounting (keeps track of what users do, including what they access, 
the amount of time they access resources, and any changes made)
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I : Integrity
   Another term for integrity is quality. Integrity is about maintaining 

the consistency, accuracy, and trustworthiness of information over its 
entire life cycle. Protecting the integrity of data is challenging, loss of 
data integrity can make entire data resources unreliable and 
unusable.

• Methods used to ensure data integrity including data consistency 
checks, access control, hashing, data validation
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A: Availability
Assures that a system’s authorized users have timely and uninterrupted 

access to the information in the system and the network.
• We can ensure availability by following these activities such as a plan 

for disasters, test backups, equipment maintenance, monitor unusual 
activity.
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Second Dimension
Information States
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A. Processing
• Data in process refers to data during initial input, modification, 

compilation, or output.
B. Storage (Stored data)
• Stored data often refers to Data at rest. Data at rest means that a type 

of storage device retains the data when no user or process is using it.
C. Transmission
• Transmission involves sending information from one device to 

another. The challenges in this process are: protecting data 
confidentiality, protecting data integrity, protecting data availability
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Third Dimension
Counter measurement
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a. Technologies
• Some technology that can be used to safe us from cyber-attacks are 

Content Filtering, Firewall Appliances, Virtual Private Network (VPN), 
Network Access Control (NAC), etc.

b. Education, training, and awareness.
• Technologies tools are not enough to defeat cyber criminals. The user 

also needs to follow good practices to stay safe.
c. Policies and Procedures
• Good policies, procedures, and guidelines are needed to enable users 

to stay safe in cyberspace. ISO published ISO 27000, even though it's 
not mandatory but most countries use ISO 27000 as a de facto 
framework for implementing their information security management.
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Dasar Hukum SMKI
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Model PDCI
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Alur Model SMKI
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Organisasi Fungsional SMKI
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Manfaat SMKI
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Ruang Lingkup
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Terima Kasih
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